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Today’s meeting

1. What are hyperproperties, and why study them?
2. How will the seminar work?
3. Which paper would you like to present?
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Spectre: Setup

Array A, size = 4 Secret bit

A[0] A[1] A[2] A[3] 1
Allowed indices: 0, 1, 2, 3 Address A[4]

outside array A
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Spectre: Size check

if x < size: //size = 4
s = A[x]
read B[s] //array B is public

x = 1 1 < 4: True Read A[1]

x = 4 4 < 4: False Reject
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Spectre: Speculative execution

if x < size: //size = 4
s = A[x]
read B[s] //array B is public

x = 1

True

x = 1

True

x = 1

True
CPU predicts
True next time
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Spectre: Speculative execution

if x < size: //size = 4
s = A[x]
read B[s] //array B is public

x = 4 x < size ?
Waiting for size
from memory

Predict True

Read A[4]
s = 1
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Spectre: Secret leaked?

if x < size: //size = 4
s = A[x]
read B[s] //array B is public

s = secret

1
B[0]

Not cached

B[1]
Cached

s = 1 → read B[1]

8



Spectre: Secret leaked?

if x < size: //size = 4
s = A[x]
read B[s] //array B is public

s = secret

1
B[0]

Not cached

B[1]
Cached

s = 1 → read B[1]

4 < 4: False

Discarded
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Spectre: Secret leaked!

Time to read

B[0] Slow
Read from memory

B[1] Fast
Read from cache

B[1] is fast → secret is 1
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Trace properties vs. hyperproperties
Trace properties
Check each execution separately.

Example: size-check rule
Every read of A the CPU keeps
must use a valid index.

Hyperproperties
Check a set of traces together.

Example: confidentiality
The secret must not affect
what the attacker can observe.
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Learning objectives
By the end of the seminar, you should be able to:
• Distinguish trace properties from hyperproperties using examples.
• Formulate and interpret simple hyperproperties in HyperLTL.
• Explain how automata-based HyperLTL model checking handles 

multiple traces and quantifiers.
• Explain a paper’s contribution and its connection to the seminar’s 

foundations.
• Evaluate a paper’s assumptions, evidence, and limitations in the 

context of related work.
• Communicate technical ideas clearly in presentations, writing, and 

scientific discussion.
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Seminar’s structure

Group phase Individual phase

19 October
2026

Groups and papers
assigned

12-13 November
2026

Group
presentations

4-5 February
2027

Individual
presentations

19 February
2027

Individual
summaries
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Group phase

• Two groups of 3-4 students.
• Read your group’s readings.
• Prepare a presentation on your readings.
• Give one joint presentation (~60 min).
• Lead a discussion (~30 min) using exercises and quiz 

questions prepared in advance.
• Participate in both group discussions.
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Suggestions for the group phase

• Build one coherent talk together.
• Explain the definitions and main ideas that everyone will 

need later.
• Use examples to make the formal concepts concrete.
• Use exercises and quizzes to check understanding.
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Individual phase

• One paper per student.
• Read your paper and prepare your presentation on it.
• Give a presentation (~30 min).
• Lead a discussion (~15 min) on the paper’s contributions 

and limitations.
• Participate in all individual discussions.
• Write a summary (~5 pages) placing your paper in the 

context of the seminar.
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Suggestions for the individual phase

The presentation
• Explain the problem and why it matters.
• Use an example to explain the main contribution.
• Discuss assumptions, evidence, and limitations.

The summary
• Explain the contribution in your own words.
• Connect your paper to the foundations and other talks.
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What we expect from you

• Listen actively to all presentations.
• Ask questions and contribute ideas to discussions.
• Give constructive feedback to your peers.
• Seek feedback (both from us and your peers).
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Grading

• Group presentation – 40%

• Individual presentation – 40%

• Individual summary – 20%
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Use of generative AI

• You may use AI as a study aid in any way that deepens your 
understanding of the topics.

• Do the readings yourself and double-check AI’s answers.
• Prepare your presentation and summary yourself.
• In your slides and summary, state how you used AI tools.
• If you are unsure whether a use is allowed, ask us.

Further reading: TUM ProLehre: Use AI wisely
20

https://www.prolehre.tum.de/en/prolehre/programs-services/teaching-development/use-ai-wisely/


Group A: Hyperproperties, Hyperlogics
1. Hyperproperties

Clarkson, Schneider. Journal of Computer Security 2010.

2. Temporal Logics for Hyperproperties
Clarkson, Finkbeiner, Koleini, Micinski, Rabe, Sánchez. POST 2014.

3. Meltdown, Spectre, and why hardware can be correct yet 
insecure (for motivation)
Myers. Blog post, 2018.

21

https://www.cs.cornell.edu/fbs/publications/Hyperproperties.pdf
https://arxiv.org/abs/1401.4492
https://andrumyers.wordpress.com/2018/01/17/meltdown-spectre-and-how-hardware-can-be-correct-but-insecure/
https://andrumyers.wordpress.com/2018/01/17/meltdown-spectre-and-how-hardware-can-be-correct-but-insecure/
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https://www.cs.cornell.edu/fbs/publications/Hyperproperties.pdf
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https://arxiv.org/abs/1401.4492


Group B: HyperLTL Model Checking
1. Principles of Model Checking

Baier, Katoen. MIT Press 2008.
Selected sections:
§4.3 Automata on Infinite Words
§4.4 Model-Checking Omega-Regular Properties
§5.1 Linear Temporal Logic (except §5.1.6)
§5.2 Automata-Based LTL Model Checking (opening material and §5.2.1)

2. Algorithms for Model Checking HyperLTL and HyperCTL*
Finkbeiner, Rabe, Sánchez. CAV 2015.
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https://mitpress.mit.edu/9780262026499/principles-of-model-checking/
https://software.imdea.org/~cesar/papers/finkbeiner15algorithms.pdf
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https://mitpress.mit.edu/9780262026499/principles-of-model-checking/
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https://software.imdea.org/~cesar/papers/finkbeiner15algorithms.pdf


Research papers
1. AutoHyper: Explicit-State Model Checking for HyperLTL

Beutner, Finkbeiner. TACAS 2023.
2. Prophecy Variables for Hyperproperty Verification

Beutner, Finkbeiner. CSF 2022.
3. Finding ∀∃ Hyperbugs using Symbolic Execution

Correnson, Nießen, Finkbeiner, Weissenbacher. OOPSLA 2024.
4. Reasoning About Quality in Hyperproperties

Graepler, Monmege, Talbot. CSL 2026.
5. Hyperproperties of Real-Valued Signals

Nguyen, Kapinski, Jin, Deshmukh, Johnson. MEMOCODE 2017.
6. A formalization of Heisenbugs and their causes in terms of hyperproperties

Sallinger, Weissenbacher, Zuleger. Software and Systems Modeling 2026.
7. Hypertesting of Programs: Theoretical Foundation and Automated Test 

Generation
Pasqua, Ceccato, Tonella. ICSE 2024.

27

https://arxiv.org/abs/2301.11229
https://arxiv.org/abs/2206.01797
https://arxiv.org/abs/2501.07918
https://arxiv.org/abs/2512.00500
https://taylortjohnson.com/research/nguyen2017memocode.pdf
https://link.springer.com/content/pdf/10.1007/s10270-025-01345-7.pdf
https://profs.scienze.univr.it/~ceccato/papers/2024/icse2024.pdf
https://profs.scienze.univr.it/~ceccato/papers/2024/icse2024.pdf
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https://arxiv.org/abs/2301.11229
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https://arxiv.org/abs/2206.01797
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https://arxiv.org/abs/2501.07918
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https://arxiv.org/abs/2512.00500
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https://taylortjohnson.com/research/nguyen2017memocode.pdf
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https://link.springer.com/content/pdf/10.1007/s10270-025-01345-7.pdf
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https://profs.scienze.univr.it/~ceccato/papers/2024/icse2024.pdf


Important dates

19 October 2026 Email me your preferences by 12:30
Papers and groups announced same day

12-13 November 2026 Group presentations, 14:00-16:00
5609.EG.038 (00.09.038)

4-5 February 2027 Individual presentations, 14:00-18:00
5609.EG.038 (00.09.038)

19 February 2027 Summary submissions (by email)
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Next steps

• Skim the abstracts and introductions of the papers.

• Sort the papers by decreasing order of your interest.

• Email me your sorted list by 12:30 on 19 October (Monday).

• Keep the presentation dates free.
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Next steps

• Skim the abstracts and introductions of the papers.

• Sort the papers by decreasing order of your interest.

• Email me your sorted list by 12:30 on 19 October (Monday).

• Keep the presentation dates free.

Questions?
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