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Abstract. Modern stream-based monitors collect detailed statistics of
the runtime behavior of the system under observation. If the system
runs in a privacy-sensitive context, this poses the risk of disclosing sen-
sitive information. Differential privacy is the state-of-the-art approach
for protecting sensitive information, however, integrating it into runtime
monitoring is challenging: temporal operators can cause individual input
values to influence multiple outputs over time, leading to repeated disclo-
sure of private information. We propose an approach that automatically
enforces differential privacy in stream-based monitoring specifications by
analyzing temporal dependencies and injecting carefully calibrated noise
into the specification. To preserve the utility of the outputs, we identify
strategically chosen positions in the specification for noise injection and
leverage tree-based mechanisms to mitigate the accuracy loss caused by
noise injected into aggregation operators. We demonstrate the practi-
cality and effectiveness of our approach in a case study on monitoring
public transportation usage.
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1 Introduction

Runtime monitoring is a powerful technique for ensuring a system’s correct-
ness during operation, especially in complex, real-world applications where static
verification is difficult to obtain. In many cases, a binary yes/no verdict is in-
sufficient, and instead, stream-based languages output values that summarize
and aggregate the system’s current state over time. At the same time, runtime
monitoring is increasingly deployed in privacy-sensitive domains, where richer
monitor outputs increase the risk of revealing private information.

For example, consider a car-rental company that continuously monitors the
distance driven by each vehicle in order to schedule maintenance, detect abnor-
mal wear, or ensure contractual conditions. Even if the monitor reports only
aggregated values, such as average daily distance driven, these outputs may still
reveal sensitive information about the renter’s behavior, including typical usage
patterns and inferred routines when observed over time. Similar concerns arise
when monitoring commercial vehicle fleets, where runtime monitors are used to
assess efficiency, safety, or regulatory compliance but inadvertently expose routes
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or operating schedules of drivers. While runtime monitoring is essential for en-
suring safety, performance, and compliance in such systems, it is crucial to ensure
that the monitoring process does not become a source of privacy violations.
Differential privacy (DP) [20] is widely regarded as the gold standard for
providing formal privacy guarantees. Informally, it ensures that the presence or
absence of a single individual in the dataset has minimal impact on the output
of a query. This is typically achieved by adding carefully calibrated noise to the
output and thereby producing a mechanism with provable privacy guarantees.
Integrating differential privacy into stream-based monitoring, however, intro-
duces unique challenges due to the temporal nature of streams and the temporal
operators describing them. In contrast to static queries, monitors repeatedly
release information over time, often derived from overlapping portions of the in-
put data. Releasing information derived from a single data point multiple times
increases the overall privacy loss, as each release leaks additional information.
With temporal operators such as sliding-window aggregations, we observe ex-
actly this behavior, and to reason about privacy in this setting, it is necessary
to understand how individual inputs propagate through the temporal operators.
This observation introduces two key challenges. First, we must be able to
precisely characterize and compute the impact of individual inputs on the out-
puts, accounting for the effects of asynchronous streams and temporal operators,
such as sliding-window aggregations. Second, beyond providing formal privacy
guarantees, we must ensure that the resulting private monitors remain accurate.
In particular, temporal operators amplify the influence of individual inputs, and
the required amount of noise may degrade the quality of monitoring outputs.
In this paper, we present a runtime monitoring framework that enables users
without privacy expertise to deploy monitors that prevent the leakage of sensi-
tive information. Our framework integrates differential privacy by analyzing the
specification and automatically injecting appropriate amounts of noise. It strate-
gically selects positions in the specification that are beneficial to the accuracy
of the output, and leverages tree-based constructs to further improve monitor-
ing accuracy. We demonstrate our approach using the stream-based specifica-
tion language RTLola [5], which has already been applied in several real-world,
privacy-sensitive areas [9247I28]. In a case study on public transportation us-
age, we show that our approach enables private monitoring with high accuracy.
The remainder of this paper is organized as follows. Section [2] gives an in-
tuition of our approach using a motivating example, and Section [3| introduces
our formalization of differential privacy for stream-based monitors. In Section [4
we detail the sensitivity calculations for stream-based specifications, while Sec-
tion[f] discusses our strategies for improving the accuracy of the private monitors.
Finally, Section [6] explores extensions of our approach to stricter privacy guar-
antees, and Section [7] reports on experimental results.

1.1 Related Work

Closest to our work is the approach of Henzinger et al. [32], which studies private
runtime monitoring based on private function evaluation while maintaining an
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internal state. Further, prior work has explored alternative notions of privacy
in LTL monitoring [TI2]. However, these approaches do not rely on differential
privacy and do not support the rich output provided by stream-based languages.

We are the first to integrate DP directly into runtime verification frame-
works. Previous work has focused on enforcing DP on database-style queries,
especially SQL-like languages [33UT0)37I3839/40I42]. Some related work also con-
siders queries on data streams [36]. All these approaches, however, are designed
for database-style queries and emphasize operators such as joins, rather than the
temporal operators used in runtime verification.

An algorithmic idea adopted in our work is tree-based mechanisms for con-
tinual queries under DP. Dwork et al. [2I] introduced tree-based mechanisms
for continual counting queries and Chan et al. [I4] independently proposed a
similar approach for infinite streams. Tree-based mechanisms were later ex-
tended to other aggregations such as sums [A147T43IT3]. In addition to tree-
based approaches, matrix-based mechanisms have been proposed for streaming
data [T9)3630/31], offering alternative trade-offs between accuracy and efficiency.
Some approaches also enforce DP for sliding window aggregations [I1I46/15], a
temporal operator commonly used in stream-based monitoring. Most stream-
ing DP works assume event-level privacy and independent data; however, some
approaches support user-level privacy [26]I8I6/T2] or correlated data [23/45].

We demonstrate our approach using the stream-based specification language
RTLola [5], an extension of Lola [I7] that incorporates asynchronous streams and
real-time functionality. RT'Lola has been applied in multiple domains, including
several privacy-sensitive domains such as monitoring sensor data from private
vehicles [9], analyzing network traffic [24], monitoring automatic decision and
prediction systems [7], and processing medical health data [28]. Although our
approach is presented in the context of RTLola, the underlying ideas extend to
other stream-based specification languages such as TeSSLa [34] and Striver [29].

2 DMotivating Example

We begin with a motivating example that illustrates the key ideas of our ap-
proach. The methods will be detailed in the following sections. We work in the
setting of stream-based monitoring, where specifications define sets of streams,
representing infinite sequences of values. Input streams represent incoming data
from the monitored system, while output streams are defined through stream
equations and compute new streams by transforming and aggregating the inputs.

Consider Figure [1} which shows an example for the stream-based specifica-
tion language RTLola [5]. It models a monitoring scenario in which user feedback
is continually collected and evaluated over time. Each user’s feedback consists
of new values added to the two input streams: a score, ranging from 1 (best) to
6 (worst), and a conf value indicating positive (1), neutral (0), or negative (-1)
confidence. The specification combines these inputs into a single adjusted rating
between 0 and 15, and emits the result as a new value of the output stream
adj. Using a sliding window aggregation, the stream davg computes the average
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I | input score : Int64

2 | input conf : Int64

3 | output adj := (6-score)*3 + conf - 1

4 | output davg @1d :=

5 adj.aggregate(over: 3d, using: avg).defaults(to: 0.0)

6 | output low @1d := min(low.offset(by: -1).defaults(to: 15.0), davg)
output high @1d := max(high.offset(by: -1).defaults(to: 0.0), davg)
8 | #[public]

9 | output range @1d := (low, high)

Fig.1: An example RTLola specification calculating statistics of user feedback.

rating over the last three days. Finally, the streams low and high track the mini-
mum and maximum daily averages observed so far. The range stream, consisting
of both statistics, is marked as public using RTLola’s annotation mechanism [6],
indicating that its values are output by the monitor.

Individual user feedback is privacy-sensitive. While we assume the monitor
itself is trusted, its public outputs go into an untrusted world. Therefore, the
monitor must ensure that no private information is leaked by observing the pub-
licly emitted values of range over time. To incorporate differential privacy into
a stream-based specification, we must understand how a change to a single in-
put influences observable outputs. Offset accesses propagate information across
time, as seen in the recursive definitions of low and high, where a single value
influences arbitrarily many future outputs. Similarly, in sliding-window aggrega-
tions, each input contributes to multiple overlapping windows, so a single change
affects multiple results.

Dependencies are made explicit in the dependency
graph [5] of the specification. Each stream in the spec-

: . 6)
ification corresponds to a node, and stream accesses 0 0
are represented by directed edges in the graph, an- @15
notated with the access kind. The dependency graph 3

for the example is shown in Figure [2| In the graph,
the private input streams are marked with a red out-
line, but streams that (indirectly) depend on private 1 0 0 1
inputs also contain private information. The extent to @ @

which private information influences a stream is quan-
tified by the sensitivity. Intuitively, the sensitivity of a
stream bounds how much its values can change when
a single user’s feedback is modified. In a temporal set-
ting, this captures both how strongly values change
and how often this change reappears over time. Sensi-
tivity propagates through the dependency graph, ac-
cumulating at arithmetic operations and amplifying across temporal operators.

<

o
o

range

Fig.2: The dependency
graph for the specifica-
tion in Figure [}
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For instance, the sensitivity of the score stream is 6, reflecting its input
range. The adj stream combines multiple pieces of private information and
therefore has higher sensitivity. The sliding window further amplifies this: A
single value contributes to three overlapping windows, resulting in a sensitivity
of 45 for davg. This sensitivity information allows us to track how private infor-
mation flows through the specification. Based on this information, we select a
subset of nodes at which the monitor adds noise to each value. Adding noise to
a node renders the corresponding information in the stream privacy-preserving,
which in turn makes all downstream computations safe to publish. This yields a
placement problem: where should noise be added so that all public outputs are
protected, while keeping the loss of accuracy as small as possible?

In the example, we select the davg stream and add noise calibrated to its
sensitivity. This choice ensures that all values flowing into the recursive defini-
tions of low and high are already privacy-preserving. Applying noise earlier, for
example at the inputs, would reduce accuracy because each aggregated value
would be noisy by itself. After the aggregation, a single rating can be hidden
among multiple others, making its individual contribution smaller and requiring
less perturbation relative to the result. Now, as this node is privacy-preserving,
it and all downstream nodes are marked as green. As all public outputs are
among these green nodes, the overall specification satisfies the desired privacy
guarantees.

In this example, the sliding window amplifies the sensitivity linearly with the
window size. Later in the paper, we show how tree-based aggregation methods
can substantially increase accuracy for longer windows.

3 Differential Privacy of Stream-Based Monitors

This section formalizes differential privacy for stream-based runtime monitor-
ing. We first summarize the standard definitions and mechanisms of differential
privacy, stated with respect to a general adjacency relation. We then present the
evaluation model used to represent monitor executions and define an event-level
adjacency notion capturing the privacy requirements for stream-based monitors.

3.1 Differential Privacy Background

Differential privacy [20] is the de facto standard for ensuring privacy, grounded
in a rigorous mathematical definition. Originally introduced in the context of
databases, it provides a strong guarantee: the presence or absence of any indi-
vidual in the dataset has only a minimal impact on the output of a query on
the database. Intuitively, a randomized mechanism is differentially private if an
observer cannot distinguish whether a particular record was part of the database
based on the output of the mechanism.

Definition 1 (Differential Privacy [22]). Let D be a domain and ~ C D x D
a symmetric adjacency relation. A randomized mechanism K : D — R is e-
differentially private w.r.t. ~ if for all D,D’ € D with D ~ D’ and for all
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SCR,
Pr[K(D) € S] < exp(e) - Pr[K(D’) € 5],

where the probability is over the randomness of K.

We state the definition in its general form with respect to an arbitrary adjacency
relation. The adjacency relation ~ specifies which pairs of inputs should be
considered indistinguishable by an observer. In the classical database setting,
the relation captures neighboring databases that differ by a single row. The
Probability Pr[/C(D) € S] captures the chance that the mechanism K produces
an output in the set S. Differential privacy bounds how much this probability
can change between adjacent inputs. The privacy parameter € quantifies the
strength of the privacy guarantee. Smaller values of € correspond to stronger
privacy. Choosing ¢ involves balancing the level of privacy with the output utility,
depending on the privacy requirements of the data and the intended application.

To design differentially private mechanisms, we must understand how much
the output of a query can change between two adjacent inputs. This quantity is
called the sensitivity of the query.

Definition 2 (Sensitivity [22]). For f : D — R?, the L, sensitivity of f
w.r.t. ~is ALf =max p pr | f(D) — f(D')]]x.
D~D'

Intuitively, the sensitivity measures the maximum possible change in the output
between two adjacent inputs. For instance, a query that counts the number of
rows satisfying a certain predicate has sensitivity 1, since modifying or removing
a single row can change the count by at most one. In contrast, a query that sums
numerical values can have a much larger sensitivity, depending on the possible
ranges of those values.

Once the sensitivity of a query is known, differential privacy can be achieved
by adding Laplace noise calibrated to that sensitivity.

Theorem 1 (Laplace Mechanism [22]). For f : D — R4, the mechanism
K(D) = f(D) + n that adds independently generated noise n with distribution
n; ~ Lap(A~Lf/e) to each of the d output terms satisfies e-differential privacy
w.r.t. ~.

While the Laplace mechanism establishes privacy guarantees for individual
mechanisms, composition theorems describe how these guarantees change when
multiple mechanisms are combined. Under sequential composition [22], publish-
ing the outputs of multiple mechanisms results in an additive privacy loss: com-
bining mechanisms with privacy parameters €; and 5 gives an overall privacy
guarantee of (g1 + €3) with respect to the same adjacency relation. As a result,
repeatedly releasing noisy versions of the same query gradually weakens privacy,
so individual mechanisms must use smaller privacy parameters to stay within
a fixed overall budget. Post-processing [22] ensures that any transformation ap-
plied to the output of a differentially private mechanism preserves its privacy
guarantee. Once a mechanism has produced a privacy-preserving output, it can
be safely transformed without adding any extra privacy loss. Together, these
properties let us reason modularly about privacy in stream-based monitors.
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3.2 Evaluation Models for Runtime Monitoring

To formalize differential privacy in the context of runtime monitoring, we need
a model allowing us to compare different monitor executions. For this purpose,
we introduce the notion of an evaluation model. Let Time = N be the set of
discrete timestamps, V; = RU { L} the set of optional stream values, and R
the set of non-negative real numbers.

Definition 3 (Evaluation Model [5]). An evaluation model w € W consists
of timed data streams over a set of input stream references ID' and output stream
references IDV. It is represented as the combination of a stream map and a timing
map:

Stream := Time — V |
StreamMap = (IDT W IDJ’) — Stream

TimeMap := Time — RT
W :

StreamMap x TimeMap.

Intuitively, an evaluation model captures all values produced by the monitor
during one execution. The stream mapping assigns each input and output stream
reference to a stream of values indexed by discrete timestamps. Because the
monitor operates asynchronously, a stream may have no new value at a given
timestamp. This absence is represented by the symbol 1. The time mapping
associates each discrete timestamp with its corresponding real-time timestamp.

For convenience, given an evaluation model w = (streams, times), we define
w(t) := times(t) to denote the real-time timestamp of ¢ € Time, and w(s) :=
streams(s) to denote the stream assigned to reference s € ID" & ID.

3.3 Adjacency of Evaluation Models

To reason about differential privacy in the context of monitor executions, we
define a suitable adjacency relation between evaluation models. Different choices
of adjacency correspond to different privacy guarantees and reflect what aspect
of the monitored behavior is intended to be protected. In this work, we adopt
an event-level [21] notion of privacy: Two evaluation models are adjacent if
their input streams differ by exactly one event occurring at a single timestamp.
Moreover, we assume that only the content of an event is sensitive, not its timing.
Consequently, adjacent evaluation models share the same timing map, ensuring
that temporal information remains unchanged:

Definition 4 (Event-Level Adjacency). Two evaluation models w,w’ € W
are considered event-level adjacent, if

1. For allt € Time, it holds that w(t) = w'(t),
2. For allt € Time and i € IDT, it holds that w(i)(t) = L & '(i)(t) = L,
3. There exists at most one t € Time, such that 3i € IDT.w(i)(t) # w'(i)(t).
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Further, we consider them s-distant if Vt € Time.Vi € IDT.|w(i)(t)—w'(i)(t)] < s.

The notion of s-distance restricts how much two adjacent evaluation models may
differ in their input values: each input can change by at most s. This assumption
reflects many realistic scenarios, where input domains are naturally bounded, for
instance, sensor readings limited by the hardware, or demographic data such as
age constrained within feasible ranges.

Our notion of privacy protects individual datapoints. For example, it can hide
a single detour when tracking a person’s car, but it cannot hide the daily com-
mute to work. This choice is motivated by our approach using static analysis, and
stronger notions of adjacency would require significant amounts of noise, making
it difficult to produce accurate monitors. In Section [6 we nevertheless explore
strategies for supporting stronger notions of privacy within our framework.

4 Sensitivity Calculations for Stream-Based Languages

The sensitivity of a function measures how much its output can change for
two adjacent inputs. For stream-based monitors, we analyze how much output
streams may differ between two adjacent and valid evaluation models. We intro-
duce a formal framework for the sensitivity of streams, discuss practical chal-
lenges in stream-based computations, and establish static bounds that enable
differentially private monitoring.

4.1 Specifications

A specification ¢ consists of a set of stream equations {z := ¢, | z € IDV}, where
each ¢, is a stream expression over ID"WIDY. Each output stream is additionally
annotated with a pacing type that determines when it is evaluated relative to
the input streams. An evaluation model w € W is walid for ¢ if every output
stream value w(x)(t) is computed according to the defining equation ¢, for all
t € Time.

4.2 Stream Expressions

Sensitivities are defined recursively over stream expressions. Expressions may
reference a stream y, a constant ¢, an offset o € N, or be combined using a
binary operator o € {+, —, - }:

exp == sync(y) | offset(y, o) | hold(y) | aggr(y, W, f)
| default(y, dft) | ite(exp, exp, exp) | exp o exp | ¢

We distinguish between synchronous accesses, namely sync and offset, which
access the value of y at the current (resp. offset) discrete timepoint, and asyn-
chronous accesses, such as hold, which returns the most recent available value,
and aggr, which applies the aggregation function f € {X, last, count} over a win-
dow W of values of y. As asynchronous accesses may be undefined at certain time
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points, we provide the default operator, which supplies a fallback value when-
ever an access fails. A formal definition of the semantics of stream expressions
is given in Appendix [A]

4.3 Timing Abstraction

Since the sensitivity analysis should be independent of the specific stream values
but may depend on the timing of events, we separate the timing information
of an evaluation model. For this purpose, we introduce a pacing model, which
captures only the temporal structure of stream evaluations.

Definition 5 (Pacing Model). A pacing model p € P captures the timing
of stream evaluations independent of stream values. It consists of a pacing and
timing map, where B = {1, T} denotes the set of boolean values:

(10" W ID*) — Time — B
TimeMap = Time — R
P

PacingMap :

PacingMap x TimeMap

Analogously to the evaluation model, we introduce shorthand notation. For a
pacing model p = (pacings, times), we define p(t) := times(t) for a time ¢ €
Time, and p(s) := pacings(s) for a stream s € ID" W ID*. Further, we say an
evaluation model behaves according to a pacing model if all real-time timestamps
are equal and a stream has a value exactly if the corresponding pacing is true.

To enable an automatic analysis of specifications, we impose assumptions on
the pacing of stream evaluations. Among other checks, such as dependency and
value type analysis, each specification is statically verified to satisfy these pacing
constraints before execution. These constraints guarantee that the monitoring
algorithm produces only valid evaluation models and that the resulting monitor
operates within bounded memory requirements.

Definition 6 (Correctly Typed Pacing Model). For a pacing model p € P
to be considered correctly typed according to a specification @, it must hold that

1. For each synchronous access sync and offset from output stream x € ID* to
stream y € IDT W IDY, it must hold that whenever x evaluates, y evaluates as
well: Vt € Time.p(z)(t) = p(y)(t).

2. For each sliding window aggregation aggr from output stream x € IDV over
a stream y € ID' W IDY, it must hold that x is periodic with some period 6,
i.e. Vt € Time.p(x)(t) = Ik € Np(t) =k - 0.

A specification ¢ is well-typed if it statically satisfies the pacing constraints
above. For every valid evaluation model w € W of a well-typed specification,
there exists a correctly-typed pacing model p € P that w behaves according to.
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4.4 Per-Event Sensitivity

To measure how much the values of an output stream can differ between two ad-
jacent evaluation models, we introduce per-event sensitivity, which captures the
maximum impact a single changed input has on a stream value at a given times-
tamp, taking into account the timing constraints imposed by a pacing model.

Definition 7 (Per-Event Sensitivity). Given a specification ¢, a pacing
model p € P, and two timestamps t,t' € Time, the per-event sensitivity defines
how much the value of a stream x € IDT WIDY at timestamp t' can change, if the
inputs at timestamp t are changed by at most s.

At

t s IDTWIDh - RT
s ifr € IDTAY =t
At’p,()z 0 ife € IDTAY £t

Af, (ps) if v € IO
where Ai:p,s(%:) computes the sensitivity for the stream expression @, of x.

Given stream expressions e, e1 and eq, the constant ¢, and the stream reference
y, we define

Atms@l o) =AY, (1) + AY, (e2)
vPv s(c-e) =lcf- tps(e)
AL, (syne(y) = A7, ()
Aip S (offset(y,0)) = lj';’t(y t'p0 )(y)
T L D S

t" ewtimes(y,t’ ,p,W)

where last(y, t, p,0) returns the timestamp of the o-th most recent value of y, and
wtimes(y, t,p, W) returns timestamps of y from the W sized window behind t.
Consider Appendiz[B| for the full definition with all operators.

For an input stream, the sensitivity depends on the timestamp ¢’ being con-
sidered. If ¢ = ¢, the sensitivity is exactly s, reflecting the allowed change at
that time. For all other timestamps, the input sensitivity is zero, since only a
single input value may be modified. For an output stream =z, the sensitivity is
determined by its defining stream expression ¢, in the specification. Most oper-
ations compute values at the current timestamp, so recursion does not shift the
timestamp. An exception is the offset-operator: The sensitivity at timestamp ¢’
depends on the sensitivity of the value retrieved from the past. As this is de-
termined by the pacing model, the function last identifies the timestamp of the
accessed value. In the case of summation over sliding windows, the sensitivity at
time ¢ accumulates contributions from all aggregated values within the window.

Our intuition of the per-event sensitivity function is captured by this theorem:
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Theorem 2. Let w,w’ € W be valid evaluation models for an acyclic specifica-
tion ¢ which are s-distant, event-level adjacent, and differ at timestamp t. Then,
for each stream x € IDT W IDY and each timestamp t' € Time,

w(@)(t) — o' (2)(t)] < AL, (2),

t,p,s
where both evaluation models define a unique and common pacing model p € P.

The proof is by structural induction over the defining stream expressions and can
be found in Appendix [D} Note that throughout this chapter, the dependency
graph is assumed acyclic. Dependency cycles are handled in Section

4.5 Value-Dependent Operators

So far, we have assumed that an expression’s sensitivity depends only on the sen-
sitivities of the accessed streams. For some operators, such as multiplication and
conditionals, the sensitivity also depends on the actual values. For instance, in a
conditional ite(c, e1, e2), the output may switch between e; and ey for neighbor-
ing executions, and the resulting sensitivity depends on the maximum difference
between the two branches. Similarly, for a multiplication, the output sensitivity
scales with the operand values. To handle such operators, we extend the analysis
to propagate value ranges alongside sensitivities. Each expression is associated
with an interval that over-approximates the values it may produce at runtime.
Using this range information, the per-event sensitivity function Ai:p,s can be
extended as follows:

Definition 8 (Extended Per-Event Sensitivity). Let Ai/pg(:r) be defined
as in Definition [7| for all standard operators. For operators whose sensitivity

depends on the input values, we extend it by

Ai/ (2) = ub(z) — Ib(z) ift ~5t
s 0 otherwise,

where ¢ ~7 t' indicates that a change of inputs at time t can influence the value
of stream x at time t' under the pacing model p, and ub(-) and lb(-) are the
propagated value bounds. Find the definitions in Appendiz[Q

Note that sliding-window aggregations do not preserve bounded value ranges,
as their output range grows unboundedly even when the output sensitivity is
bounded. As a consequence, we impose an additional typing constraint: value-
dependent operators are only permitted on expressions for which a finite value
range can be statically derived. Note that bounded value ranges can always be
re-established explicitly using the clamp operator, which enforces fixed lower and
upper bounds on the produced values.
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4.6 Asynchronous Accesses

Stream-based specifications allow asynchronous stream evaluations, so a single
input value may be accessed multiple times by dependent streams. For some
asynchronous operators, such as sliding-window aggregations, well-typed pacing
restrictions ensure that the number of contributions of a single input is bounded.
However, the hold access operator retrieves the most recent value of another
stream, allowing a single input to influence an unbounded number of timestamps.
Consider a stream c that accesses the latest value of a whenever b occurs:

1 ‘ output ¢ @b := a.hold().defaults(to: 0)

Because the timing of @ and b need not be known in advance, it is impossible to
determine how often a single value of a is accessed, and thus how much it may
contribute to c.

In general, unrestricted hold accesses prevent bounding the total effect of a
single input across all timestamps. However, in practice, these accesses can often
be constrained either by bounding the time span during which a value is relevant
or by limiting the number of accesses. For instance, a bounded hold can be
expressed as a sliding-window aggregation, e.g., aggr(a, 5s, last) or by explicitly
restricting the number of accesses, e.g., holds(a) with a newly introduced hold
variant. Once such bounds are made explicit, the contribution of a single input
value becomes finite, and a static global sensitivity bound can be derived.

4.7 Static Bounds

While the per-event sensitivity A provides a way to quantify the sensitivity
at a specific timestamp, it depends on a concrete pacing model and assumes
knowledge of the timestamp at which the inputs differ, which is both unavailable
at runtime. To address this, we overapproximate the total Li-sensitivity of A
accumulated across all timestamps, by deriving a static upper bound for each
stream. The only assumption we make is that the pacing model is well-typed,
a property statically verified on the specification. Under this assumption, the
following result establishes the existence of a finite bound for every stream.

Theorem 3 (Sensitivity Bound). Given a well-typed specification ¢ with an
acyclic dependency graph without unbounded hold operators and a distance value
s, it holds that

Va € (ID' WIDY) Jb,, . Vp € PVt € Time. | > AL, (2) | <bpos.
t'eTy o

where P, denotes all correctly-typed pacing models according to ¢ and Tp, , =
{t' € Time | p(x)(t')} denotes the timestamps at which stream x is evaluated.

Intuitively, this theorem ensures that each stream x has a finite, statically deriv-
able upper bound b, .. s on its total Li-sensitivity given an s-bounded change to
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the inputs. This upper bound can be computed recursively along the dependency
graph. For example, the bound for an input stream is given by s, the bound for
an addition is the sum of the bounds of its operands, and the bound for a syn-
chronous access coincides with the bound of the accessed stream. Precise bounds
for each operator and the full proof can be found in Appendix [F]

With this static bound available, differential privacy can be achieved by in-
jecting appropriately scaled noise into each value of an output stream.

Theorem 4. Given a well-typed specification ¢ with an acyclic dependency graph
without unbounded hold operators and a distance value s, and w € W a valid eval-
uation model for ¢. Let K be a randomized mechanism K, : W — Stream which
produces a noisy version of the output stream x by adding independent Laplace
noise to each value:

Kao(w) := M.w(x)(t) + e,

where each term 1y is drawn independently from the Laplace distribution with

b
n ~ Lap (“”“) -
13

Then, Ky satisfies e-private s-distant event-level differential privacy.

The result shows that by calibrating Laplace noise to the global sensitivity bound
by.x,s, we can guarantee e-differential privacy for all s-distant, event-level adja-
cent executions. The proof follows immediately from the combination of The-
orem [2] and Theorem [3] with Theorem [I] and can be found in Appendix [G]
While the randomized mechanism described above releases only a single output
stream, standard composition theorems of differential privacy ensure that mul-
tiple output streams can also be released with appropriately adjusted privacy
parameters.

5 Accurate Monitoring under Differential Privacy

Differential privacy of individual streams can be ensured by appropriately adding
noise to their values. Simply adding noise to all inputs would guarantee privacy,
but it can lead to poor utility of the results. In this section, we present strategies
to maintain accurate monitoring while preserving privacy.

5.1 Ensuring Privacy for Unbounded Specifications

Certain language features, such as unbounded hold operators or circular defi-
nitions, can cause a single input event to influence an unbounded number of
outputs. This makes it impossible to compute a finite global sensitivity for the
entire specification directly. However, every specification can still be made differ-
entially private by controlling where in the specification noise is injected. The key
idea is to partition the dependency graph of the specification into two segments:
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Fig. 3: Dependency Graph examples for the RTLola specification in Figure

— An upper private segment, which is acyclic and contains only computations
for which the sensitivity can be statically bounded, and

— A lower post-processed segment, which may include features that induce un-
bounded sensitivity.

The segments are illustrated in Figure [3a] for the specification from Figure
Noise can be safely injected at the boundaries between the segments, ensuring
that all values entering the post-processed segment already satisfy differential
privacy. Downstream computations, no matter how complex or unbounded, can
then be treated as post-processing, which cannot weaken the privacy guarantees.

5.2 Privacy Barriers

Adding noise at the transition between private and post-processed segments en-
sures differential privacy for any specification. However, it is not always optimal:
injecting noise earlier in the specification can significantly improve the utility of
the outputs. To formalize where noise can be injected into the specification, we
introduce the notion of privacy barriers, which separate private inputs from the
public outputs in the dependency graph:

Definition 9 (Privacy Barriers). Let ID' be the set of input streams and
IDimb C ID* the set of public output streams. A set C C ID" w ID is a valid set

of privacy barriers if every path in the dependency graph from any i € ID' to
any o € IDtub passes through exactly one ¢ € C.

Any valid set of privacy barriers is a valid option for adding noise. At each
barrier, noise is injected, and all downstream computations are treated as post-
processing. Figure [3b] shows all valid options for the example specification.

A natural goal is to choose a barrier placement that maximizes the utility
of the monitored outputs. However, such an optimal placement does not ex-
ist: different choices can favor short-term vs. long-term accuracy, or prioritize
the accuracy of different output streams against others. A placement that is lo-
cally optimal for one output stream may be suboptimal for another, leading to
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Fig. 4: Tree-Based Aggregation Examples.

inherent trade-offs between streams. We therefore do not prescribe a single opti-
mal strategy, but instead suggest several heuristics for selecting privacy barriers
whose trade-offs can be predicted and reasoned about.

The input-only heuristic injects noise at input streams, ensuring that all
computations operate on perturbed data. The deep heuristic targets the tran-
sition from private to post-processed segments. This preserves the accuracy of
intermediate computations as much as possible, but may require a lot of barriers
and, therefore, more noise due to the composition theorem. The post-aggregation
heuristic places barriers immediately after the first aggregation. Compared to
adding noise before aggregations, this often reduces the overall noise required
since the private input is combined with multiple others before being perturbed.
The minimal barriers heuristic selects the smallest set of valid barriers to reduce
the number of noise injections. Fewer injection points reduce runtime cost but
may lead to a higher variance compared to more fine-grained barrier placements.
Importantly, all placement strategies preserve the same differential privacy guar-
antees.

Beyond these, other heuristics are conceivable, for example, tracking the
propagated error symbolically through the specification, similar to approaches
in monitoring under uncertainty [27].

5.3 Tree-Based Aggregations

In Section [5.1} we showed that we exclude cycles in the dependency graph from
the privacy segment as they introduce unbounded sensitivity. In practice, how-
ever, circular definitions are most commonly used to aggregate all values of a
stream over time. Beyond sliding-window aggregations, many stream-based lan-
guages support discrete all-aggregations, which aggregate all stream values since
the start of the monitor. The most common loops in specifications can therefore
automatically be rewritten as all-aggregations.

To introduce a barrier at an all-aggregation, noise must be added to each
released aggregate in order to preserve differential privacy. However, indepen-
dently perturbing each aggregated result leads to unbounded privacy loss, since
each private value contributes to all future aggregations. A standard solution to
this problem is provided by tree-based mechanisms for differential privacy under
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continual observation [2IT4[TI47A313]. In these approaches, noisy intermedi-
ate aggregates are precomputed and reused across multiple releases. Rather than
repeatedly accessing the private data, aggregates are constructed from these
perturbed subaggregates. Concretely, the stream is partitioned into intervals or-
ganized in a binary tree, where each node represents an aggregate over a fixed
interval and is perturbed only once. Aggregates at any time step are obtained by
combining the noisy values of a small number of nodes in the tree whose intervals
form a partition of the required range. Several approaches have been proposed to
handle unbounded time with these tree-based mechanisms [14/47]. In this work,
we adopt a construction based on a geometric series that distributes the privacy
budget across the infinite height of the tree.

Particular to our setting is that aggregations are not restricted to input
streams, where only a single event must be hidden. Aggregations may also be
applied to output streams, where temporal operators have already propagated
a single change to multiple stream values. Our tree-based construction accom-
modates this, as it only reasons about the total Li-sensitivity of the aggregated
stream. Formal details and proofs are provided in Appendix [H]

Figure [4a] illustrates this construction for a discrete all-aggregation. Each
leaf of the tree corresponds to a value of the aggregated stream. At the position
marked with the black triangle, the aggregation over all values is computed by
combining the precomputed noisy aggregate over the first four values (the blue
node at the top of the tree) with the noisy aggregate of the fifth value at the
current position.

In contrast to all-aggregations, whose aggregation is done over a growing
prefix of the stream, sliding-window aggregations operate over a time window
that shifts with the current evaluation point. The pacing type requirement in
Definition [f] ensures that aggregation results are released at a fixed frequency.
This restriction was originally introduced to guarantee that monitoring can be
performed using finite memory. To this end, values are first aggregated into buck-
ets, where the bucket size is determined by the aggregating stream’s frequency
and the length of the window [44]. We can improve the utility of sliding win-
dow aggregations by adopting the tree-based approach, where the buckets form
the leaves of the tree, as illustrated in Figure @b To compute, for example, the
aggregation over the last four seconds, one sums the noisy values in the blue-
marked nodes of the tree. Using this tree-based construction, in the example,
each private value is only released three times, compared to four times without
the tree-based approach when each aggregated result is perturbed independently.

6 Stricter Privacy Guarantees

Our approach assumes that the values at the individual input stream positions
are independent, but this assumption does not hold in all applications. For ex-
ample, consecutive sensor readings, such as GPS coordinates, are often corre-
lated. In such cases, standard event-level differential privacy underestimates the
required amount of noise. One way to address this is to adopt w-consecutive
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Specification no-priv priv 10° ]
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Table 1: Analysis runtime compari- Fig.5: Output variances for different
son for different specifications. sliding window aggregations.

differential privacy (w-DP) [35], which hides the effect of up to w consecutive
input values. If correlations are limited to w consecutive values, w-DP provides
meaningful privacy guarantees. Extending our approach to w-DP is straightfor-
ward, since our mechanisms already handle correlated outputs: we can apply the
same techniques to w-sized groups of input values.

Another complementary strategy is to use a preprocessing monitor. In this
approach, a first monitor transforms correlated inputs into independent values
or aggregated summaries. These independent streams are then fed into a sec-
ond, privacy-preserving monitor that ensures differential privacy. For example,
the first monitor could extract individual trips from raw GPS data. The second
monitor then computes the private outputs over these independent summaries.
This strategy of using a preprocessing monitor can even ensure user-level pri-
vacy [2I] by ensuring the second privacy-preserving monitor receives a single
event per user.

7 Implementation and Evaluation

This section evaluates the practical applicability of our approach. We first de-
scribe the implementation of the privacy analysis within the RTLola framework
and then assess the impact of different design choices using synthetic examples
and a case study on monitoring public transportation data.

7.1 Implementation

Our implementation extends the RTLola frontend [5] with a privacy analysis
that is executed after the dependency analysis. This analysis identifies all valid
privacy barriers in the dependency graph and applies the heuristics described
in Section to select the barriers at which noise is injected. Using propa-
gated sensitivity and range information, noise expressions are inserted into the
intermediate representation of the specification, and tree-based aggregation is
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translated into corresponding RTLola constructs. This way, no modifications to
the existing backend implementations [325] are required for private monitoring.

We evaluate the runtime of the privacy analysis. The results are summarized
in Table where the priv column reports the maximum runtime across all
heuristics. The measurements were obtained on a system with a 13th Gen Intel
Core i7-1355U processor over 50 runs. We observe that the runtime more than
doubles for all specifications. This increase is primarily due to the fact that,
following the privacy analysis, which introduces new expressions and streams in
the specification, we rerun earlier stages such as dependency analysis and type
checking. Despite this overhead, all runtimes remain well below a few seconds,
rendering the additional cost negligible for an analysis performed once prior to
monitor deployment.

7.2 Impact of Tree-Based Aggregations

Next, we assess the impact of the tree-based aggregation on the accuracy of the
output using the example shown in Figure [I} Accuracy is quantified by com-
puting, for each timestamp, the variance across 100 runs of the private monitor
(¢ = 1) on the same input trace and then averaging this variance across all
timestamps. Lower variance indicates higher accuracy of the output.

We compare how accuracy is influenced by the structure of the aggregation
window. First, we vary the number of buckets in the window. Increasing the
number of buckets causes individual values to contribute to multiple aggregates,
which in turn requires more perturbation to ensure privacy. Second, we vary the
number of values per bucket. More values per bucket allow individual values to
be more effectively obscured by others, thereby reducing the variance.

We compare three perturbation strategies. As a baseline, we add noise di-
rectly to each input before aggregation. We then consider the basic sensitivity-
based perturbation described in Section [4] and the tree-based aggregation ap-
proach from Section [5.3] Figure [5] shows that for small windows, all three meth-
ods achieve similar utility. As the window size grows, the differences become
more pronounced, with the tree-based approach yielding significantly lower vari-
ance than the sensitivity-based method. When each bucket contains only a single
value, directly perturbing the inputs yields the highest accuracy. However, this
approach rapidly degrades in utility as the number of values per bucket increases.

7.3 Case Study

To demonstrate the applicability of our approach in a realistic setting, we present
a case study from the public transportation domain. We implemented a system
that crowdsources information about public transportation usage by allowing
users to report trips on specific bus lines. The reported events are processed by
an RTLola monitor, which aggregates the data and displays anonymized usage
statistics to users. The aggregated results provide insights into temporal usage
patterns, such as the expected level of crowding on a bus line at different times
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Fig. 6: Results from monitoring synthetic public transportation data.

of day. Since the collected data reflects individual movement behavior, it is in-
herently privacy-sensitive. By relying on our privacy-preserving framework, all
privacy guarantees are enforced automatically by the frontend analysis, allow-
ing the application to be implemented without manual reasoning about privacy
concerns. The corresponding RTLola specification is provided in Appendix[J.2]

We evaluate our case study using synthetic data. Specifically, we consider
three bus lines and generate a varying number of users depending on the time
of day, as shown in Figure [al The first is a university bus, highly frequented
but only during a shorter period of the day. The second is a city bus, which is
frequently used throughout daytime hours. The third is a night bus, which also
exhibits high usage per bus, but with significantly fewer buses and users overall.

In Figure [6b] we show the average crowdedness per time of day as reported
by the private monitor (¢ = 1, deep heuristic), with the standard deviation
(SD) shown as error bars. The SD indicates that the confidence of the monitor
output depends on the number of users. To estimate the SD introduced by dif-
ferential privacy, we execute the monitor 1500 times and calculate statistics over
these runs. During high-traffic daytime hours, the differentially private estimates
closely match the true crowdedness. At night, the smaller number of participants
leads to a higher SD. But even during nighttime hours with fewer participants,
the monitor output closely approximates the actual crowdedness.

8 Conclusion

In this paper, we have presented a method for integrating differential privacy into
runtime monitoring to ensure system correctness while preserving the privacy of
sensitive system data. Our approach analyzes the specifications and automati-
cally enforces privacy guarantees without requiring any user interaction. As a
result, users without privacy expertise can benefit from differential privacy with-
out having to reason about sensitivities, noise calibration, or privacy budgets,
which is particularly challenging given temporal dependencies in stream-based
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specifications. Finally, privacy is enforced in a utility-aware manner by inject-
ing noise at carefully selected points in the specification, thereby preserving the
accuracy of monitoring outcomes while still providing rigorous privacy guaran-
tees. We have implemented our approach in the stream-based monitoring frame-
work RTLola, demonstrating that privacy-preserving runtime monitoring can be
achieved automatically and with minimal loss of accuracy.

Our work lays the foundation for deploying runtime monitoring in privacy-
critical domains where such techniques have traditionally been difficult to apply.
This includes areas such as medical or financial systems, where continuous mon-
itoring is essential, but the underlying data is highly privacy-critical. We believe
that making privacy guarantees an integral part of runtime monitoring is a step
toward making runtime verification applicable in a broader range of real-world,
safety-critical and privacy-sensitive systems.
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A Operator Semantics

Given an evaluation model w and a corresponding pacing model p, we define
the semantics of the operators as follows. Note that for the semantics and the
following proofs, we assume there is a separate stream definition for each subex-
pression.

w(er +e2)(t) =

w(er - ex)(t) =
w(sync(y))(t) =
last(y,t,0,p)) if last(y,t,0,p) exists

ffset(y,0))(t) =
w(offset(y,0))() = | otherwise

w(y)(last(y,t,0,p)) if last(y,t,0,p) exists
L otherwise

w(defaults(e, dft)) (t) = {“Ee)(t)( if w(e)(t) # L
{ (
(
f

dft)(t) otherwise

t) fwl)t)=T
(t) otherwise
)

if last(y,t,0, ist
w(y)(last(y,1,0,p)) J} lastn b o1 oxists,

1 otherwise

We use the following predicate to determine how often a specific value of y is
accessed from z:

holdn(z,y,t,p) = |[{t' € Time | p(z)(t') ANt' <t Alast(y,t’,0,p) = last(y,t,0,p)}|
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B Definition A

Given stream expressions e, e; and e, the constant ¢, and the stream reference
y, we define

At,p€(61+e2 fp€(61)+Atp9( )

)=
tpS( €)=l - tps(e)
,p, s(c)=0
AL, (sync(y)) = AL, (v)
A, (offset(y, 0)) = Al 9 (y)
AL, e WD) = Y AL

t" cwtimes(y,t’',p,W)

l?;ts(y’t 0’p (y) if last(y,t’,0,p) >t — W

Ay, (ager(y, W, last))

0 otherwise
Ai D, s(aggr(ya W # - 0
las ,t',0,
AL (hold(y)) = At w-£07) ()
last(y,t 0,p . , <
Ai D, s(hOIdbound = ,p, ) if holdn(x, y,t 7p) < bound
otherwise
Aips(defaulte dft = ma. tps( ) tps(dft))
— - lb if ¢ «A—)Imj t for value-dependent
7p7 otherwise, operators

with

last(y,t,p,0) = max, {t' € Time | t' <t Ap(y)t')
wtimes(y,t,p, W) = {t' € Time | p(t) - W < p(t') <p

}
() Ap(y) ()} -

~~ is defined in Appendix [E]

C Bounds of Expressions

The lower bound of a stream is defined as
Ib: D" WIDY — RU {00}

- if il
bz) =4 > BTE
Ib(p,) if z € IDY,
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and recursively on expressions as

Ib(sync(y)) = lb(y)
Ib(offset(y, -)) = Ib(y)
Ib(f1 + f2) = Ib(f1) + 1b(f2)
(f1 - f2) = min(ub(f1) - ub(f2), b(f1) - ub(f2),
ub(f1) - 1b(f2), 1b(f1) - ub(f2))
Ib(aggr(y, W, S, X)) = —o0
Ib(aggr(y, W, S,#)) =0
Ib(ite(c, f1, f2)) = min(Ib(f1),1b(f2))
Ib(clamp(f, nlb, nub)) = nlb.

The upper bound of a stream is defined as

ub: ID" W ID¥ — R U {00}

b(z) o0 if x € IDT
ub(z) =
ub(p,) if z € IDV,

and recursively on expressions as

ub(sync(y)) = ub(y)
ub(offset(y, _)) = ub(y)
ub(fi + f2) = ub(f1) + ub(f2)
ub(f1 - f2) = max(ub(f1) - ub(f2), 1b(f1) - ub(f2),

ub(f1) - 1b(f2),1b(f1) - ub(f2))

o0
0

ub(aggr(y, W, S, X))
ub(aggr(y, W, S, #))
)
)

ub(ite(c, f1, fo
ub(clamp(f, nlb, nub

max(ub(f1), ub(f2))

nub.

D Proof for Theorem [2

Proof. Proof by structural induction over the defining stream expression of x.

Base Case: If z is an input stream, then, if ¢ = ¢, |w(z)(t') — W' (x)(¥')| <
s by assumption (s-distant), and Aﬁjpys(:c) = s by definition of A. If ¢/ # ¢,
then |w(x)(t') — ' (x)(¥')] = 0 by assumption (event-level adjacent and differ at

timestamp ¢), and A} (2) = 0 by definition of A.

Induction Hypothesis: Assume that for all subexpressions e of the stream ex-
pression for x, for every timestamp t’, it holds that

w(@)(t') — ' (2)(¢)] < A, ().
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Induction Step: Consider the possible operations in the stream expression:

— Addition: e = ¢; + €3

+ (wle2)(t') = w'(e2)(t))]
< lw(en)(t) = w'(en) ()]

+ |w(e2)(t') — w'(e2)(t')]  Triangle inequality
< Aizp(fl) + Ai:p(fg) Induction hypothesis
=AY (f) Def. A

— Scaling by constant: e =c- ¢’

lw(e)(®') = w'(e)()] = le- (w(e) () — () (F))]
=|c| - lw(e") (") —w(€)(t')]  absolute value
<|c| - Ai:%s(e’) Induction hypothesis
=AU (e) Def. A

t,p,s

— Offset access: e = offset(y, 0)

w(e)(t') —w'(e)(t)] = w(y)(last(X, ', p, 0))
—w'(y)(last(y,t',p,0))| behaves according to p

< Ai?;gwﬂw) (X) Induction hypothesis
_ Aitf:p,s(e) Def. A

— Synchronous access: e = sync(y)

w(e)(t') = w(e)(t)] = lw(y)(t') — ' (y) ()]

/

<A}, (W) Induction hypothesis
(e) Def. A
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— Window access (sum): e = aggr(y, W, o)
jw(e)(t') — w(e)()]
-l Y e

t" ewtimes(y,t’ ,p,W)

- > w'(y)(t")

t" cwtimes(y,t’' ,p,W)

- Y e -vee)

t"" ewtimes(y,t’' ,p,W)

behaves according to p

wtimes is finite
(p is well-typed)

< Z lw(X)(t") —w'(y)(t")|  absolute value
t" cwtimes(X,t',p,W)
< Z Aiip,s(y) Inducation hypothesis

t" cwtimes(y,t’' ,p,W)
=AY, (e) Def. A
— Window access (count): e = aggr(y, W, #)

w(e)(t)) - /(e)(#)] = | >

t" ewtimes(y,t’' ,p,W)

— Z 1| behaves according to p
t"" ewtimes(y,t’ ,p,W)
=0=A!,,(e) Def. A

— Window access (last): e = aggr(y, W, last)

w(e)(t') — w'(e)(t)] = lw(y)(last(y, ', 0,p)) — w'(y)(last(y,t', 0, p))

< Ai?;fgy,t’,O,p) (v) Induction hypothesis
_ Ai?;fs(y’t/70’p)(e) Def. A

— Hold: e = hold(y). The same as for last aggregation:

lw(e)(t') = w'(e)(t)] = |w(y)last(y, ', 0,p)) — w'(y)(last(y,t', 0, p))

l 0,
< At?;,ts(y o) ()

_ Aéast(y,t’,O,p) (e) Def. A

DyS

Induction hypothesis

For the extension of A presented in Section it holds that
w(e)(t') >1b(e) and  W'(e)(t') < ub(e).
From this, it follows that
w(e)(t') = w'(e)(')] < ub(x) — Ib().

The recursion ends because the dependency graph is acyclic.
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E Definition ~~

A change in the inputs at time ¢ influences the value of x at time ¢’ if
oty t=t if z € ID"
ad =
P t~>$e ' if x € ID
t W) ¢ = Y
t wgﬁset(y’o) t.=t ~¥ last(y, t',0,p)
t ~sholdW) ¢ = ¢ oY Tast(y, ¢/, 0, p)
taopt92 =t 2l 'Vt ~sr2 t' for all binary operators o
ite(c,e1,e2) 4/ .__ c 4/ er 4/ eo 4/
i~y PRIt =t TV E s T VE 2

Theorem 5. Given an acyclic specification ¢ without unbounded hold operators,
then it holds that

Ing Vp € PV € Time| {t' € Te | t ~7 t'}| <ny,

the number of timepoints of x that are influenced by a change of an input at any
timepoint is bounded by a constant n,,.

Proof. Proof by structural induction over stream-expression x:

Base Case: If x is an input stream, there is exactly one time point ¢’ where
t="t.

Induction Hypothesis: Assume that for all subexpressions e of the stream ex-
pression for z, it holds that

IneVp eP Ve T | {t' €T, | t~5t'} | <ne.

Induction Step: Consider the possible operations in the stream expression:

— Binary operators: e = e; o e5. Then we set n. = ne, + n., and it holds
that

[ €T | topt} = { €T | toop ¢/ Vg2 1} ]
S|H{eT, | t—~8t'}
+{t e, | t~2 1}
< Ny + Ny = Ne
— Synchronous access: e = sync(y). Then we set n. = n, and it holds that
|{t/€T:c ‘ tw;t/}‘:‘{t/ETx | twgt/}‘
<[{t'eT, | t~Yt'}| pwelltyped (T, C T,)

Sny:ne
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— Offset access: e = offset(y, 0). Then we set n. = n, and it holds that

{t'eT, |t~y t’}lzl{t’eTx | t~Y last(y,t',0,p)} |
=|{t'eT, | t~4t'}|

=Ny = Ne

Because p is well-typed, for every t” € T, there exists only one t' € T, for
which last(y,t',0,p) = t".

The proofs for the other operators follow a very similar structure to the proof
in Appendix [F] The recursion ends because the dependency graph is acyclic.

F Proof for Theorem [3

Proof. Proof by structural induction over stream-expression x:

Base Case: If x is an input stream, then we set b = s, and it holds that:

Sl =3 { =t

et et 0 otherwise

<s=b.

Induction Hypothesis: Assume that for all subexpressions e of the stream ex-
pression for z, it holds that

3b,.Vt. (Z A, Se)

t'eT.
Induction Step: Consider the possible operations in the stream expression:

— Addition: e = e; + e2. Then we set b, = b, + b., and it holds that

> Alpse= ) (Aips(el)JrAtps( 2))  Def A

teT, t'eT,
= Z Atp s Z Atp s(e2) A non-negativ
teT, €T,
< be, + be, Induction Hypothesis

:be
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— Scaling by constant: e = ¢ ¢’. Then we set b, = |c| - b and it holds that

SooAl,e= 3" A7, (coe)

t'eTy, teT,
= Z le| - Aijp’s(e’) Def. A
teT,
= Z At s
teT,
< le| - ber = be Induction Hypothesis

— Synchronous access: e = sync(y). Then we set b, = b, and it holds that

Z At:l’; €= Z Atps Sync ))

t'eT, t'eTy
= > A, Def. A
t' €Ty
= a1, p well-typed (T, C T},)
t'eTy
< by = b, Induction Hypothesis

— Offset access: e = offset(y, 0). Then we set b, = b, and it holds that

Sooar, ()= A7, (offset(y,0))

€T, €Ty

= 3 Attty Def. A
tET,

= Z Aﬁ:pﬁ(y) last is a bijection
tET,

= Al [ p well-typed (T € T})
€T,

= by = b Induction Hypothesis

last is a bijection because of the assumption that p is correctly typed.

— Window Aggregation (sum): e = aggr(y, W, X). Because we know p is
well-typed, there exists a frequency J, of the stream containing e. Then we
set be = (L%J +1) - by and it holds that:

Z Aijpﬁ(e) = Z Ai:p,s(aggr(y,W,Z))

t'eTy t' €Ty

Z Z Ail;)s(y) Def. A

t'€Ty t'" cwtimes(y,t’,p,W)

:ZAtps ()

t'eT,
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where m(t') = |{t" € T, | t' € wtimes(y,t",p, W)} |. We claim that

vt' € T,.m(t') < {WJ + 1.

0
and then
' , ¢ W .
Z At,p,s(y) -m(t') < Z (At,p,s(y) . LsJ + 1)> Claim
t'eT, t'eTy v
W ’
_ Q%J +1) S Al Def. w
t'eT,
< (V(;VJ + 1) “by = be Ind. Hypothesis

It remains to show that our claim m(t') < [% | 4+ 1 holds. m(t') counts how
many values of x at timestamp ¢ € T, aggregate over a window that contains
the value of y at timestamp t' € T),.

The aggregations of x that include the value y at timestamp ¢’ are in the
real-time window between p(t) and p(t) + W. Because p is well-typed (and the
aggregation e is contained in the stream-expression for z), it holds that

T, = {¢' € Time | Jkp(Y)(t') =k-6,}.

Because the timestamps in T, are spaced by J, in real time, any interval of
length W can contain at most

w

— | +1

=)

timestamps of T,.. Therefore, for every ¢’ € T, we have

W
m(t') = |{t" € Ty | ' € wtimes(y, ¢",p,W)}| < LSJ i

as required.

— Window Aggregation (last): e = aggr(y, W,last). Then we set b, =
(| 3] +1)-b, and it holds that:

Yo Alpae)= D AL, (ager(y, W, last))
t'eT, t'eT,
< Z A, (ager(y, W, X)) Y contains last
t'eT,

({ZJ + 1) by = be Proof for X

IN
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— Bounded hold: e = holdsynq(y). Then we set be = b, - bound and it holds
that:

Z Ai:p)s(e) = Z Ai:pvs(hddbound(y))

t'eT, teT,
< Z {Ai?;fs(y*t”o*”) (y) if holdn(x,y,t") < bound
B et otherwise
SOPRINORIE
VET,
< b, -m(t') Induction hypothesis
< by - bound m(t') < bound

where
m(t) = [{t' € T, | last(y,t’,0,p) =t A holdn(z,y,t',p) < bound} |

is bounded by bound, because there can be at most bound distinct timepoints
t' € T, that map to the same t before the hold counter holdn(z,y,t',p)
exceeds bound.

For the extension presented in Section [f.5] we have shown in Appendix [E] that
Ing Vp € Py ¥t € Time | {t' € T, | t ~7 t'}| < ng.
Then,
> AL (e)= > ub(z)—Ib(z)
t'ET, teT

where T/ = {t' € T}, | t ~% '}

= |T'| - (ub(z) — (Ib(z)))
< ny - (ub(x) — (Ib(x)))

G Proof for Differential Privacy

Proof. Let w,w’ € W be s-distant, event-level adjacent evaluation models, dif-
fering at timestamp t. By Theorem [2| for every timestamp ¢/,

w(a)(t') = ' (@)(t')] < A, (@),

where p is the common pacing model.

Summing over all timestamps at which x is evaluated and applying Theorem 3]

yields
Y. w@) —W @@ < Y AL, (@) < bas
€Ty o €Ty »

Thus, the total L;-sensitivity of the released stream is bounded by b, 5. The
result now follows directly from Theorem [I} adding independent Laplace noise
with scale b, s /¢ to each output value ensures s-distant, e-event-level differential
privacy.
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H Tree-Based Aggregation

Remark 1. For this section we assume that we aggregate over a stream z which
has a value at every timepoint. If the original stream does not, we introduce an
auxiliary stream by deterministically replacing each | with the neutral element
of the aggregation function. This transformation is independent of the data and
does not affect differential privacy.

The nodes of the tree partition the timepoints into intervals. Let Z be a
partition of the timepoints into the nodes in level k of the tree:

Ik = {Ik’hfk’g, .. }

For each level k of the tree, we define a separate mechanism, which returns all
the aggregates for each interval on level k given a stream 2 € ID' & ID* in an

evaluation model w € W:
o0

Myo(w) = | Y w(@)@)

Jj=1

and we define My () = Mj,(x)+n as a perturbed version where 7 j ~ Lap( =)
and b, ¢ is the sensitivity bound obtained for the stream x through Theorem I
This mechanism releases all nodes at level k at once.

Theorem 6. Given a valid evaluation model w the mechanism ka(w) satisfies
s-distant, e-event-level differential privacy.

Proof. We compute an overapproximation of the Ll-sensitivity of Mj, .. Given
two s-distant, event-level adjacent evaluation models w and w’:

[ M,z (w) — Mo (W)l = Z |Mp,o(w); — Mi,o(w');]

tqu

Y w@)(t) — w'(2)(t)

1 |tely,

Z —w'(z) (1)
ely,

(@)(t) =" (@)@ {7 | t € Tnj}

<.
Il

IN

M8 HMS

IA
€

~
I
—

I, is a partition of all time points

Q

nd therefore |{j | t € I ;}| = 1.

Il
gk
T
—
8
=
=
|
£
/\\
8
=
=

t=1
o0
< Z Al s Theorem [2]

~
Il
-
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where t’ is the timepoint where w and w’ differ.
< by s Theorem [3]

As we have shown that b,  is an overapproximation of the sensitivity of Mj ,,

it follows from Theorem [1| that Mk,x satisfies ey-differential privacy w.r.t the
event-level, s-distance adjacency relation.

Theorem 7. The mechanism M(x) = (M(z), My(x),...) satisfies s-distant,
e-private event-level differential privacy when Z;’;l e < e.

This follows directly from the composition theorem of differential privacy. One
example for gj, is using the geometric series with g5 = ﬁ - €.

The mechanism releases all perturbed tree nodes. For each timepoint, the re-
ported aggregate is obtained by combining a finite subset of these nodes whose
intervals partition the interval from the start up to this timepoint. This combi-
nation is pure post-processing.

I RTLola Extension Constructs

To build these constructs, we make use of RTLola features not covered in this
paper. For more information, we refer to the RTLola Tutorial [5].

I.1 Bounded Hold

Given a bounded hold access from x to y:

1 | output x Q@px := ...
2 | output y @py := x.hold(for_discrete: b).defaults(to: dft)

we can replace the bounded hold access by utilizing the annotated (or derived)
pacing types and introducing a counter stream:

1 | output x Q@px := ...

2 | output hold_counter

3 eval @px with O

1 eval @py with hold_counter.offset(by:-1).defaults(to: 0) + 1
5 | output y @py := if hold_counter > b then dft else x.hold(or: dft)

1.2 Tree Based Aggregation

As an example, consider the following over-all sum aggregation:

input x : UInt64

1
2 | output y := x.aggregate(over_discrete: all, using: sum)

we can express this aggregation using the tree-based approach:
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1 | input x : UInt64

2 | output time : UInt64 @x := time.last(or: 0) + 1

3 | output height := log_2(time)

4| output layers(level)

5 spawn with height

6 eval Ox when level == 0 with a

7 eval @x when (time - 1) % (2%xlevel) == 0 with a
8 eval Ox when (time - 1) % (2*xlevel) != 0 with

layers(level).last(or: 0) + x
9
10 | output private_layer(level)

11 spawn with height

12 eval Ox when time % (2**level) == 0 with layers(level).hold(or: 0)
+ laplace(1/(level+1))

13
14 | output layer_contribution(level)

15 spawn with height

16 eval Ox when ((time >> level) & 1) == 1 with
private_layer(level).hold(or: 0)

17
18 | output y := layer_contribution.aggregate(over_instances: fresh,
using: sum)

A sliding window output b @ls:= a.aggregate(over: 3s, using: sum) can
be expressed as

output time @ls := time.last(or: 0) + 1
output time_m @ls := time % 6

W N =

output 10 @ls := a.aggregate(over: 1ls, using: sum)

output 10_n @1s := 10 + laplace(1/2)

output 11 @1s := if (time + 1) % 2 == O then 10 +
10.offset(by:-1) .defaults(to: 0.0) else 0.0

6 | output 11_n @1ls := 11 + laplace(1/2)

output b Q@ls :=

SN

8 if time_m == || time_m == || time_m == 4 then
9 11 n + 10_n.offset(by: -2).defaults(to: 0.0)
10 else if time_m == || time_m == || time_m == 5 then

11 11 n + 10_n.offset(by: -2).defaults(to: 0.0)
12 else 0.0

J Specifications

J.1 Fraud Detection

#[sensitivity="unbounded"]

input target: Float64
#[range_from="0", range_to="1000"]
input amount : Float64

wW N =

(&) BTSN
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6 | output total_amount_per_month ©@30d := amount.aggregate(over: 30d,
using: sum)
7 | output average_amount_per_month 30d := amount.aggregate(over: 30d,

using: average).defaults(to: 0.0)

9 | #[public]
10 | output t0 := total_amount_per_month > 50000.0
11 | #[public]

12 | output t1 := average_amount_per_month > 700.0
13

14 | output amount_per_target(t)

15 spawn with target

16 eval with if t == target then amount else 0.0

17
18 | output total_amount_per_target_per_month(t)

19 spawn with target

20 eval Q@Global(30d) with amount_per_target(t).aggregate(over: 30d,
using: sum)

22 | output max_amount_to_single_target_per_month

23 eval @30d with
total_amount_per_target_per_month.aggregate(over_instances:
all, using: max).defaults(to: 0.0)

24

25 | output total_max_ratio @30d := max_amount_to_single_target_per_month
/ total_amount_per_month

26

27 | #[public]
28 | output t2 :
29 | #[public]
30 | output t3 :

max_amount_to_single_target_per_month > 10000.0

total_max_ratio > 0.5

J.2 Public Transportation

#[sensitivity="unbounded"]

input line : UInt64
#[range_from="1", range_to="10"]
input crowdedness : Float64

W N =

SN

6 | output crowdedness_per(1l)
7 spawn with line
8 eval with if line == 1 then crowdedness else 0.0

10 | output one_if (1)

11 spawn with line
12 eval with if line == 1 then 1.0 else 0.0
13

14 | output sum_crowdedness(1)



15
16
17
18
19
20
21
22
23

29
30
31
32
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spawn with line
eval @lh with crowdedness_per(l).aggregate(over: 1h, using: sum)

output count_crowdedness(1l)
spawn with line
eval @lh with one_if(1l).aggregate(over: 1h, using: sum)

output avg_crowdedness(1l)
spawn with line
eval @1h with sum_crowdedness(l) / count_crowdedness(1l)

output avg_crowdedness_clipped(1)
spawn with line
eval @lh with if avg_crowdedness(l) > 10.0 then 10.0 else if
avg_crowdedness(1l) < 0.0 then 0.0 else avg_crowdedness(1l)

#[public]
output avg_124
eval @1h when count_crowdedness(1.0).hold(or: 0.0) > 5.0 with
avg_crowdedness_clipped(1.0) .hold(or: 0.0)
#[public]
output avg_101
eval @1h when count_crowdedness(2.0) .hold(or: 0.0) > 5.0 with
avg_crowdedness_clipped(2.0) .hold(or: 0.0)
#[public]
output avg_party
eval @1h when count_crowdedness(3.0).hold(or: 0.0) > 5.0 with
avg_crowdedness_clipped(3.0).hold(or: 0.0)

39



	Differentially Private Runtime Monitoring

