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Abstract

Temporal hyperproperties are system properties that relate multiple execution traces. In
finite-state systems, temporal hyperproperties are supported by model-checking algo-
rithms, and tools for general temporal logics like HyperLTL exist. In infinite-state systems,
the analysis of temporal hyperproperties has, so far, been limited to k-safety properties, i.e.,
properties that stipulate the absence of a bad interaction between any k traces. In this paper,
we present an automated method for the verification of V¥3’-safety properties in infinite-
state systems. A V*3-safety property stipulates that for any k traces, there exist  traces
such that the resulting k + [ traces do not interact badly. This combination of universal and
existential quantification captures many properties beyond k-safety, including hyperlive-
ness properties such as generalized non-interference or program refinement. Our verifica-
tion method is based on a strategy-based instantiation of existential trace quantification
combined with a program reduction, both in the context of a fixed predicate abstraction.

Keywords Hyperproperties - HyperLTL - Infinite-state systems - Software verification -
Predicate abstraction - Hyperliveness - Verification - Program reduction

1 Introduction

Hyperproperties are system properties that relate multiple execution traces of a system
[37]. Such properties are of increasing importance as they naturally occur, e.g., in infor-
mation-flow control [69], the verification of code optimizations [6], linearizability [63],
knowledge [25, 29], and robustness [33, 45]. Consequently, many methods for the auto-
mated verification of hyperproperties have been developed [8, 54-56, 77-79]. Almost all
previous approaches verify a class of hyperproperties called k-safety, i.e., properties that
stipulate the absence of a bad interaction between any k traces in the system. For example,
we can express a simple form of non-interference as a 2-safety property by stating that
any two traces that agree on the low-security inputs should (globally, i.e., over the entire
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Fig. 1 Example program repeat
if (h > 1) then
T <— *N
0+ | +x
else
T < *N
0 < if (z >1) then = else [

execution) produce the same observable output [81]. We can express such a requirement
formally using a variant of the temporal logic HyperLTL [36] as

Vr, V. (I, = 1) = 0o, =o0,).

The formula states that all two traces z,, 7, which (initially) agree on the low-security input
variable [, globally agree on the low-security output 0.

Beyond k-Safety.

The vast landscape of hyperproperties does, however, stretch far beyond k-safety. The
overarching limitation of k-safety (or, more generally, of hypersafety [37]) is an implicit
universal quantification over all executions. By contrast, many properties of interest,
including applications in refinement, information-flow control, and robustness, require
a combination of universal and existential quantification. As an example, consider the
program in Fig. 1, where % denotes a nondeterministic choice of a natural number. We
assume that £, [, and o are a high-security input, a low-security input, and a low-security
output, respectively. This program violates the simple 2-safety non-interference property
given above as the non-determinism influences the value of the output. Nevertheless, the
program is secure in the sense that an attacker that observes the low-security input and the
output cannot deduce information about the high-security input. To see this, assume the
attacker observes the low-security inputs and outputs on some trace z. The key observation
is that the (low-security) input—output behavior on 7 is possible for any possible high-secu-
rity input, i.e., for every possible value of A, there exists some way to resolve the nondeter-
minism such that the low-security observations of the attacker agree with the ones made
on z. To capture this formally, we use a relaxed notion of non-interference, in the literature
often referred to as generalized non-interference (GNI) [69]. We can express GNI as

V7, . V7,. E!7r3.|:|(0,[1 =0, Nl = l,,}) A D(h,,2 = h”3).

This property requires that for any two traces x|, 7, there exists a third trace ; that, glob-
ally, agrees with the low-security inputs and outputs on ; but the high-security inputs on
7,. The program in Fig. 1 satisfies GNIL.

Hyperliveness and V*3'-Safety.

Crucially, GNI is no longer a hypersafety property (and, in particular, no k-safety prop-
erty for any k) as it requires a combination of universal and existential quantification over

! HyperLTL [36] can—similar to LTL [73]—access traces via their atomic propositions, which we can
think of as Boolean variables. This limits HyperLTL’s expressiveness in infinite-state system where vari-
ables usually range over non-Boolean (potentially infinite) domains such as integers. In the variant of
HyperLTL we consider here, we can refer to the (potentially non-Boolean) values of variables on traces. For
example, [, refers to the value of variable [ in the current time step on trace ;. The atomic formulal, =1,
then states that (at the current timepoint) the value of / is equal on traces r; and 7,. For more details, see our
temporal logic OHyperLTL defined in Sect. 4.
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traces. Instead, GNI is—in the terminology of Clarkson and Schneider [37]—a hyperlive-
ness property.” In particular, GNI is what we call a V23l-safety property. More generally,
for k, [ € N, a V*3-safety property quantifies universally over k traces followed by an exis-
tential quantification over / traces and states that the resulting k + / traces do not interact
badly (i.e., poses a safety requirement on k + [ traces). k-safety properties are the special
case where | = 0, i.e., k-safety properties are V¥3-safety properties.

Verification of Temporal Hyperproperties.

Existing approaches for the verification of temporal hyperproperties impose restrictions
on either the class of systems (by, e.g., considering only finite-state transition systems) or
the class of specifications (by, e.g., only considering k-safety properties): When restricting
to finite-state systems, the model-checking problem for logics such as HyperLTL is decid-
able [56] and efficient model-checking tools that can handle quantifier alternations exist
[19, 23, 64]. In contrast, when verifying infinite-state systems, verification has, so far, been
limited to k-safety properties [8, 12, 54, 77, 78] or functional (opposed to temporal) V<3
properties [14, 49, 79].

1.1 Verification of hyperliveness in infinite-state systems

In this paper, we present a verification technique for V*3'-safety properties in infinite-state
systems. Our novel verification method is based on a combination of (1) a game-based
reading of existential trace quantification and (2) the search of a program reduction. We
study this combination in the context of a predicate abstraction of the system(s) [58].

(1) Game-based Reading of Existential Quantification.

The idea of a game-based reading of existential quantification is to instantiate existen-
tially quantified traces with a strategy [17, 22, 38]. When trying to verify a V*3' property,
we, instead, attempt to find strategies o, ..., 0, for each of the / existentially quantified
traces and use the ith strategy to resolve the ith existentially quantified trace. If we find
appropriate strategies (that construct appropriate concrete witnesses for existentially quan-
tified traces), we have verified the V3’ property.

(2) Program Reduction.

The idea of a program reduction is based on the observation that we can reorder inde-
pendent program instructions [68]. Such a reordering does not change the program’s
semantics, but it can make the verification much easier (by, e.g., enabling the use of sim-
pler invariants) [54, 55, 68, 77]. When verifying hyperproperties, we can make use of such
reductions to reorder instructions from individual program copies in a self-composition.

Combining Games and Program Reductions.

So far, both techniques are limited to their respective domain, i.e., the game-based
approach has only been applied to finite-state systems, and reductions have (mostly) been
used for the verification of k-safety properties. We combine both techniques yielding an
effective (and first) verification technique for V*3'-safety properties in infinite-state sys-
tems. Our verification approach works within a fixed predicate abstraction, i.e., we track
finitely many relational predicates to capture relevant information about the joint state-
space of the system copies. Strategies for existentially quantified variables then operate on

2 The term hyperliveness stems from the fact that—due to the existential quantification—GNI reasons
about the existence of a particular execution. Similar to the definition of liveness in temporal properties [3],
any set of execution traces can therefore satisfy GNI by adding sufficiently many traces.
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abstract states (while ensuring that the strategy on abstract states extends to a strategy on
concrete states), and reductions increase the precision of the abstraction by admitting align-
ments (reorderings) that work well within a given set of predicates. Notably, our search for
reduction and strategy-based instantiation of existential quantification is mutually depend-
ent, i.e., a particular strategy might depend on a particular reduction and vice versa.

1.2 Contributions and structure

OHyperLTL.

The starting point of our work is a new temporal logic called Observation-based
HyperLTL (OHyperLTL for short). Our logic extends the existing hyperlogic HyperLTL
[36] with capabilities to reason about asynchronous properties (i.e., properties where the
individual traces are traversed at different speeds), and to specify properties using asser-
tions from arbitrary background theories (to reason about the infinite variable domains
encountered in, e.g., software) (Sect. 4).

Reductions as Games.

To automatically verify V*3-safety OHyperLTL properties, we combine program reduc-
tions with a strategy-based instantiation of existential quantification, both in the context of
a fixed predicate abstraction. To facilitate this combination, we first present a game-based
approach that automates the search for a reduction within a fixed set of predicates. Con-
cretely, we construct a game (played on abstract states generated by the given predicates)
where a winning strategy for the verifier directly corresponds to a reduction of the system
that establishes the safety property (Sect. 5).

Existential Quantification as Games.

Our strategic (i.e., game-based) view on reductions allows us to combine them with a
game-based instantiation of existential quantification. As alluded to above, we view exis-
tentially quantified traces as being constructed by a strategy. As we phrase both the search
for a reduction and the search for existentially quantified traces as a game, we can frame
the search for both as a combined abstract game. We prove the soundness of our approach,
i.e., a winning strategy for the verifier constitutes both a strategy for the existentially quan-
tified traces and accompanying (mutually dependent) reduction (Sect. 6).

Implementation.

We have implemented our verification approach in a prototype tool called HyPA (short
for Hyperproperty Verification with Predicate Abstraction) and evaluate HyPA on k-safety
properties (that can already be handled by existing methods) and on V¥3-safety bench-
marks that cannot be handled by any existing tool (Sect. 7).

Contributions Overview.

In short, our contributions include the following:

e We propose OHyperLTL, a novel temporal hyperlogic that can specify asynchronous
hyperproperties in infinite-state systems;

e We present a game-based interpretation of a reduction within a fixed predicate abstrac-
tion;

e We combine a strategy-based instantiation of existentially quantified traces with the
search for a reduction; yielding a flexible (and first) method for the verification of tem-
poral V*3-safety properties;

e We implement and evaluate a prototype implementation of our method.
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Conference Version.

This paper is an extended version of a preliminary conference version [18]. Compared
to the conference paper, this version adds additional explanations and includes various
examples that illustrate key concepts. In addition:

e We give a formal description of all games (Sects. 5.2 and 6.2) and provide algorithms
for constructing them (in Sect. 6.7);

e We improve the precision of the abstract games for the verification of V3’ proper-
ties. Concretely, we propose a mechanisms that allows the verifier to restrict the set of
abstract initial states (Sect. 6.3);

e We study the exact relation between our k-safety game and our game for V¢3/-safety
properties. Using a direct correspondence between the restrictions used in the V*3
game and the (standard) abstract transition relation in the k-safety game, we show that
our game for V¥3-safety properties generalizes the k-safety game (Sect. 6.6).

2 Overview: reductions and quantifier alternations as a game

Our verification approach hinges on the observation that we can express both the search
for a suitable reduction and the search for witness traces for existential quantification as
games. In this section, we provide an overview of our game-based interpretations. We
begin by outlining our game-based reading of a reduction (illustrating this in the simpler
case of k-safety) in Sect. 2.1 and then extend this to include a game-based interpretation of
existential quantification in Sect. 2.2.

2.1 Reductions as a game

We consider the two programs P1 and P2 in Fig. 2a and b. Assume that, in both programs,
we observe the program variables whenever the program is at line 2 (think of all variables
being printed to the command line at this location). We want to check that if x is equal
across the two programs at the first observation, then, in all further observations, the value
of x also coincides. We can formalize this property in our logic OHyperLTL (formally
defined in Sect. 4) as follows:

Vo (pe=2).VP 1, (pe=2). (x, =x,) — O, =x,)

The property states that for all traces x; in P1 and x, in P2 the LTL specifica-
tion (x,[] = x,,z) - |:|(x,rl = x,,z) holds. Here, X, refers to the value of x on trace z; (for
7 € {7, 1, D).

In addition, OHyperLTL features so-called observation points within its specification.
The observation formula pc =2 identifies the positions of a trace in which we evaluate
(progress) the temporal property. More formally, whenever we quantify over a trace, we
first project the trace on those step where pc = 2 holds, i.e., steps where the program coun-
ter (pc) is in line 2. These observation points facilitate the specification of asynchronous
hyperproperties, i.e., properties where we do not observe the traces in lock-step (we give
more details in Sect. 4).
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{m1, m2} {m1, m2}
1 repeat [ o 2 ]
2 // observe z here "[ (2,2) (3,3)
3 Yy < 2-x Try = Ty Ty, = Ty
4 while (y > 0) then g ’
5 y <— y—1
6 T 2. {m1, w2} {m1,ma}
; a3 N o ~ - o0 N
(a) P1 {m1,m2} (4’74). (5;5) . (6L6)
Ty = Tmry Try = Ty Try = Ty
Y1 = 2Ymy Y1 = 2Ymy Ym = 2Ymy + 1
1 repeat - g - o - 7
2 // observe x here
3 Yy — r N I I N
4 while (y > 0) then a6 ar ] asg
D (6,4) (5,4) (4,4)
7 Try = 2$7r2 Try = 21'71-2 Try = 2x7r2
| Y :23/71'24 Y =2y, +1 Y = 2ym, +1J
(b) P2 {m} {m1} {m}

()

Fig.2 Two programs P1 and P2 are depicted in Fig. 2a and b. In Fig. 2c, (parts of) a winning strategy for
the verifier is given. Each state is labeled a;, ..., ag and contains the value of the program counter of both
copies (given as the pair at the top) as well as the predicates that hold in that state. We mark the initial state
a, with an incoming arrow. The outer label at each state gives the scheduling M C {z,, 7, } chosen by the
strategy in that state

Self-Composition and Reductions.

The verification of our property involves reasoning about two copies of our system (in
this case, one of P1 and one of P2) on disjoint state spaces. Consequently, we can inter-
leave the statements of both programs (between two observation points) without affecting
the behavior of the individual copies. We refer to each interleaving of both copies as a
reduction [68]. The choice of this reduction influences the complexity of the needed invari-
ants [54, 55, 68, 77]. Given a set of relational predicates P, we aim to discover a suitable
reduction of the system that proves the property within the abstraction captured by P [77].
Our first observation is that we can phrase the search for a reduction as a game played
between a verifier and a refuter over abstract states as follows. In each step, the verifier
decides on a scheduling (i.e., a non-empty subset M C {x,, x, }) that indicates which of the
copies should take a step (i.e., 7; € M iff the copy of program Pi should make a program
step). Afterward, the refuter can choose any abstract successor state that can be reached
from the current abstract state under the scheduling picked by the verifier. The process then
repeats from this new abstract state. This naturally defines a finite-state two-player safety
game that we can solve efficiently.® If the verifier wins, a winning strategy directly corre-
sponds to a reduction and accompanying inductive invariant for the safety property within
the predicate abstraction spanned by P.

3 The LTL specification is translated to a symbolic safety automaton that moves alongside the game. For
the sake of readability, we omitted the automaton from the following discussion.
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1 repeat
2 // observe a here {m1,m2} {mi} {mi}
3 T 4+ AN ([ oa oz ) [ asz )
4 while *p do
5 x (_IB; +1 (2,2) (3,3) (5,3)
6 a4+ a+uw dm ~— dm2 (m1 = Am ar = G,
7

a) Q1 - N

(a)a as ag )
1 repeat (65 3) (47 3)
2 // observe a here (@m1 = am | (am = am,
3 «— *
DI {m2}, {ac} {m}
5

(c)
(b) Q2

Fig.3 Two programs Q1 and Q2 are given in Fig. 3a and b. In Fig. 3c, (parts of) a winning strategy for the
verifier is depicted. The outer label gives the scheduling M C {x,, 7, } and, if applicable, the restriction cho-
sen by the witness strategy

Example Strategy.
For our example, we give (parts of) a possible winning strategy in Fig. 2c. Here, we
use predicates P = {x, =x,,x, =2x,.y, =2y,.y, =2y, +1} and, additionally,
track the program location of both programs. We only depict the relevant predicates in each
state. In each state, the strategy chooses a scheduling M C {x,, 7,} (written next to the
state), and all abstract states compatible with that scheduling are listed as successors. Note
that whenever both copies are at an observation point (i.e., both programs are in line 2), it
holds that x, =x, (cf. state a;). The example strategy schedules in lock-step for the most
part (by choosing M = {x,, 7, }) but lets P1 take the inner loop twice; in state ag (after both
programs have completed the inner loop once), it only schedules {,}.* This scheduling
allows us to maintain the linear invariants x, =x, andy, =2y, .

In particular, the resulting reduction is property-based [77], as the scheduling is based
on the current (abstract) state. Note that the program cannot be verified with only linear
invariants in a sequential or parallel (lock-step) reduction.

2.2 Quantifier alternations as a game

We build upon this game-based interpretation of a reduction to move beyond k-safety and
handle V*3-safety properties. As a second example, consider the two programs Q1 and Q2
in Fig. 3a and b, where %, denotes a nondeterministic choice of type z € {N, B}. We wish
to check that Q1 refines Q2, i.e., all output behavior of Q1 is also possible in Q2. We can
express this in our logic as follows:

V&7, 1 (pe =2). 3%x, : (pe =2). a,, = a,)

* Note that in ag, the predicate Y, =2y, + 1implies that y, > 0 (as both variables range over N), so when
scheduling M = {x, }, P1 is guaranteed to re-enter the inner loop.
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The property states that for every trace z; in Q1, there exists a trace 7, in Q2 that globally
agrees on the value of a. We, again, make use of observation points and only observe a
trace when the program is in line 2 (i.e., pc = 2).

The quantifiers range over infinite traces of variable assignments (with infinite
domains), making a direct verification of the quantifier alternation challenging. In contrast
to alternation-free formulas, we cannot reduce the verification to verification on a self-
composition. Instead, we adopt (yet another) game-based interpretation by viewing the
existentially quantified traces as being resolved by a strategy (called the witness strategy)
[38]. That is, instead of trying to find a witness trace 7z, in Q2 when given the entire trace
x,, we interpret the V!3! property as a game between verifier and refuter. The refuter moves
through the state space of Q1 (thereby producing a trace ), and the verifier reacts to each
move by choosing a concrete successor state in the state space of Q2 following the witness
strategy (thereby producing a trace =,). If the witness strategy can ensure that the result-
ing traces 7, 7, satisfy [1(a, = a, ), the v!3! property holds. Finding a winning strategy
for the verifier is difficult when the game progresses synchronously (i.e., strictly alternat-
ing between progressing z; and x,). For example, in Fig. 3 an (informal) solution to con-
struct a witness trace &, (when given the entire trace xr;) would be to guarantee that in Q2:4
(meaning program location 4 of Q2) and Q1:6, the value of x in both programs agrees (i.e.,
Xp = Xg, holds). However, to follow this idea, the witness strategy for the verifier, when at
Q2:3 (the location where the new value of Xg, is chosen), would need to know the future
value of x, when Q1 is at location Q1:6.

Combining Reductions and Witness Strategy.

Our insight in this paper is that we can turn the strategy-based interpretation of the wit-
ness trace 7, into a useful verification method by combining it with a program reduction.
As we express both searches as games, we can phrase the combined search as a combined
game. In this game, the verifier chooses a scheduling (as in Sect. 2.1), and, additionally,
whenever the existentially quantified copy is scheduled, the verifier also decides on the
successor state of that copy. In particular, both the reduction and the witness strategy are
controlled by the verifier and can thus collaborate.

Example Strategy.

We depict (parts of) a winning strategy for the verifier in Fig. 3c. Here, we use predi-
cates P = {a, =a,,x, =x, }and, additionally, track the program location of both pro-
grams. As in Fig. 2c, we only depict the relevant predicates in each state. This strategy for-
malizes the interplay of reduction and witness strategy. Initially, the verifier only schedules
{m, } until Q1 has reached Q1:6 and the value of x is fixed (in state a5). Once in state as, the
verifier schedules {7, }. As , is quantified existentially, the verifier can (via a witness strat-
egy) decide on a successor state for the 7,-copy. In our case, the verifier chooses a value
for x,, such that x, =x, holds. As we work in an abstraction of the actual system, we
formalize this by restricting the abstract successor states. Concretely, in state as, the verifier
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schedules {7, } and simultaneously restricts the successors to {ag} (i.e., the abstract state
where x, = x, holds), even though the abstract state

is also a valid successor of a5 under scheduling {, } (note that & is not part of Fig. 3c).
Intuitively, the verifier can restrict the abstract successor states to be within {4} as, from
all concrete states in a5, we can ensure a transition (by controlling the non-deterministic
assignment at Q2:3) to a concrete state that abstracts to an abstract state in {a,}. We for-
malize when a restriction is valid in Sect. 6. The resulting strategy is winning and therefore
denotes a reduction and witness strategy for the existentially quantified copy. Notably, both
reduction and witness strategy are mutually dependent, i.e., the restriction chosen by the
verifier (corresponding to the choice of a witness function) depends on the current abstract
state and the scheduling.

3 Preliminaries

We begin by introducing basic preliminaries, including our basic model of computation
and background on (finite-state) safety games.

First-Order Background Theory.

We assume some fixed underlying first-order theory . For the remainder of this paper,
we assume (for simplicity) that all variables range over N. Given a first-order formula 6
over free variables Y and some assignment y : Y — N mapping variables in Y to concrete
values, we write y Fq 0 if p satisfies 6 (modulo ¥). We write SAT() if € is satisfiable, i.e.,
there exists some assignment y such that y F¢ 0. Given two assignments y#, : Y, = Nand
H, : Y, = Nover disjoint domains (i.e., Y; N'Y, = @), we define y, Wy, : (Y, 9Y,) > N
as the union of both assignments.

Symbolic Transition Systems.

A symbolic transition system (STS) is a tuple 7= (X, init, step) where X is a finite
set of system variables, init is a first-order formula with free variables from X describ-
ing all initial states, and step is a formula over X W X’ (where X’ := {x’ | x € X} is the
set of primed variables; disjoint from X) describing the transitions of the system. Given
an assignment y : X > N to X, we write 4’ : X’ — N for the assignment over X’ defined
by u'(x') := u(x). A trace in 7 is an infinite sequence of assignment gy, --- such that
Ho Fq init and foreveryi € N, y; ylfﬂ Eq step. We write Traces(7) for the set of all traces
in 7. We assume that each state in the system has a successor, i.e., for every assignment u
to X, there exists some p’ to X’ such that u & u’ kg step.

We can interpret programs as STS by modeling the current program location using a
dedicated variable, usually called pc.
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Example 1 Consider the program in Fig. 3a. We can model this program as the STS
T := ({a,x, pc}, init, step) modulo linear integer arithmetic (LIA) where init := (pc = 2)
and

step 1= (pc: 2 (pd =3Ad =anx :x))/\

(pc=5- (' =4nd =anx =x+1D)A

pc=3- (pd =4 Ad =a))A
pc=4—(pd =5Ad =any =x)V(pd =6Ad =anx =x)A

(pc=6—(pc' =2Ad =a+xAx =x)).

Formula Indexing.

We fix a finite set of trace variables {x, ..., m;} (which we will use in our OHyperLTL
specification). For a trace variable z; € {,, ..., 7, } we define X, as an indexed set of vari-
ables, i.e., X; = {x, | x € X}. Similarly, we define X’ = {x’ | x € X} as an indexed set

of primed varlables We abbreviate X := =X, U- UX ~and X’ = X’ u- UX’ For a
first-order formula 6 over free variables from XuXx, we define 6<”> as the formula over
X, UX7’r ~obtained by replacing every free variable x with x, . and x’ with x”_ For a first-

order formula 6 over X, we define 6" as the formula over X’ obtained by replacing every
free variable x, with x/ .

Safety Games.

A safety game is a tuple G = (Ssargs Srgacts Sinit> 1> Spag) Where S 1= Sqypp W Sppacy 1S a set
of game states, s;,;, € S is an initial state, T C S X S is a transition relation, and S;,; C Sis a
set of bad states. We assume that for every s € S, there exists at least one s” with (s, s") € T.
States in Sg,pg are controlled by player SAFE and those in Spgcy by player REACH. A play is
an infinite sequence of states sys, -+- such that s, = s,,;,, and (s;,s;,;) € T for every i € N.
A positional strategy o for player p € {SAFE,REACH} is a function ¢ : S, — § such that
(s,0(s)) €T for every s € S,,. A play sps, -+ is compatible with strategy o for player p if
s;11 = o(s;) whenever s; € S,. The safety player wins G if there is a strategy o for SAFE such
that all o-compatible plays never visit a state in Sy,

4 Observation-based HyperLTL

In this section, we present OHyperLTL (short for observation-based HyperLTL). Our logic
builds upon HyperLTL [36], which itself extends linear-time temporal logic (LTL) [73]
with explicit trace quantification. In OHyperLTL, we include predicates from the back-
ground theory (to reason about infinite variable domains) and explicit observations (to
express asynchronous properties). Formulas in OHyperLTL are given by the following
grammar:

@ =Vr,  Eol|dr  Eely
v =0y |y Ay, | Oy |y Uy,.

Here z; € {x,, ..., m}is a trace variable, 0 is a first-order formula over X= Xp U UX,,
and £ is a first-order formula over X (called the observation formula). We assume that all
trace variables from {z,, ..., 7, } occur in the quantifier prefix exactly once.
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In OHyperLTL, we quantify over traces in the system (subject to some observation con-
straint £ which we explain below) followed by an LTL formula. In this LTL formula, the
atomic statements are first-order formulas 6 over X = Xz, U+ UX, , which express (rela-
tional) properties on the current step of the traces x|, ..., 7. We use the standard Boolean
connectives A, —, <>, and constants T, L, as well as the derived LTL operators eventually
Oy =T Uy, and globally [y := 0wy

Remark 1 For the examples in Sect. 2, we annotated quantifiers with an STS to reason
about different STSs within the same formula. In the following, we assume, w.l.o.g., that all
quantifiers range over the same (fixed) STS to simplify notation.

4.1 Semantics

Recall that a trace ¢ is an infinite sequence of assignments to X. For i € N, we write #(i)
to denote the ith assignment in z. A trace assignment IT is a mapping of trace variables
7y, ..., 7 to traces. Given a trace assignment IT and i € N, we define IT; to be the assign-
ment to X given by Il (x,) 1= [I(z)(i)(x), i.e., the value of x_ is the value of x in the ith
step on the trace assigned to z. For the LTL body of an OHyperLTL formula, we then
define

ILiE 6 iff T Fq 0

ILikE -y iff TLi¥y

ILiEy, Ay, iff ILiFy,andILiFy,
IL,i E Oy iff ILi+1lEy

ILiFy, Uy, ff Fj>2illjFy,andVi<k<jILkFy,.

Observations.

The distinctive feature of OHyperLTL over HyperLTL are the explicit observations.
Given an observation formula & (a first-order formula over X) and trace ¢, we say that & is
a valid observation on t, written valid(t, £), if there exist infinitely many i € N such that
1(i) kg &. If valid(t, £) holds, we write (z) ¢ for the trace obtained by projecting on those
positions i where #(i) F &, i.€., () (i) := #(j) where j is the ith smallest index that satis-
fies &. For a trace assignment I1, a trace variable z, and a trace ¢, we define I1[z — 1] as the
updated trace assignment that maps z to ¢. Given a set of traces T, we resolve trace quanti-
fication as follows:

IIEp w iff ILOEw
NEVr: &g iff Vie{reT |validt,&)}.Mr — (t);] Fy @
NEpdr: &g iff Are{reT |validt,&)}.Mx — (t)] Fy o.

The semantics mostly agrees with that of HyperLTL [36] but projects each trace to the

positions where the observation formula holds. Given an STS 7 and OHyperLTL formula
@, we write TF @ if @ Fy,,...7; @ Where @ is the empty trace assignment.
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4.2 Expressiveness

OHyperLTL and Asynchronous Hyperproperties.

The explicit observations in OHyperLTL facilitate the specification of asynchronous
hyperproperties, i.e., properties where traces are traversed at different speeds. For example,
in Sect. 2.1, the explicit observations allow us to compare the variables of both programs at
line 2 even though the actual step at which line 2 is reached (in a synchronous semantics)
differs between both programs (as P1 takes the inner loop twice as often as P2). As the
observations are part of the specification, we can model a broad spectrum of properties
ranging, e.g., from time-insensitive properties (by placing observations only at locations
that are observable by an attacker, such as, e.g., output statements) to time-sensitive speci-
fications [57] (by placing observations at every program location).

Functional Specification in OHyperLTL.

OHyperLTL is intended to express temporal properties (i.e., properties that reason about
infinite executions) but can also express functional k-safety requirements. A functional
k-safety specification is given by a precondition 8,,, and postcondition 8, as first-order

formulas over X = X, U -+ UX, . The specification (6,,,, 0,,,) then states that any k pro-
gram executions y, ..., 7;, when starting in states related by 0,,, only terminate in states
related by 6,,,,,. See, e.g., [77-79] for details. We can easily express this in OHyperL'TL:
We translate the program into an STS and design an observation formula & that only holds
in the initial state of the system and in those states where the program has terminated. The

functional specification is then expressible in OHyperLTL as

Vo 1 &V 0 8.0, > OO0,
OHyperLTL and HyperLTL.

If we set the observation formula to always hold (i.e, £ := T), we observe every step
on the trace and can express synchronous properties (note that (¢); = ¢ for every trace ¢).
OHyperLTL thus subsumes HyperLTL [36]. Note that even when setting £ = T, OHy-
perLTL can still reason about infinite variable domains in the background theory (which
HyperLTL cannot).

4.3 Finite-state model checking

Many mechanisms used to express asynchronous hyperproperties render finite-state model
checking undecidable [11, 30, 59]. In contrast, the simple observation-based mechanism
used in OHyperLTL admits decidable finite-state model checking.

Theorem 1 Assume an STS T with finite variable domains and decidable background the-
ory, and an OHyperLTL formula ¢. It is decidable if TE .

Proof Under the assumptions, we can view 7 as an explicit (instead of symbolic) finite-
state transition system. Given an observation formula &, we can effectively compute an
explicit finite-state system 7" such that Traces(T') = {(t); | t € Traces(T) A valid(t, &)}.
This reduces OHyperLTL model checking on 7 to HyperLTL model checking on the finite
explicit-state 7’, which is decidable [36]. O
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Note that for infinite-state (symbolic) systems, we cannot effectively compute 7” as in
the proof of Theorem 1. In fact, there may not even exist a system 7’ with the desired prop-
erty that is expressible in the same background theory:

Example 2 Consider the program in Fig. 2a with the observation formula & := (pc = 2).
We can easily express this program as an STS T over linear integer arithmetic (LIA) (simi-
lar to Example 1). However, if we want to eliminate asynchronous reasoning (following
the proof of Theorem 1), we need to summarize all computations performed between two
visits to program location 2 into a single step. For example, if we are only interested in
the value of x (cf. Sect. 2.1), we obtain the STS T = ({x}, init, step) where init := T and
step 1= (x' = x - 4%), which is not expressible in LIA.

The finite-state result in Theorem 1 is, therefore, of little relevance for the present paper.
Nevertheless, it indicates that our logic is well suited for the automated verification of infi-
nite-state systems as the (inevitable) undecidability stems from the infinite domains in pro-
grams and not already from the logic itself.

4.4 Safety fragment of OHyperLTL

In this paper, we only consider OHyperLTL specifications which are temporally safe [15],
i.e., formulas where the LTL body denotes a safety property. Note that, as we support quan-
tifier alternation, we can still express hyperliveness properties [37, 38]. For example, GNI
[69], non-inference [70], and refinement are hyperliveness properties but can be expressed
as temporally safe OHyperLTL formulas. We model the LTL body of a formula (which
uses first-order atoms over X ) by a symbolic safety automaton [43] over X. Such an autom-
aton is a tuple A = (Q, q,, 6, B) where Q is a finite set of states, g, € Q is the initial state,
B C Q is a set of bad states, and 6 is a finite set of automaton edges of the form (g, 0, q ")
where ¢, ¢’ € Q are states and 6 is a formula over X. Given a trace f over assignments to X
arun of A on ¢ is an infinite sequence of states ¢,q, --- (starting in ¢,) such that for every
i € N, there exists an edge (g;, 8, ¢;,,) € 6 with #(i) F¢ 0. A word is accepted by A if it has
no run that visits a state in B. The automaton is deterministic if for every state ¢ € Q and
every assignment y to X, there exists exactly one edge (q,0,q') € 6 with y Fg 6.

Example 3 Consider the example property from Sect. 2.1 with temporal body
(x Xy, xﬂz) — |:|(x x,,z). We can translate this LTL formula to the deterministic sym-
bolic safety automaton depicted in Fig. 4.

Fig.4 Symbolic safety automa-
ton. We mark the initial state
with an incoming arrow and bad
states with a double circle
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5 Verification of k-safety

After having defined our temporal logic, we turn our attention to the automatic verifica-
tion of OHyperLTL formulas on STSs. In this section, we begin by formalizing our game-
based interpretation of a reduction. To illustrate this, we consider V¥ OHyperLTL formulas,
which, as the body of the formula is a safety property, always denote k-safety properties.
Let 7= (X, init, step) be an STS, and let

@=Vr, 1 & ..o, &y

be the OHyperLTL we wish to verify. We first translate the LTL formula y to a determinis-
tic symbolic safety automaton Au/ = (Qw’ Gy 0 5W’Bw) over X = X,rl U--u X”k.

5.1 Predicate abstraction

Our search for a reduction is based in the scope of a fixed predicate abstraction [58, 66].
That is, we abstract our system by keeping track of the truth value of a few selected predi-
cates that (ideally) identify properties that are relevant to prove the property in question.
Relational Predicates.
In our abstraction, we capture properties over the combined state space of the k system
copies that we use to resolve traces i, ..., m,. We capture these properties via relational
predicates, which are first-order formulas over X= Xy U UX, . Let P={p,....p,}

be a finite set of relational predicates. We say a formula over X is expressible in P if it
is equivalent to a boolean combination of the predicates in P. For example, the formula
X, =X, is expressible in {x; >x,,x, <x_} and expressible in {x, =x,}, but not
expressible in {x, =1,x, = 1}. Any formula 6 that is expressible in P can be evaluated
precisely w.r.t. P, i.e., by only knowing the evaluation of the predicates in P we can con-
clude whether or not # holds. We assume that all edge formulas in the automaton Ay, and
all observation formulas (&;),,.y for 7; € {z,, ..., m; } are expressible in P. Note that we can
always add missing predicates to P to ensure that all those formulas are expressible.

Abstract States.

Given the set of predicates P = {p,, ..., p,}, the state-space of the abstraction w.r.t. P
is given by B". For § € B" and 1 <i < n we write §[i] € B to refer to the ith position in 3.
Intuitively, 3[i] tracks whether or not predicate p; holds. To simplify notation, we define
ite(b, 0, 0') (short for if-then-else) as a shorthand for 0 if b holds and 8’ otherwise. For each
abstract state § € B”, we then define

n

131 <= )\ ite(S1i. py. ;)

i=1

That is, [5] is a formula over X that captures all concrete states that are abstracted to 5.
We say that 5 is non-empty if [[$] is satisfiable, i.e., there exists at least one concrete state
within 5.

Transition Relation.

To incorporate reductions in our abstraction, we parametrize the abstract transition rela-
tion by a scheduling M C {x,, ..., m,}. We lift the step formula from 7 by defining
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k
stepy, = /\ite(ni € M,step(ﬂ,/\x; =x,,,).

i=1 xeX

That is all copies in M take a step while all other copies remain unchanged. Recall that
step,,., is a formula over X, U X’ . Given two abstract states §;,5,, we say that 3, is an

M-successor of §,, written §, X 85, if [8,1 A 8,17 A step,, is satisfiable, i.e., we can tran-
sition from some concrete state in §, to some concrete state in §, by only progressing the
copies that are scheduled in M.

Observations in Abstract States.

During our game construction, we need to check which copy has reached an obser-
vation point. We define 0bs(5) € B* as the boolean vector that indicates which copy (of
7y, ..., M) is currently at an observation point, i.e., which of the observation formulas
&, ..., & hold in §. Formally, we set obsS)[i] = T iff [§] A (51‘)(”‘.) is satisfiable. Recall
that we assume that (&), is expressible in ‘P. Consequently, either all or none of the
concrete states in [[$] satisfy (51‘)(”,.>-

Automaton Steps in Abstract States.

Similarly, we assumed that all automaton edges in A, are expressible in P. For
automaton state g € O, and non-empty abstract state §, we can therefore define
8,(q,3) € Q,, as the unique state ' such that there exists an edge (¢, 6,¢’) € 6, such that
[[51 A 6 is satisfiable. Intuitively, this is the unique successor state in Au, that all concrete
states in [[§] reach from g. Here, the uniqueness follows from the assumption that edge
formulas in .AW are expressible in P (so either all or none of the concrete states in [[5]]
satisfy an edge formula) and A, is deterministic.

5.2 Game construction

Building on the parametrized abstract transition relation, we can construct a (finite-
state) safety game where winning strategies for the verifier correspond to reductions that
establish the safety property within the precision captured by P.

5.2.1 Game states
The states in our game have three forms:

e (3,9,b) where § € B" is a non-empty abstract state (i.e., [§] is satisfiable), ¢ € o, isa
state of the safety automaton for y, and b € B is a boolean vector indicating which
copy has moved since the last automaton step;

(8,q,b,M) where 3, g, and b are as before and § # M C {xy, ..., } is a scheduling;
;i Which serves as the initial state of the game.

States (3, g, b) capture an abstract state § € B” of the system and the current state g € Q,,
of the safety automaton reached on the previous execution. The boolean vector b € B
records which of the copies has moved since the last observation. We use this informa-
tion to enforce that no copy is moved even though it has already reached an observation
point, i.e., we ensure that all copies synchronize on the observation points. States of
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the form (8, ¢, b) are controlled by player SAFE, who takes the role of the verifier. States
(8,q,b, M), additionally, track a scheduling M. These states are controlled by player
REACH, who takes the role of the refuter. State s,, ., serves as the initial state of the game
and is controlled by REACH.

Formally we define the set of states as

init

Spr 1= {(S, q.b)|3€B"AqeQ, AbEB A SAT([[S]])} (1)
and

Swacs = { G q.b.M) |3 EB A€ Q, NbeEB A

@)
B MC (7o) ASKTASD) b U {5}

We define S = Sgypg U Sgeacy as the set of all states.

5.2.2 Game transitions

The transition relation of our game is given via the rules in Fig. 5. We distinguish between
four different kinds of transitions, each represented by one of the rules.

Picking an Initial State (Init).

Rule (Init) is responsible for picking an initial abstract state for the game. As s;,;
is controlled by REACH (the refuter), REACH can pick any abstract state § such that
(31 A /\f.‘=1 init(, y is satisfiable, i.e., any abstract state that contains at least one concrete
initial state. The automaton state is initially set to g, , (the initial state of .A,,). The boolean
vector that tracks which copy has moved since the last update is set to TX.

Updating the Automaton State (Obs).

In rule (Obs), all copies reached an observation point (0bs(§) = T*) and have moved
since the last update (b = T¥). Following the semantics of OHyperLTL, all copies have
thus reached a state where the LTL body y is progressed, so we update the state of the

Fig.5 Transition rules for the SAT(T3] A k init
verification of V¥ properties ([[ IAAiza <7”>)

- (Init)
Sinit ~vk (Sa qv,0, Tk)

obs(8) =Tk b=TFk

Obs
(év(bb) Mk (§75w(q7§)7j_k) ( )

M #10 YV, € M. —b[i] V —obs(3)[i]

Sched

<‘§7Q7b> Mgk (‘§7qab7M) ( e )
~ M oy

55 (Move)

(§7QabaM) Mgk (§I7Qab[i = T}TQE]\4)
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safety automaton AW. Recall that 6,,(g, $) is the unique automaton state reached from all
concrete states in §. Moreover, we reset b to L* to record that none of the copies has taken a
step since the last automaton update.

Picking a Scheduling (Sched).

In rule (Sched), we select any scheduling M # @ that schedules only copies that have
not reached an observation point or have not moved since the last automaton step. In par-
ticular, we cannot schedule any copy that has moved and already reached an observation
point. This ensures that all copies always align (i.e., synchronize) at the observation points.
States of the form (8, g, b) are controlled by the verifier (SAFE), who can thus use (Sched)
to decide which (valid) scheduling should be taken in the current abstract state. Note that
either (Sched) or (Obs) is applicable in any state (3, g, b).

Moving the Copies (Move).

Lastly, rule (Move) is applicable in states of the form (5, g, b, M). We update the abstract
state to some M-successor of 3, i.e., any abstract state that can be reached from some con-
crete state in § by only moving copies scheduled in M. Moreover, we update b by map-
ping all copies that took part in the step (i.e., are contained in M) to T. States of the form
(8,9,b, M) are controlled by the refuter (REACH), who can thus use (Move) to select any
(abstract) transition in the system scheduled by M.

All Transitions.

We define the set of all transition pairs as all transitions that can be derived with w
using the rules in Fig. 5, i.e.,

T:={(Xy) ESXS|Xxwuy} 3)
5.2.3 Losing game states

We mark a state (8, g, b) or (5, g, b, M) as losing iff g € Bw’ i.e., the current state tracking .4
is losing. Formally,

14
Spad :={G.q.0) €S| g€ B, }U{B.q.b.M)ES|q€B,}. @)

v
524 Q(T’(M))

. . v .
Finally, we define the finite-state safety game Q(TW,P).

Definition 1 Define the safety game QYTMP) as
v .
g(']:,,;j?) = (SSAFE» Sreack> Sini> T» Sbad)

where Sqapg, Spracys 1> and S, are defined in (1), (2), (3), and (4), respectively.

5.3 Soundness

If SAFE wins QE’TW Py @ winning strategy picks, in each abstract state, a valid scheduling
such that no concrete transition under that scheduling can reach a bad state in .A,,. We can

show that this implies that 7 satisfies @.

@ Springer



Formal Methods in System Design (2025) 66:238-277 255

Theorem 2 [f player SAFE wins gYZfP,P)’ then TFE .

Proof Assume o is a winning strategy for SAFE in QYT#,P). Let ¢, ..., 1, € Traces(7) be

arbitrary. We, iteratively, construct stuttered versions 7/,...,7, of t,.... by query-
ing o on abstracted prefixes of 7, ...,#,: Whenever o schedules copy i, we take a proper
step on f;; otherwise, we stutter. By construction of QYTMP), the stuttered traces t;, ,t]’(
align at observation points. In particular, we have [z; — (D¢, ..., 7 = () 1 Fw
iff [z = (£]) £ T P () ¢ ] Fy. Moreover, the sequence of abstract states
in g}’mm forms an abstraction of z’l, ,t,’( and shows that Al,, cannot reach a bad
state when reading (#),..., () (as o is winning). This already shows that
[m) = (6)Dgs s me > () 1 Fw and thus [z = (8D, ..., 1 = (4D 1 Fy. As this
holds for all traces ¢, ... , t, € Traces(7), we get TF ¢ as required. O

. . v
5.4 Constructing and solving Q(T’ P

If the background theory is decidable, we can construct QYTW P using at most

O@IPI . 2171 2Ky queries to an SMT solver; for all valid schedulings M C {7y, ... 7}
we determine all M-successors for all abstract states (of which there are 27! many). Once
g}’mp) is computed, we can solve this (finite-state) safety game in linear time.

Remark 2 Our game-based approach also applies to non-relational verification. Let
@ =Vr, : T.y be some synchronous ¥' OHyperLTL property, i.e., we observe the trace at
all times by setting the observation formula to T. In the resulting game gfmp), each game
state (3, q, b) admits a unique valid scheduling (namely {z, }), so there exists a unique strat-
egy for SAFE. In particular, SAFE wins Q?T’(pvp) iff we can establish that T satisfies the safety
property y using standard (non-relational) abstraction w.r.t. the same set of predicates
‘P [58]. In this case, constructing gfmp) requires OQIP . 21PYy SMT queries, the same as

(standard) predicate abstraction [58].

Lazy Solving.

When constructing the game gpr) in its entirety, we explore all possible scheduling in
all possible abstract states. However, if SAFE wins QYT,W)), any winning strategy will only
pick one concrete scheduling in each state, so some subgame will already suffice to estab-
lish that SAFE wins g}’zw). Based on this idea, we can use a lazy algorithm to solve QYT@’P)
by only exploring one valid scheduling in each abstract state (guided by some heuristic). If
we hash all intermediate SMT queries, this requires at most O(2!"! - 2171 . 28y SMT queries,

i.e., it can never perform worse than constructing the entire game directly.

6 Verification of V3'-safety

Building on the game-based interpretation of a reduction, we extend our verification
beyond V* properties to support V*3-safety properties. We accomplish this by combin-
ing the game-based reading of a reduction (as discussed in the previous section) with a
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game-based reading of existential quantification. For the remainder of this section, we fix
an STS 7 = (X, init, step) and let

@=Vr, & . N & Tmyyy P &y - Amyy g w

be the OHyperLTL formula we wish to verify. Note that, as in Sect. 5, we assume that y
denotes a safety property. That is, our verification method, currently, only applies to V3
-safety properties (such as GNI [69], non-inference [70], and refinement); not arbitrary V¢3!
properties. We further assume that for every existential quantification 3x; : &; occurring in
@, valid(t, &) holds for every ¢ € Traces(7), i.e., all traces visit observation points infinitely
often (we discuss this later in Remark 3).

As in Sect. 5, we work with a fixed set P = {p,,...,p,} of relational predicates over

-

X=X, U-UuX, which capture properties over the combined state-space of k + [ sys-
tem copies. We, again, assume that Ay, = (Qw’qw,O’éw’Bw) is a deterministic symbolic

safety automaton over X for w.

6.1 Existential trace quantification as a game

The idea of a game-based interpretation of existential trace quantification is to consider the
verification as a game between a verifier and a refuter [17, 38]. The refuter controls the k
universally quantified traces by moving through k copies of the system (thereby producing
traces 7, ..., m;), and the verifier reacts by, incrementally, moving through / copies of the
system (thereby producing traces m;,, ..., m,). If the verifier has a strategy that ensures
that the resulting traces satisfy y, we can conclude that 7F ¢ [17]. We call such a strategy
a witness strategy.

Scheduling and Witness Strategies on Concrete States.

We combine this game-based reading of existential quantification with our game-based
interpretation of a reduction by additionally letting the verifier control the scheduling of the
system. Let us consider this game at the level of concrete states. We start in some concrete
state (i.e., some assignment to X = X; V-V X,,H,) and proceed in three stages: (1) The
verifier selects a valid scheduling M C {x,,..., 7, }; (2) The refuter selects successor
states for all universally quantified copies by fixing an assignment to X;I seees X ) (under the

assumption that only copies scheduled in M perform a proper step); (3) The verifier reacts
by choosing successor states for the existentially quantified copies by fixing an assignment
to X;r SRS ,X; - (again, only moving copies scheduled by M). Afterward, the process

repeats from the updated concrete state (the assignment over X’ = X U UX o).
1 k+1

Scheduling and Witness Strategies on Abstract States.

As we work within a predicate abstraction of 7, the verifier can, however, not choose
concrete successor states directly but only work in the precision captured by P. Following
the general scheme of abstract games, we, therefore, underapproximate the moves avail-
able to the verifier [46]. Formally, we abstract the three-stage game outlined before (which
was played at the level of concrete states) to a simpler abstract game (consisting of only
two stages). In the first stage, the verifier selects both a scheduling M and a restriction A.
Here, a restriction is a subset A C B" of abstract states that limits the available abstract
successor states. In the second stage, the refuter cannot choose any abstract successor state
(any M-successor in the terminology from Sect. 5), but only abstract states contained in the
restriction A. To guarantee the soundness of this approach, we ensure that the verifier can
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only pick restrictions that are valid, i.e., restrictions that underapproximate the possibilities
of the verifier on the level of concrete states.

6.2 Game construction

To incorporate the idea of restrictions in our game, we build upon the game used in Sect. 5
for k-safety verification.

6.2.1 Game states

States in our new game now have four different forms:

(8,9.b) where 3 € B", g € Q,,, and b € B,
(,q9.b,M,A) where3 € B", g € Q,,b € B §# M C {x,, ..., 7}, and A C B";
Sinits

(SimirsA) where A C B,

As in Sect. 5, states (8, g, b) capture an abstract state § € B", track the safety automaton A,
and record which copy has moved since the last update. States of this form are controlled
by player SAFE who, again, takes the role of the verifier. States (8, g, b, M,A) encode the
scheduling M (as in Sect. 5) and also include a step-restriction A. These states are con-
trolled by REACH, who, again, takes the role of the refuter. The step-restriction A enables
the verifier (who will pick the restriction), to control which transition to take in existen-
tially quantified copies (Sect. 6.4 gives details). State s,,;, serves as the initial state of the
game. Different from the game in Sect. 5, player SAFE controls s,,;,. Lastly, states of the
form (s,,;,»A) include an initial-restriction A (Sect. 6.4 gives details). Player REACH controls
states (S;,;;, A).
Formally, we define

Saare :={G.q.0) |3€B"Aqge€ Q, AbE B ASAT(E} U {5, } )

seA
(5i7Lit7A) ~oyk g (§7qw’07‘|—k+l)

validInit 4

(Init-IT)

(Init-T)
Sinit ~IvkI (Sinita )

obs(8) = TH+ b= Tkt
(‘§7 q, b) Mgkl (*§7 5¢ (CI» §)7 J—k+l)

(Obs)

M#0)  Ym € M.=bli]V —obs(3)][i] validStep ™
(ga q, b) Mgk gl (§7 q, b, M, A)

(Sched)

€A
('§»Q7ba M, A) RSLEL (éla%b[i — T]‘MEM)

(Move)

Fig.6 Transition rules for the verification of V3’ properties
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and

Saeacn :={G.q.b,M,A)|3€B" AgE Q, AbEB™A
@#MC{x, ..., my} AA CB" ASAT([S]) } U ©6)
{(SiinA) 1A CB"}.

As before we define S 1= Sgypp U Sggacy as the set of all states.
6.2.2 Game transitions

To reflect the effect of restrictions, we modify the transition rules of our game and depict
the updated rules in Fig. 6.

Picking an Initial Restriction (Init-1) and (Init-II).

In the game from Sect. 5, the refuter controlls s,,,, and can pick any abstract initial state
that contains some concrete initial state.’ In the V*3' setting of this section we can be more
precise. In the OHyperLTL semantics, we can pick some trace for all existentially quanti-
fied trace variables; in particular, in our game, the verifier (who controls existentially quan-
tified traces) should be able to pick some initial state for all existentially quantified traces.
On the level of abstract states, this means that the verifier can disallow certain abstract
initial states. We reflect this in our rules:

In rule (Init-I), the verifier (who controls s;,;,) can choose a set of abstract states A C B"
under the condition that A constitutes a valid initial restriction (denoted validlnit,). Intui-
tively, validlnit, asserts that the set of abstract states A is large enough such that, no matter
which concrete initial states the refuter picks for universally quantified traces r,, ..., 7;, the
verifier can pick concrete initial states for 7, ..., 7, such that the combined initial state
abstracts to an abstract state within A. We define validlnit, formally in Sect. 6.3.

Afterward, using rule (Init-II), the refuter (who controls state (s;,;,,A)) can pick any
abstract state § € A and start the game from (3, g, . T*+!) (similar to the initial states in the
the game from Sect. 5).

Updating the Automaton State (Obs).

Rule (Obs) stays as in Sect. 5, i.e., if all copies moved and are at an observation point,
we update the automaton state and reset b.

Picking a Scheduling and Restriction (Sched).

In rule (Sched), the safety player selects both a scheduling M and a set of abstract states
A C B" under the condition that A constitutes a valid step restriction (denoted validStepi’M).

Intuitively, validStepi’M asserts that the set of abstract states A is large enough such that the
verifier (at the level of concrete states) can ensure a transition to an abstract state within A.
We define validStep‘Z’M formally in Sect. 6.4.

Moving the Copies (Move).

Lastly, rule (Move) is applicable in states of the form (8, g, b, M, A) that already encode
the scheduling and restriction. Here, the reachability player can pick any abstract state con-
tained in the step restriction A.

5 In Sect. 5, all traces are universally quantified, so we need to establish the property from all possible com-
binations of initial states.
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All Transitions.
We define the transition relation as all state pairs that are derivable with the rules in
Fig. 6, 1.e.,

T:={(Xy) ESXS|Xwyuz Y} )

6.2.3 Losing game states

Similar to the game constructed in Sect. 5, we mark a state (3, g, b) or (5, g, b, M, A) as los-
ing iff the automaton state g is a bad state in Aw’ ie

Spad :={G.q.0)eS|qeB,} U{(3.q.b.M,A)€S|q€B,}. (8)

6.2.4 (T(p'p)

Definition 2 We define the safety game G(Tq) )

v3
(ToP) (SSAFE’ Sreack> Sini> T Sbad)

where Sqarg, Spracs 1> and S, are defined in (5), (6), (7), and (8), respectively.

6.3 Valid initial restriction

In our game, the safety player can restrict the set of abstract initial states. Formally, we
say a set of abstract states A C B” is a valid initial restriction, written validlnit,, if the
following formula holds

k k+l
VX, U UX, .\ init ) > <3X,[k+] U UX, .\ ity A \/[[3]]).
i=1

i=k+1 Se€A

In this formula, we first quantify universally over concrete initial states for all k univer-
sally quantified variables, i.e., assignments to X, U--UX, that satisfies init, , for all
1 <i < k. Afterward, we quantify ex1stentlally over concrete initial states for all [ ex1sten—
tially quantified traces (assignments to X, U ---UX, ) and assert that (1) the assignment
constitutes valid initial states (i.e., satlsﬁes 1mt< ) for all k+1<i<k+1[), and (2) the
resultlng assignment lies within an abstract states in A. Recall that [§] is a formula over
X = X U UX,

Intuitively, this ensures that no matter what initial state the refuter picks for the k uni-
versally quantified copies, the verifier can pick initial states for the / existentially quanti-
fied such that an abstract state in A is reached. In particular, instead of reasoning about
infinite traces (as in the OHyperLTL semantics), we only reason about the initial states
of those traces in a local SMT query. A similar idea will be used in Sect. 6.4 to ensure
that a step restriction is valid.
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Example 4 Consider the STS T= ({x},x > 5,x' = x) and the OHyperLTL property

@=Vr, . T.3m, : T.I:l(x,[] =x,)

2

It is easy to see that Tk @. Now define P := {x,rI = x,,z} and let §, be the abstract state
where x, = x, holds and 3, be the abstract state where x, # x, . We can derive that {3, }
is a valid initial restriction as the following formula holds

validlnit; y =Vx, .x, 25— (Elxﬂz.xm Z5AX, =X, )
—— —— ——

init ) init ) 5,1

In contrast, if we would start from the abstract states used in Sect. 5 (i.e., start from all
abstract states that contain some combination of concrete initial states), we would mark
both §, and 3, as initial. In this case, SAFE would not win as 3, already violates [](x,, = x,,)

6.4 Valid step restriction

Similar to Sect. 6.3, we also use restrictions to restrict the set of abstract succes-
sor states in each step of the game. To this end, we approximate the V¥3' quantifier
alternation in the OHyperLTL specification (which ranges over traces) by a local ¥*3
first-order formula which only reasons about the behavior in a single step. Formally we
define validStepZ’M as follows:

VX, U UX, L[5 -

>»

<VX§,. U X, [\ ite(z € M stepy, \ 3, =2, ) =

i=1 xeX

<EIX’ u--uX

Tt Tt

ket
/\ ite(ﬂi € M, step,,. /\x; = xﬂi> A \/[Igf]](f)>>.
i=k+1 xex

s'eA

In this formula, we first quantify universally over concrete states in §, i.e., assignments to
X, U--UX, that satisfy [§]. Afterward, we quantify (again universally) over concrete
successor states for all universally quantified copies, i.e., assignments X’ U--u X’ Here,

we only consider those steps that only move copies that are actually scheduled in M ie.,

for all 1 <i<k with =; € M we require that step,, holds (which is a formula over
X, VX ’) and for all 1 <i < k with z; ¢ M the assignment to X! ,_ should agree with X, (the
copy does not move). After we have fixed successor states for universally quantified copies,
we quantify over concrete successor states for existentially quantified copies, i.e., assign-
ments to X/ L, YU X! " We require that (1) these successor states correspond to actual

transitions in the system under M, and (2) the resulting next state abstracts to a state in A.
Recall that [#'] is a formula over X = X, U--UX, so [§ 1) is a formula over
X = X, U UX,

Tl
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Example 5 With this definition at hand, we can validate the step restrictions chosen by the
strategy in Fig. 3c. In state as the strategy schedules M = {r,} and restricts the successor
states to {ag } even though abstract state

(which is not listed in Fig. 3c) is also a {m,}-successor of as. If we spell out

validStepa5’{”2}

(o) Wesget

[[as]]
—

=da -

Yy s Oy s Xy g - Gy -

7[2’

/ / ) L
Vxﬂl,anl. ()c7rl =X, NG = a, ) =

W d
L)
d =a /\(a’ =d AX =x’)
f o) ) T 23 a ()
AN J/ . ~ J
SIEP () o1

which holds. Here we assume that step .= (a' = a) is the update performed on instruction
X « Ky from Q2:3 to Q2:4 (which is slightly simplified compared to the actual transition
formula, cf. Example 1).

6.5 Soundness

We can show that if SAFE wins QY;W py> the v*3 property @ holds on 7.

Theorem 3 [f player SAFE wins ?«, py> then TE .

Proof Let o be a winning strategy for SAFE in gw)). Let t,,...,#, € Traces(7) be arbi-

trary. We use o to incrementally construct witness traces #;, ..., ;,; by querying o. In
every abstract state 3, o selects a scheduling M and a restriction A such that validStepi’M
holds. We plug the current concrete state (reached in our construction of #, ..., ;) into
the universal quantification of validStepi’M and get (concrete) witnesses for the existential
quantification which, by definition of validStep‘Z’M , are valid successors for the existentially
quantified copies in 7. O

Remark 3 Recall that we assume that for every existential quantification x; : &; occur-
ring in @ and all t € Traces(7), valid(t, &;) holds. This is important to ensure that the safety
player (the verifier) cannot avoid observation points forever. We could drop this assump-
tion by strengthening the winning condition in QEW’P) and explicitly state that, in order to
win, SAFE needs to visit observation points on existentially quantified traces infinitely many
times.
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Clairvoyance vs. Abstraction.

In general, the game-based method is incomplete, as the verifier cannot see the future
of universally quantified traces [17]. The cooperation between reduction (the ability of the
verifier to select schedulings) and witness strategy (the ability to select restrictions on the
successor) can be seen as a limited form of prophecy [1, 17]. By first scheduling the univer-
sal copies, the witness strategy can peek at future moves before committing to a successor
state, as we, e.g. saw in Sect. 2.2. The “theoretically optimal” reduction is thus a sequential
one that first schedules only the universally quantified traces (until an observation point is
reached) and thereby provides maximal information for the witness strategy. In the context
of a fixed set of predicates, this reduction is, however, not always optimal as the gained
information may not be captured within the abstraction. Our verification framework, there-
fore, strikes a delicate balance between the clairvoyance needed by the witness strategy and
the precision captured in the abstraction, further emphasizing why the searches for reduc-
tion and witness strategy need to be mutually dependent.

However, even when extended with the ability to peek at future steps using reductions,
incompleteness remains. Intuitively, our game limits the reduction to take effect between
two observation points (to ensure that all traces synchronize at the observation points).
Even the “theoretically optimal” reduction that schedules only universally quantified traces,
can, therefore, only peek at the future up to the next observation point.

Example 6 Let T be a STS that can, in each step, non-deterministically pick a value of x.
Now consider the property:

Va, : T3z, Ty, 25) < O, 2 5)

That is, for every trace =, there exists some trace m,, such that the first value on r, is
at least 5 iff the second value of x| is at least 5. The property clearly holds: In the OHy-
perLTL semantics, we first fix the entire trace r;. When constructing a witnessing trace
for &y, we thus know if the second value on 7, is at least 5 and can chose an appropriate
value for x on r,. However, we cannot verify the above property using our current game.
As we observe every step (¢ = T), the reduction effectively has to schedule in lock-step. The
choice of x on &, in the first step, therefore, cannot peek at the value of x on m, chosen in the
second step.

To counteract this incompleteness, we can employ prophecy variables [1] to predict
future events on universally quantified traces (see, e.g., [17, 38]).

v

v .
6.6 G generalizes Q(T’ oP

3
(Zo,P)

We can show that the idea of restrictions used in gfj_q) P is closely related with the game

we constructed in Sect. 5. In this subsection, we show (1) that the purely over-approxima-
tive ideas used in Sect. 5 are always valid restrictions in gfj_(p ) (in Sect. 6.6.1), and (2)

that in the case of V¥ properties, restrictions directly correspond to the concepts used in the
k-safety game from Sect. 5 (in Sect. 6.6.2).
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6.6.1 Restrictions by overapproximation

We can show that the purely over-approximative concepts used in Sect. 5 always yield
valid restrictions.

Valid Initial Restriction.

In Sect. 5, we allow the refuter to start from any initial state that contains some initial
state. Let us define

Amaxlnit = {3 € B" | SAT([[S‘]] A /\f:—II init(ﬂ,))}

as the set of all those abstract states.
We can show that A forms a valid initial restriction.

maxInit

Lemma4d A is a valid initial restriction, i.e., validlnit, . holds.

maxInit
On the other hand, as we saw in Example 4, the verifier can restrict the initial states to
some proper subset of A, ...
Valid Step Restriction.
The game in Sect. 5 is based on the notation of an M-successor. Recall, that we write

M
§— §' iff we can transition from some concrete state in § to some concrete state in §’ by
moving copies in M C {x,...,m.,}. In particular, the abstract transition relation _, is

purely overapproximative, i.e., considers all possible transitions from concrete states. We
define

Sucs(3,M) :={§ e B" | . §'}={¢ e B" | SAT([ST A I5'1) A stepy,) }

as the set of all M-successors of §.
We can show that Sucs(§, M) always forms a valid step restriction.

Lemma 5 For any abstract state § and scheduling M, Sucs(5, M) is a valid step restriction,
. . M
ie., valzdStepSm(& M holds.

On the other hand, as we saw in Example 5, a valid step restriction might be smaller
(w.r.t. C) than Sucs(s, M).

Minimal Restrictions.

Lemmas 4 and 5 show that A, ., and Sucs(M,5) are always valid restrictions. We
can further show that any minimal valid initial (resp. step) restriction must be a subset of
A, iz (tesp. Sucs(M, 3)).

Lemma 6 For any A C B", we have validinit, ift validinit ., "

~

Lemma 7 For any abstract state §, scheduling M, and restriction A C B"”, we have
validStepZ’M iff validStepinMSmG My
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While Lemmas 6 and 7 restrict the possible minimal valid restrictions, there does, in
general, not exist a unique minimal restriction, as shown by the following example.

Example 7 Consider Example 5. From state as we get that Sucs(as, {7,}) = {ag, a7} (o
is depicted in Example 5). In Example 5, we have already shown that {ag} is a valid step
restriction. Analogously, we can show that {a,} is also a valid restriction, i.e., the verifier
can also enforce a transition to a state where the value of x,, disagrees with that of x, .
Consequently, {ag} and { a; } are both valid step restrictions, and both are minimal w.r.t. C.

In QY;@ py» We therefore include all valid restrictions and let the verifier pick an appro-

priate restriction.
6.6.2 Restrictions in the case of k-safety

Above, we saw that the over-approximate concepts used in Sect. 5 always yield valid
restrictions. We can show that in the case of ¥* OHyperLTL formulas, the over-approx-
imation-based restrictions (A,,, ., and Sucs(s, M)) are the unique minimal restrictions.
This allows us to prove that QY%%P) generalizes the game QE’T’%P) from Sect. 5 (when
applied to V¥ OHyperLTL formulas).

Valid Initial Restrictions in the Case of k-Safety.

We already saw in Lemma 4 that A,,,.,,;; always forms a valid initial restriction. If we
consider valid initial restrictions in the case of V*-properties, the definition of validlnit,
simplifies to

k
VX, U UX, . N\ init,y — \/I51.
i=1 SeA

In this special case, there exists a unique minimal valid initial restriction: A,,, /.-
Lemma 8 Assume that @ is a V¥ OHyperLTL formula. For any set of abstract states
A C B", we have that validiInit, holds if and only if A, ;. € A.

Valid Step Restrictions in the Case of k-Safety.

The same reasoning also holds for valid step restrictions. If we consider V* proper-
ties, the definition of validStepf\’M simplifies to

VX, U--UX, . [3] — (VX;I U UX:rk'

</\ite(7ri EM, step<”_>,/\x;_ = x,r_) ) - \/[[3/]]</>>.
i=1 ' xeX ' ‘ s'eA

Vv
stepy,

(7

J/

In this special case, there, again, exists a unique minimal valid step restriction for all
abstract states § and schedulings M: Sucs(5, M).
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Lemma 9 Assume that ¢ is a V¥ OHyperLTL formula. For every abstract state §, sched-
uling M, and set of abstract states A C B" we have that validStepZ’M holds if and only if
Sucs(5,M) C A.

Unique Minimal Restrictions.

In order to maximize the chance of winning, SAFE wants to select restrictions that are
as small as possible (w.r.t. €). Lemmas 8 and 9, therefore, tell us that—in the case of vk
properties—A,, ., and Sucs(8, M) are the unique optimal restriction that SAFE can pick.
In Sect. 5, we, therefore, directly start in all abstract states within A,,,,,;; and always
restrict the successors to Sucs(s, M). That is, we (implicitly) consider a unique restric-
tion in each step. In particular, we can compute the sets A,,,.;,;; and Sucs(3, M) locally
by iterating over all abstract states; instead of checking all sets of abstract states for
validity.

Transfer of Winning Strategies.

From Lemmas 8 and 9, it follows immediately that—in the case of V* properties—the
safety player cannot be more restrictive than selecting A and Sucs(§, M) as restric-

. . V3 . . . v .
tions. It follows that the winner of Q(T,%P) coincides with the winner of Q(T’W,) in the

maxInit

case of V¥ properties.

V3

Proposition 10 Assume that @ is a Y OHyperLTL formula. Then g(,[(p -

SAFE if and only if Q’?T’(pp) (cf. Sect. 5) is won by player SAFE.

is won by player
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Algorithm 1 Algorithm for constructing the initial approximation of gm, pe Function
toDSA converts an LTL formula to a deterministic safety automaton.

1 initAbstraction(T, ¢ =Vmy 1 &1 .. Vg € Imppr 2 Epgn- - - - Vg gt 0, P

2 (Qw, Q.05 (Sw, Bq/)) <— toDSA ()
3 Suisited — {Sinit}
4 ‘an)ntier — {éznzt}
5 T+ 0
6 while Spontier 7 0 :
7 X piCk(Sfrontier)
8 Sf'rontier — Sfrontier \ {X}
9 if X = Sjngt ¢
10 Amarn[nit — {'§ | SAT([[,ﬂ] A /\fill in’it<7‘.i>)}
11 // Overapproximate initial restrictions
12 SUcs — {(Sinih A) | AC Amam[nit}
13 else if x = (Sipit, 4) :
14 ‘ sucs — {(§,qw’0,Tk+l) |5e A}
15 else if x = (§,¢,b) :
16 if obs(8) = TF*! and b= TF*! ;
17 ‘ sucs «— {(5,64(q, §),J_k+l)}
18 else
19 sched «— {M C {m1,...,mpqi} | Vm; € M. —0bs(8)[i] V —bli] }
20 {Sucs(8, M)} presched <— {§' | SAT([[é]] A [[é']](> A StePM)}Mesched
21 // QOverapproximate step restrictions
22 sucs +— {(8,q,b, M, A) | M € sched AN A C Sucs(§, M)}
23 else if x = (8,¢,b, M, A) :
24 L sucs «— {(§',¢,b[i = T)rem) | 8" € A}
25 for each y € sucs :
26 T +— TU{(x,y)}
27 ify g Syisited
28 L Suisited — Svisited U {y}
29 Sfrontier — Sfmntie’r U {y}
30 Ssare <— {sinit } U {(5,4,b) € Suisited }
31 Seeact <— {(Sinit, A) € Syisitea } U {(3,q,b, M, A) € Syisitea }
32 Sbad —
{(§7Q7b7M7A) € Svisited ‘ qe Bw} U {(§7q7b7M7A) € Sm’sited | qc Bw}
a3 | return (Ssare, Sreact, Sinit, T Spad)

6.7 Constructing and solving Q(T¢ P

Constructing the game graph of Q(T P in its entirety requires the identification of all valid
restrictions (of which there are exponentially many in the number of abstract states and thus
double exponentially many in the number of predicates). We propose a more effective algo-
rithm that solves Q(T P without (in the best case) constructing it explicitly. Instead, we oper-
ate on increasingly precise approximations of Gg"3 TPy The idea is that each approximation
allows the safety player to pick restrictions that mlght be invalid. We then eliminate such invalid
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restrictions lazily, i.e., we only check (and potentially eliminate) restrictions that are used by an
actual strategy.

6.7.1 Constructing the initial overapproximation

Algorithm 1 constructs an initial overapproximation of 97737%7,). The algorithm maintains a set
Spontier OF all states that should be explored and a set S, that contains all states that have
already been explored. In each iteration, we pick any game state X in S,,,,,;,, (line 7) and remove
it from Sg,,,,;,,- We then compute the set of all successor states sucs of x (lines 9 to 24) and add
an edge from Xx to all states in sucs (line 26). However, instead of constructing the state space
based on the actual transition rules of QY;WD) (cf. Fig. 6), Algorithm 1 approximates the set of
restrictions. Concretely, in lines 12 and 22, we overapproximate the set of initial restrictions and
step restrictions, as follows:

Overapproximating Valid Initial Restrictions.

According to rule (Init-I), state s,,;, has edges to all states (s;,,;;
we saw in Lemma 6, any minimal valid initial restriction must be a subset of A,,,,;,.;;- In line 10,
we, therefore, first compute A, ,,;,.;,» and in line 12, add an edge from s;,;, to all states (s;,;, A)
where A C A, .- This ensures that we add all minimal valid initial restrictions, but might
include restrictions that are invalid. Importantly, we can compute A locally, i.e., by iterating
over abstract states opposed to sets of abstract states.

Overapproximating Valid Step Restrictions.

Using rule (Sched) (cf. Fig. 6), the safety player can, in a state (3, ¢, b), move to all states
(8,9,b,M,A) where M is a valid scheduling and validStepf"M holds. As for the initial states, we
do not compute all valid step restrictions explicitly and instead overapproximate. In line 19, we
compute all valid schedulings. For each valid scheduling M, we then include all step restrictions
A where A C Sucs(5, M). As we saw in Lemma 7, any minimal valid step restriction is a sub-
set of Sucs(8, M). We thus capture all minimal valid step restrictions but might include invalid
restrictions.

A) where validInit, holds. As

maxInit

6.7.2 Refining the overapproximation

) . . V3
The main algorithm for solving Q(I 0P

initial overapproximation of ggq)’m using Algorithm 1 and solves this approximation using a
(standard) finite-state game solver (line 3). As argued in Sect. 6.7.1, this approximation might
allow restrictions that are actually invalid and thus strengthens the power of the safety player.
Le., T might include edges for SAFE that are not part of gf;yw)’s transitions. A winning strategy

for REACH in the overapproximation thus also works in gﬁw Py

in the approximation might be invalid in QY;%P). To remedy this, we propose a simple refine-
ment loop: whenever SAFE wins the current approximation using some strategy o, we check if all
restrictions chosen by ¢ are valid, i.e., we check validity lazily.

Checking Initial Restrictions.

In line 8, we query strategy ¢ on state s;,;, to get the initial restriction A chosen by
o and check if validInit, holds. If this restriction turns out to be invalid, we remove the
corresponding transition (s;,,,, (5;,;»A)) from T. Moreover, we do not only remove A but
also all subsets of A; the set of all valid initial restrictions is upwards closed (w.r.t. C),

so the set of invalid restrictions is downwards closed:

is depicted in Algorithm 2. It begins by computing an

but a winning strategy for SAFE

Lemma 11 Let A C B" be any restriction with —walidlnit,. For any restriction A’ with
A’ C A, we have —walidlnit ..

If we find that the initial restriction is invalid, we jump to line 3 and repeat.
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Algorithm 2 Tterative (lazy) solver for Gi7 ,,. Function solveSafetyGame solves a finite-

state safety game and returns a pair (p, ) consisting of the winning player p € {SAFE, REACH}
and a winning strategy o for player p. Function reachableGameStates computes all
states that are reachable under a fixed strategy for SAFE.

1 solve(T, ¢, P):

2 (SsaFE, SreACH, Sinit: T, Shad) <— initAbstraction(T, ¢, P)

3 p,o0 <— solveSafetyGame ((SSAFE, SrEACH, Sinit s T7 Sbad))

4 if p = REACH :

5 | return REACH

6 else if p = SAFE :

7 // Check initial restriction

8 (Sinit:A) — U(Sinit)

3 if —walidInit 4 :

10 L T +— T\ {(sinit: (sinit, A")) | A C A}

11 goto line 3

12 // Check step restrictions

13 Syeach — reachableGameStates ((Ssarz, SrEacH, Sinits T Sbad), T)
14 restrictions <— {(é,M, A) | 3(8,q,b) € Sreacn-0(8,4,b) = (8,q,b, M, A)}
15 for each (8, M, A) € restrictions :

16 if ﬂvalidStepi{M :

17 T+ T\{((3,4,b), (5,4,b, M, A")) | A’ C A}

18 L goto line 3

19 return SAFE

Checking Step Restrictions.

Similarly, we check if all restrictions on transition steps are valid. For this, we first
compute the set of all game states that are reachable under o (line 13). In a second step,
we compute all step restrictions (5, M, A) that are chosen by ¢ within this reachable frag-
ment (line 14). If any restriction is invalid, we remove the corresponding transition from
T (line 17). Moreover—as for the initial states—we also remove all smaller restrictions
as justified by the following lemma.

Lemma 12 Let § € B” be any abstract state, M be any scheduling, and A C B" be any
restriction with ﬂvalidStepf{M . For any restriction A’ with A’ C A, we have ﬂvalidStepf{f” )

If we find any invalid step restriction in the reachable fragment, we jump to line 3
and solve the (now smaller) game. If all initial and step restrictions are valid, we know
that o is a winning strategy for SAFE in 773—(,) ) and can thus return SAFE as the winner

(line 19).
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Table 1 Evaluation of HyPA on

) ) ) Instance Size [ t

V¥ properties We give the size of

the abstract game-space (Size), DOoUBLESQUARENIT 819 92.3 92.8

the time taken to compute the

abstraction (z,,,), and the overall HaLrSquareNI 1166 85.9 86.5

time taken by HyPA (7). Times SQUARESSUM 286 29.8 29.9

are given in seconds ARRAYINSERT 213 28.2 28.2
Expr1x3 112 4.5 4.5
Fic3 268 11.9 12.0
DouUBLESQUARENIFF 121 9.8 99
FIGURE 2 333 23.7 23.8
CoLlITEM-SYymm 494 24.0 24.1
COUNTER-DET 216 10.2 10.3
MuLtEQuiv 757 18.9 19.0

Searching for Maximal Restrictions.

To improve the algorithm further, in line 3, we always compute a maximal safety strat-
egy, i.e., a strategy for SAFE that selects maximal restrictions (w.r.t. C). During the refine-
ment, this allows us to eliminate many invalid restrictions from the overapproximation at
the same time (cf. lines 10 and 17). For safety games, there always exists such a maximal
winning strategy (see, e.g. [13]). Note that while each approximation is larger than QY;W’P)
(as we allow possibly invalid restrictions), solving this finite-state safety game can be done
very efficiently (in linear time). The running time of Algorithm 2 is dominated by the SMT
queries generated for each validity check. In practice, our refinement loop requires fewer

validity checks than a full construction of Qy;(p Py

7 Implementation and evaluation

When combining Theorem 3 and our iterative game solver (Algorithm 2) we obtain an
algorithm to verify V¥3-safety properties within a given set of predicates. We have imple-
mented a prototype of our method in a tool we call HyPA (short for Hyperproperty Verifi-
cation with Predicate Abstraction). We use Z 3 [48] to discharge SMT queries. The input of
our tool consists of a program graph which features of a finite set of control locations and
edges between locations are annotated with an arbitrary SMTLIB [5] formula over X U X’
describing the update performed on this edge. This allows us to, e.g., model the program
counter directly within the control locations. Moreover, we can track predicates locally
[62], i.e., for every (k + I)-tuple of control locations (representing the current control loca-
tions of all k£ + [ copies), we can use a distinct set of predicates.

7.1 Evaluation on k-safety
As a special case of V*3'-safety properties, HyPA is also applicable to k-safety (i.e., V¥)

properties. We collected a small suite of programs and k-safety properties from various
sources in the literature [54, 77-79, 79] and manually translated them into STSs (this can
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Table 2 Evaluation of HyPA

3 3 Direct Lazy

on V*3! properties. We give

the size and construction time Instance Size tws  towe 1 #Ref 1,

of the initial abstraction (Size

and ¢,,,,). For the direct and lazy NoNDETADD 4568 35 - - 4 1.0 4.5

(Algorithm 2) solver, we give CounterSuM 479 53 91 144 17 09 62

the time to construct (and solve)

the game (,,,,,) and the overall AsYNCHGNI 437 6.1 6.9 13.0 1 0.1 6.2

time (7 =t + #,p,)- FOI the CompiLErOPTI 354 24 23 47 2 0.2 2.6

lazy solver, we, additionally, CompLEROPT2 338 28 24 52 2 02 30

give the number of refinement REFINE 1357 6.1 _ _ 4 0.7 6.8

iterations (#Ref). Times are given ’ ’ '

in seconds and ‘-’ indicates a REFINE2 1476~ 5.6 - - 5 0.6 6.2

timeout after 5 min SMALLER 327 2.3 40 63 11 0.4 2.7
COUNTERDIFF 959 8.5 183 268 19 1.1 9.6
FIGURE 3 3180 11.1 - - 22 29 14.0
P1 (SIMPLE) 83 2.0 14 34 1 0.1 2.1
P1 (GNI) 34793 170 - - 72 95.7  112.7
P2 (GNI) 15753 102 - - 7 5.1 15.3
P3 (GNI) 1429 66 209 275 7 0.6 7.2
P4 (GNI) 7505 16.5 - - 72 132 297

be automated easily). The results are given in Table 1. As done by Shemer et al. [77], we
already provide a set of predicates that is sufficient for some reduction (but not necessar-
ily the lockstep or sequential one), the search for which is then automated by HyPA. Our
results show that the game-based search for a reduction can verify interesting k-safety prop-
erties from the literature. We also note that, currently, the vast majority of time is spent on
the construction of the abstract system. If we would move to a fixed language, the compu-
tation time could be reduced by using existing (heavily optimized) tools for constructing a
predicate abstraction [32, 62].

7.2 Evaluation on V*3'-safety

The main novelty of HyPA lies in its ability to, for the first time, verify temporal proper-
ties beyond k-safety. As none of the existing tools can verify such properties, we compiled
a collection of very small example programs and V¥3-safety properties. Additionally, we
modified the boolean programs from [16, 20] (where we checked GNI on boolean pro-
grams) by adding data from infinite domains.

Verifying the properties often requires a non-trivial combination of reduction and wit-
ness strategy (as the reduction must e.g., compensate for branches of different lengths). As
before, we provide a set of predicates and let Hy PA automatically search for a witness strat-
egy with accompanying reduction. We list the results in Table 2. To highlight the effective-
ness of our inner refinement loop, we apply (1) a direct solver that constructs g}’gm in
its entirety and then solves it, and (2) the lazy (iterative) solver given in Algorithm 2. Our
lazy solver (Algorithm 2) clearly outperforms an explicit construction and is often the only
method to solve the game in reasonable time. In particular, we require few refinement itera-
tions and, therefore, also few expensive SMT validity queries. Unsurprisingly, the prob-
lem of verifying properties beyond k-safety becomes much more challenging (compared
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to k-safety verification) as it involves the synthesis of a witness function which is already
2-EXPTIME-hard for finite-state systems [17, 74].

8 Related work

Asynchronous Hyperproperties.

Recently, many logics for the formal specification of asynchronous hyperproperties have
been developed [10, 11, 16, 21, 30, 31, 59, 60]. Our logic OHyperLTL is closely related to
stuttering HyperLTL (HyperLTLy) [30]. In HyperLTL, each temporal operator is endowed
with a set of temporal formulas I" and steps where the truth values of all formulas in I"
remain unchanged are ignored during the operator’s evaluation. As for most mechanisms
used to design asynchronous hyperlogics, finite-state model checking of HyperLTLy is
undecidable. By contrast, in OHyperLTL, we always observe the trace at fixed locations
(determined by the observation formula), which is key for ensuring decidable finite-state
model checking.

k-Safety Verification.

The literature on k-safety verification is rich. Many approaches verify k-safety using
a form of self-composition [8, 35, 51, 56] and often employ reductions to obtain com-
positions that are easier to verify. Our game-based interpretation of a reduction (Sect. 5)
is closely related to Shemer et al. [77], who study k-safety verification using property-
directed self-composition within a given predicate abstraction. Any winning strategy for
SAFE in our k-safety game corresponds to such a property-directed self-composition, and
conversely, from any property-directed self-composition we can extract a winning strat-
egy for SAFE. Shemer et al. [77] search for a reduction using an optimized enumeration of
all reduction (by employing clever pruning strategies), whereas we phrase the search as a
game. This game-based approach forms the key basis that allows our method to extend to
hyperliveness properties. Farzan and Vandikas [54, 55] present a counterexample-guided
refinement loop that simultaneously searches for a reduction and a proof. Different from
our work, they consider trace abstractions [61] and automate the search for a reduction
using a restricted class of tree automata. Eilers et al. [S1] propose the notation of a modular
product program as a representation of different compositions within the same program.

Program Logics for k-Safety.

Along a different line of work, researchers have developed relational program logics [2,
9, 12, 50, 71, 78]. These logics reason about k-safety properties at the source-code level
and thus benefit from the syntax-guided nature of the verification problem. In contrast,
our approach is, in theory, applicable to all (infinite-state) systems that can be described as
symbolic transition systems, including (but not limited to) programs.

v*3'-Verification.

Barthe et al. [7] describe an asymmetric product of the system such that only a sub-
set of the behavior of the second system is preserved, thereby allowing the verification
of V¥3 properties. Constructing an asymmetric product and verifying its correctness (i.e.,
showing that the product preserves all behavior of the first, universally quantified, system)
is challenging. Unno et al. [79] present a constraint-based approach to verify functional
(opposed to temporal) V¥3 properties in infinite-state systems using an extension of con-
straint Horn clauses called pfwCHC. The underlying verification approach is orthogonal
to ours: pfwCHC allows for a clean separation of the actual verification and verification
conditions, whereas our approach combines both. For example, our method can prove the
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existence of a witness strategy without ever formulating precise constraints on the strategy
(which seems challenging). While most relational program logics focus on k-safety proper-
ties, recently logics for the verification of richer hyperproperties (including ¥*3' properties)
have been studied [14, 42, 44, 49]. Our work differs from these logics as we target remporal
properties that reason about infinite executions. In finite-state systems, handling quantifier
alternations in a hyperproperty specification is possible using automata-based techniques
such as complementations [56], and inclusion checks [19, 23]. In infinite-state systems (the
main motivation for this work), such techniques are not applicable. Pommellet and Touili
[76] study the verification of HyperLTL in infinite-state systems arising from pushdown
systems. By contrast, this work studies verification in infinite-state systems that arise from
infinite variable domains, as, e.g., encountered in software. Other verification techniques
for infinite-state systems rely on unrolling of the system using bounded model-checking
[64] and symbolic execution [27, 41].

Game-based Verification of Hyperliveness.

Coenen et al. [38] introduce the game-based reading of existential quantification to ver-
ify temporal V*3' properties in a synchronous and finite-state setting. By contrast, our work
constitutes the first verification method for temporal V*3'-safety properties in infinite-state
systems. The key to our method is a careful integration of reductions which is not possible
in a synchronous setting. For finite-state systems (where the abstraction is precise) and syn-
chronous specifications (where we observe every step), our method subsumes the one in
[17, 26, 38]. In a finite-state setting, the game-based verification of ¥*3' can be made com-
plete by adding prophecies [17]. Automatically constructing prophecies for infinite-state
systems is interesting future work. Recently, Correnson and Finkbeiner [40] use a coinduc-
tive interpretation of strategies, e.g., allowing the use in proof assistants.

Beyond V3.

The game-based method used in our approach is, in its current form, limited to the veri-
fication of V*3 properties. For V*3' properties, the verifier (who constructs witness traces
for existentially quantified trace variables) can observe the current state of the k universally
quantified traces; similar to the OHyperLTL semantics where the choice for existentially
quantified traces can depend on the traces chosen for earlier quantifiers. The information
available to the verifier in our game (i.e., the abstraction of the prefixes of all traces) is thus
a subset of the information available in the OHyperLTL semantics (where all universally
quantified traces are fixed). If we move beyond V3’ and include an 3V alternation the veri-
fier can no longer base its choice on the current state of all system copies. For example in a
3z, .Vr, property, the choice for 7; must not depend on the current state of z,. In finite-state
systems, we can counteract this by considering a game played under partial information
(see, e.g., [22, 24] for details). Studying if this idea can be extended to infinite-state sys-
tems—where we abstract the joint state space via predicates—is interesting future work.

Encoding in CHC Satisfiability.

In recent work, Itzhaky et al. [65] show that the game-based approach proposed in this
paper is well suited for a reduction into constraint Horn clauses (CHC). Concretely, they
show that a combination of reduction and witness strategy can be encoded into a CHC
problem that views the reduction and witness strategy as unknown predicates.

Predicate Abstraction and Underapproximation.

(Predicate) abstraction-based verification methods have a long history in computer sci-
ence. Traditionally, predicate abstractions overapproximate transitions in the system, i.e.,
include a transition from abstract states §, to 3, iff some concrete state in §, has a transition
to some concrete state in §, [58]. However, over the years, many approaches have combined
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predicate abstraction with wunderapproximation [72], perhaps most prominently when
proving the non-termination of a program [34, 39, 67]. For example, Kuwahara et al. [67]
explores path of a program and, in order to ensure an underapproximation, computes suf-
ficient condition that can be taken by at least one branch. Our definition of valid restrictions
(cf. Sect. 6.4) shares a similar idea, but explores it in the setting of V*3' properties.

Game Solving.

Our game-based interpretations are naturally related to infinite-state game solving [4,
28, 52, 53, 80]. State-of-the-art solvers for infinite-state games unroll the game [53], use
necessary subgoals to inductively split a game into subgames [4], encode the game as a
constraint system [28], iteratively refine the controllable predecessor operator [80], and
encode finite choices as constraints Horn clauses [52]. We tried to encode our verifica-
tion approach directly as an infinite-state linear-arithmetic game. However, existing solvers
(which, notably, work without a user-provided set of predicates) could not solve the result-
ing game [4, 53]. Our method for encoding the witness strategy using restrictions corre-
sponds to hyper-must edges in general abstract games [46, 47]. Our inner refinement loop
for solving a game with hyper-must edges without explicitly identifying all edges (Algo-
rithm 2) is thus also applicable in general abstract games.

9 Conclusion

In this work, we have presented the first verification method that can verify temporal
hyperproperties with quantifier alternations in infinite-state systems. Our method is based
on a game-based interpretation of reductions and existential trace quantification and allows
for mutual dependence of both.

Future Work.

Currently, our method works within a fixed set of predicates (which we assume to be
provided by the user). In the future, it is interesting to integrate our method in a counter-
example guided refinement loop that automatically refines the abstraction. Moreover, one
can attempt to lift the current restriction to temporally safe specification, i.e., tackle prop-
erties of the form V¥3'.y where y is an arbitrary (not necessarily safety) property. Here,
existing techniques for the verification of liveness properties using predicate abstraction
might prove helpful [75]. More generally, it is interesting to study if, and to what extent,
the numerous other methods developed for k-safety verification of infinite-state systems
(including, e.g., trace abstractions and programs logics) are applicable to the vast land-
scape of hyperproperties that lies beyond k-safety.
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