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Hyperproperties are system properties that relate multiple execution traces and commonly occur when
specifying information-flow and security policies. Logics like HyperLTL utilize explicit quantification over
execution traces to express temporal hyperproperties in reactive systems, i.e., hyperproperties that reason
about the temporal behavior along infinite executions. An often unwanted side-effect of such logics is that
they compare the quantified traces synchronously. This prohibits the logics from expressing properties that
compare multiple traces asynchronously, such as Zdancewic and Myers’s observational determinism, McLean’s
non-inference, or stuttering refinement. We study the model-checking problem for a variant of asynchronous
HyperLTL (A-HLTL), a temporal logic that can express hyperproperties where multiple traces are compared
across timesteps. In addition to quantifying over system traces, A-HLTL features secondary quantification
over stutterings of these traces. Consequently, A-HLTL allows for a succinct specification of many widely
used asynchronous hyperproperties. Model-checking A-HLTL requires finding suitable stutterings, which,
thus far, has been only possible for very restricted fragments or terminating systems. In this paper, we propose
a novel game-based approach for the verification of arbitrary V*3* A-HLTL formulas in reactive systems. In
our method, we consider the verification as a game played between a verifier and a refuter, who challenge
each other by controlling parts of the underlying traces and stutterings. A winning strategy for the verifier
then corresponds to concrete witnesses for existentially quantified traces and asynchronous alignments
for existentially quantified stutterings. We identify fragments for which our game-based interpretation is
complete and thus constitutes a finite-state decision procedure. We contribute a prototype implementation for
finite-state systems and report on encouraging experimental results.
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1 Introduction

In 2008, Clarkson and Schneider [2008] coined the term hyperproperties for the rich class of system
requirements that relate multiple computations. Contrary to traditional trace properties (i.e., prop-
erties that reason about individual executions, formally defined as sets of traces), hyperproperties
(formally defined as sets of sets of traces) capture the interaction of multiple computations. This
covers a wide range of requirements, including information-flow policies [Goguen and Meseguer
1982; Guarnieri et al. 2020], robustness [Biewer et al. 2022], continuity [Chaudhuri et al. 2012],
knowledge [Beutner et al. 2023; Bozzelli et al. 2015], and linearizability [Herlihy and Wing 1990].
For example, Zdancewic and Myers [2003]’s seminal definition of observational determinism (OD)
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Fig. 1. Figure 1a depicts a Boolean program over variables o, I, h, and t. In Figure 1b, we depict two executions
71, 2. Each state contains the current program line and the current value of all variables (initially, we set the
low-security input [ to T). On 7, the read in line 3 sets h to L, and on 3 it assigns h to T.

requires that all pairs of executions with the same low-security input have the same sequence of
low-security observations. Likewise, McLean [1994]’s non-inference requires that for every execu-
tion of the system, there exists a matching execution that has the same (sequence of) low-security
observations despite having a fixed “dummy” high-security input; both are hyperproperties.

Missing from Clarkson and Schneider [2008]’s general definition was, however, a concrete speci-
fication language for hyperproperties. The introduction of HyperLTL [Clarkson et al. 2014] sparked
an extensive development of temporal logics for expressing and reasoning about hyperproperties
in reactive systems, i.e., systems that continuously interact with an environment and thus produce
infinite execution traces. HyperLTL extends linear-time temporal logic (LTL) [Pnueli 1977] with
explicit quantification over traces in a system. For example, we can express a simplified form of
observational determinism as (pgg =Vm Vi (ly, =1lr,) = O(0x, = o0y,), stating that all pairs of
executions 1, 7, with initially the same low-security input (modeled via variable [), should globally
(expressed using LTL’s globally operator [J) produce the same output (modeled by o).

Crucially, the semantics of HyperLTL — and that of most other logics for temporal hyperproperties
[Abraham et al. 2020; Abraham and Bonakdarpour 2018; Bajwa et al. 2023; Beutner and Finkbeiner
2023b; Beutner et al. 2023; Coenen et al. 2019a; Dimitrova et al. 2020; Finkbeiner et al. 2020; Giacomo
et al. 2021; Gutsfeld et al. 2020; Rabe 2016] — is synchronous. That is, the logic can relate multiple
traces in a system, but — during the evaluation of the LTL body — time progresses in lock-step on
all traces. This is too restrictive for many properties. As a simple example, consider the program in
Figure 1a. The program branches on the (Boolean) high-security input h and updates o in either
branch to o xor [. Initially equal values of / thus imply that the sequence of outputs is the same;
the program satisfies Zdancewic and Myers [2003]’s original definition of OD. The program does,
however, violate the synchronous HyperLTL property expressed in (pgg ; the update of o is delayed
by one step in the first branch (due to the intermediate write to ¢ in line 5), so the LTL body is
violated during its synchronous evaluation. Figure 1b depicts two example executions of Figure 1a,
illustrating how different executions delay the time point where the output changes.

Asynchronous Hyperproperties. Many security and information-flow properties — particularly in
the study of distributed programs — thus cannot be expressed in HyperLTL’s rigid synchronous
semantics. This points to a sharp contrast: Hyperproperties, per Clarkson and Schneider [2008]’s
definition, were never “synchronous” and, instead, loosely defined as sets of sets of traces and
prominent properties [McCullough 1988; McLean 1994; Zdancewic and Myers 2003] only reason
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about sequences of events, without any form of synchronous timesteps. Yet, most existing logics
for expressing temporal hyperproperties enforce a synchronous traversal of all traces.

Asynchronous HyperLTL. It turns out that we can significantly extend the expressiveness of
HyperLTL - allowing us to precisely capture many security properties out of reach for synchronous
hyperlogics — using a simple idea: stuttering. Formally, Asynchronous HyperLTL (A-HLTL for
short) extends HyperLTL with explicit quantification over stutterings of system traces [Baumeister
et al. 2021]. In this paper, we use a novel (yet equivalent) variant of A-HLTL that directly quantifies
over stuttered traces instead of using the so-called trajectories used by Baumeister et al. [2021] (see
Section 4 for details). Given a trace 7 in the system, we write f» 7 to denote that the trace f is a
fair stuttering of trace 7. In A-HLTL, we can then state

V1.Vp. 361w 1.3 » 1. (lﬁl = l/gz) — |:|(o/;l = oﬂz) (¢op)

requiring that for every pair of traces 1, 7, in the system, there exist stutterings f; of 7; and S,
of 3, such that the stuttered traces fi, f, satisty (lg, = lg,) — O(op, = 0g,). op thus requires
that all pairs of traces 1, 77, with an initially equal value of [, are stutter-equivalent on o, precisely
capturing Zdancewic and Myers [2003]’s original definition of observational determinism. The
program in Figure 1a satisfies pop: any two traces traverse the same sequence of output values
and can, therefore, be aligned by stuttering appropriately. In Figure 1b, we visualize a possible
stuttering that aligns the outputs using the dashed lines.

Verifying Asynchronous HyperLTL. Baumeister et al. [2021] and Hsu et al. [2023] demonstrate
that A-HLTL is an expressive logic that allows for succinct high-level specifications of, e.g., many
commonly used information-flow policies and asynchronous refinement properties (see Section 8
for more details). In particular, we can use A-HLTL to directly quantify over stutterings without
manually identifying alignment points (such as positions where the output of a system changes,
or non-visible steps in a refinement property); see Section 8 for an extensive discussion. While
A-HLTL seems like a simple extension of HyperLTL, the quantification over stutterings significantly
complicates model-checking, so we cannot apply existing algorithms developed for HyperLTL
(which often heavily rely on HyperLTL’s synchronous evaluation by, e.g., using automata to
summarize trace combinations [Beutner and Finkbeiner 2023a; Finkbeiner et al. 2015]). Instead,
existing approaches for A-HLTL either employ a bounded unrolling of the system and are thus
limited to terminating systems (i.e., systems that reach a final state after a fixed number of steps)
[Hsu et al. 2023] or consider restricted fragments of A-HLTL that can be manually reduced to
HyperLTL [Baumeister et al. 2021].

Game-Based Verification for A-HLTL. In this paper, we propose a novel method for the verification
of A-HLTL in reactive systems that can verify relevant properties well beyond the fragments
supported by previous methods. In our approach, we interpret the verification of an A-HLTL
formula as a game between a verifier and a refuter; similar to successful approximations for
synchronous HyperLTL [Beutner and Finkbeiner 2022a; Coenen et al. 2019b]. In our game, we
construct the traces and stutterings step-wise and yield the control of traces — and their stutterings —
to the players. Intuitively, in each step, the refuter can extend all universally quantified traces and
decide on whether universally quantified stutterings should be progressed or stuttered. The verifier
can make similar decisions for all existentially quantified traces and stutterings. We provide an
overview in Section 2. We show that our game-based approximation is sound: If the verifier wins
the game, the A-HLTL formula is satisfied. As model-checking of A-HLTL is, in general, undecidable
(even in finite-state systems!) [Baumeister et al. 2021], our approach is necessarily incomplete.
We identify fragments of A-HLTL for which our game-based interpretation is complete and thus
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constitutes a finite-state decision procedure. In particular, we prove that our method is complete for
the fragments supported by previous approaches [Baumeister et al. 2021; Hsu et al. 2023].

Implementation. Our game-based verification method applies to finite
and infinite-state systems (see Section 8). To compare with existing
approaches and tools, we implement our verification approach for finite-
state transition systems in a prototype tool and compare it against a
bounded model-checking approach [Hsu et al. 2023].

Structure and Contributions. In short, our contributions include the fol-
lowing: (1) We introduce a simpler (yet equivalent) variant of A-HLTL
that directly quantifies over stuttering (Section 4); (2) We propose a
novel game-based semantics for the verification of asynchronous hyper-
properties specified in A-HLTL (Section 5); (3) We identify fragments ~ Fig. 2. Example system
for which our game-based interpretation is complete and thus yields a
decision procedure for finite-state systems. Most notably, this includes
all admissible formulas [Baumeister et al. 2021], for which we prove that the verifier can follow a
canonical (“maximal”) stuttering strategy (Section 6); (4) We implement our approach for finite-state
systems and evaluate it on existing benchmarks (Section 7).

2 Overview

In this section, we illustrate how we can use games to verify hyperproperties that quantify over
stutterings. Consider the 3-state transition system 7 in Figure 2, where each state assigns variable
a to some integer value, and the following A-HLTL formula

anEI:rz.Elﬁl >7r1.3ﬁ2 Pﬂz.OD(aﬂl * aﬁz). ((Pfair)

This formula requires that for any execution 7y, there exists some execution 7, and some stutterings
B, P2 (of m; and 7, respectively) such that, starting from the second step (using LTL’s next operator
Q), the value of a differs between f3; and f,.! This property holds on 7. For example, take the trace
m ={a=0}{a=0}({a=1})”. We can match this execution by choosing 7, = {a = 0}{a = 1}{a =
1}({a = 0}), and align both traces by picking stutterings f; = {a = 0}{a = 0}{a = 0} ({a = 1}),
and B, = m (note that the “obvious” choice 7, = {a = 0}{a = 1}({a = 0}) is not a trace in 7).
When verifying this property directly, we would need to, for each choice of 7; (where quan-
tification ranges over infinite traces in 77), provide a witnessing trace x, and find an appropriate
stuttering for each combination of 7y, 7,. Instead of tackling this problem directly, we approximate
the verification as a game between a verifier and a refuter.” The main idea of our game is to view
paths for m; and 7, and the stutterings f, 2 as the outcome of an infinite-duration two-player
game between a refuter (who controls universally quantified traces and stutterings) and a verifier
(who controls existentially quantified traces and stutterings). For our example formula ¢y,;-, the
refuter constructs the (universally quantified) trace 7; step-wise by moving along the transitions
of 7. The verifier can react by moving through a separate copy of 7, thereby generating a trace
for m,, and controls the stutterings f;, f,. Each infinite game-play thus generates infinite traces for

'The A-HLTL formula we consider here is meant as a simple example that demonstrates the key ideas underlying our
verification method. Still, if we interpret a = v (for v € {0,1}) as “a grant was given to process v”, we can view @, as a
simplified fairness property: it requires that for each execution, some other execution results in the exact opposite grant
assignment (up to stuttering), i.e., both processes can receive the grant equally often.

ZSuch approximations have proven successful in the verification of synchronous HyperL TL [Beutner and Finkbeiner 2022a,
2024, 2025c; Coenen et al. 2019b], where finite-state model-checking is decidable, and games offer a computationally cheaper
(incomplete) approximation. In our setting of A-HLTL, model-checking is undecidable, and we design a novel game as a
sound approximation of A-HLTL.
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m and 7, and stutterings S, B2 of 7y, 72, respectively; the objective of the verifier is then to ensure
that the stutterings f, B, (together) satisfy O(ag, # ag,), the LTL body of ¢ ;.

Graph-based Games. To formalize the interaction of refuter and verifier, we construct a graph-
based game. The game consists of a set of vertices connected via edges, where each vertex is
assigned to either the refuter or the verifier. The game progresses by moving a single token from
vertex to vertex, and the player controlling the current vertex can decide which outgoing edge the
token should take. The outgoing edges of a given vertex thus determine the possible decision a
player can make in the given situation (we give more details on graph-based games in Section 3).

Verification Game. There are two principled ideas underlying our verification game for A-HLTL:
Windows of states, and relative pointers. The refuter (resp. verifier) controls trace m; (resp. ;) by
moving through 7. To accommodate the fact that $; and f; are stutterings of 7; and 7, (i.e., in
the ith step of stuttering f; can equal the jth step of 7, for any j < i, depending on the speed
of the stuttering), we do not maintain a single state but a window of states, which we can think
of a sliding window of a trace. We then identify the stutterings f;, B, as relative pointers into the
state-windows of ; and ;. Intuitively, this pointer identifies the current position of the stuttering,
i.e., B (resp. f2) points to one position of (the state-window of) ; (resp. ;). Whenever we require
the current state of f, i.e., we fetch the state in 7;’s window that is pointed to by the f; pointer.

Each vertex then belongs to one of three game states: the (U)-stage (update-stage), the (v)-stage,
or (3-stage. The verifier controls all vertices in the (3)-stage, and the refuter those in the (v)-stage
(vertices in the (U)-stage have a unique successor so it does not matter which player controls them).
Whenever the game is in the (U)-stage, we consider the current states of S, 2, and evaluate one
step of the LTL formula O[J(ag, # ag,). In order to win, the verifier thus needs to make sure that,
whenever the game is in the (O-stage (except on the first visit), ag, # ag, holds.” After the (©)-stage,
we progress to the (v)-stage. In the (v)-stage, the refuter can progress the (universally quantified)
71; the state window for 7, remains unchanged. As we track a window of states, this corresponds
to appending a state to that window along 7’s transitions. In the (3)-stage, the verifier can respond
by appending a state to m,’s window. Additionally, the verifier can decide if the (existentially
quantified) stutterings f; and f, should progress to the next state in the state window of 7; and
7, respectively. The verifier can thus (implicitly) control the stutterings f;, f2 by controlling the
relative pointers. By advancing the f;-pointer on m; (i.e., move the f;-pointer to the next state
in the state window assigned to ), the stuttering f; does a proper (non-stuttering) step; if the
verifier leaves the f;-pointer unchanged, it effectively performs a stuttering step by repeating the
same state it pointed to in the previous round.

Winning Strategy. In our example, the system 7~ consists of finitely many states, so the resulting
graph-based game contains only finitely many vertices. Figure 3 depicts a fragment of a winning
strategy for the verifier.* Each vertex maps 7, and 7, to a non-empty window (sequence) of states,
the stutterings f;, . are represented as arrows. Our game begins in initial vertex v, where
and 7, map to the singleton window [s¢] containing 7 s initial state, and the f; and f, pointers
point to the unique first position. In v; (in the (v)-stage), the refuter can now choose a successor
state for m; by either appending state s, (i.e., move to v,) or state s; (i.e., move to vg) to 7;’s state
window. We focus on the former case. In v, (which is in the (3)-stage), the verifier can append a state

3To track this temporal property, we translate the LTL formula to a deterministic automaton and track the state of this
automaton within each (U)-stage vertex. For simplicity, we omit this automaton in this overview section.

*A (positional) strategy for the verifier is a function that, for each vertex controlled by the verifier, fixes a concrete successor
vertex (see Section 3). We visualize a strategy as a restriction of the game graph. That is, we include all possible successor
vertices for all refuter-controlled vertices, but fix one particular outgoing edge for all verifier-controlled vertices.
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Fig. 3. We depict (parts of) a winning strategy for the verifier in the verification game for the system in
Figure 2. Each vertex maps 71, 7, to some window of states and tracks the current stage in {U),(¥),@}. We
label the vertices vy, - - - , v15. The verifier controls all vertices in the (3)-stage, marked by a thick border.

to m,’s window and decide if the f; and f; pointers should be progressed. The winning strategy
depicted here moves to vs, i.e., appends state s; and advances both f; and f,. In v3 (which is in the
(U)-stage), f; points to state s, and S, points to s;, which differ in the evaluation of a, as required
by OO(ag, # ag,). From v3, we (deterministically) move to v, by removing the first position of
the state windows for m; and m,: The f; and f; pointers (which give the current position of the
stuttering) point to the second position in each state window, so we can safely drop all positions
preceding the current position of the stuttering. In vy, the refuter can again append state s (i.e.,
move to vs) or s; (i.e., move to vg) to ;s state window. We focus on the latter case. In v, the current
window for 7, ends in state s;, so the verifier has no choice but to append s, (as it has to respect
7’s transitions). A possible move for the verifier would be to progress both the f; and S, pointers,
so they would point to states s; and s, respectively. However, this would lose the game for the
verifier as, in the next (U)-stage, ag, # ag, is violated. Instead, the verifier moves to vertex vi4, i.e.,
it only progresses the f, pointer, and leaves the f;-pointer unchanged, effectively stuttering f;
(i.e., the B; pointer still points to state sy, repeating the same state as in the previous round). In
v14, the stutterings ff; and f, thus point to states sy and s;, respectively, satisfying ag # ag,. In
v14, We, again, (deterministically) remove the first position of the 7, window. Additionally, we can
shorten 7;’s window by removing all positions trailing the f;-pointer, thereby ensuring that the
state windows never grow to more than 2 states (i.e., we deterministically move to vertex v;5).

The initial sketch in Figure 3 can be extended to a full strategy which (1) ensures that O(ap, #
ag,) holds (where we evaluate one step whenever in the (U-stage), and (2) advances the $; and 3
pointers infinitely often (i.e., stutterings f; and f, are fair). Notably, our game is designed such
that it underapproximates the power of existential quantification: If the verifier can construct
appropriate witnesses for 7, ff1, f2, no matter how the refuter constructs on 7y, then we can also
find witnesses for 75, ff1, f2 when given the entire (infinite) trace ; (as in the semantics of A-HLTL);
using the game we thus proved that 7~ satisfies ¢,

We emphasize that, even though this example is deliberately simple (for demonstration purposes),
our method is the first that can verify ¢, automatically: The system in Figure 2 is clearly not
terminating [Hsu et al. 2023], and ¢y, is not admissible (cf. Section 6.3) [Baumeister et al. 2021].
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3 Preliminaries

We write N for the set of natural numbers and B := {T, L} for the set of Booleans. Given a set
X, we write X® for the set of infinite sequences over X and X=" for the set of finite sequences of
length at most n € N. For u € X=",i € N, and x € X, we define: |u| as the length of u, u(i) € X
as the ith element in u (starting with the 0th), and u - x as the sequence where we append x
to u. For i, j € N, we define u[i, j] := u()u(i + 1) ---u(j) if |u| > j, and otherwise (if |u| < j)
uli, j] == u()u(i+1)---u(|u| — 1). Finally, we define u[i, j) := u[i, j — 1]. We denote unnamed
functions using A notation: For example, An. n + 1 denotes the function N — N that maps each
neNton+ 1

First Order Theories. HyperLTL [Clarkson et al. 2014] and A-HLTL [Baumeister et al. 2021; Hsu
et al. 2023] are evaluated over transition systems and access the current state using finitely many
atomic propositions (APs), which we can think of as Boolean variables. However, in many cases, the
variables of a system are not Boolean but come from richer domains (e.g., the set of integers). We
extend A-HLTL by including first-order formulas (modulo some fixed first-order theory) as atomic
expressions. That is, instead of accessing traces at the level of atomic propositions, we can reason
about relational formulas over complex data types and use interpreted predicates like =, #, <, . ..
[Beutner and Finkbeiner 2025a]. Formally, we assume some first-order signature and some fixed
background theory ¥ with universe V (which we can think of as the set of all values). For a set of
variables X, we write Fx for the set of all first-order formulas over variables in X. Given a formula
6 € Fx and a variable assignment A : X — V, we write A |=* 0 if 0 is satisfied by A (modulo ¥)
[Barwise 1977].

Transition Systems. As the basic computation model, we use state-based transition systems. For
this, let X be a fixed finite set of system variables. A transition system (TS) is a tuple 7~ = (S, so, k, £),
where S is a (possibly infinite) set of states, sy € S is an initial state, k : S — (25\ {0}) is a transition
function,and ¢ : S — (X — V) is a function that maps each state to a variable assignment over X. A
pathin 7" is an infinite sequence p = sys152 - - - € S (starting in s¢) such that s;41 € x(s;) foralli € N.
We write Paths(7") € S® for the set of all paths in 7. Given a path p = sps1s; - - -, the associated
trace is given by applying ¢ pointwise, i.e., £(p) := £(s9)f(s1)(sz) - -+ € (X — V)®. We write
Traces(7") € (X — V) for the set of all traces generated by 7. Given two trace t,t’ € (X — V)?,
we say t’ is a fair stuttering of t (written t’ »¢) if ¢’ is obtained from t by stuttering any position for
an arbitrary (but finite) number of steps. Formally, ¢ »¢ iff there exists a function f : N — N such
that (1) Vi € N. ¢/ (i) = t(f(i)), (2) f is monotonically increasing (i.e., i > j implies f(i) > f(j)),
and (3) f is surjective (i.e., Vi € N.3j € N. f(j) =i).

Biichi Automata. During the game, we need to track if the traces and stutterings constructed by
the verifier satisfy the LTL body of the A-HLTL formula. To accomplish this, we translate the LTL
formula to a deterministic Biichi automaton (DBA). A DBA is similar to a DFA over finite words
but accepts infinite words. We can thus run this automaton in parallel with the (infinite) behavior
of refuter and verifier, and determine if their infinite play satisfies the LTL formula.” A (DBA)
over alphabet ¥ is a tuple A = (Q, qo, J, F), where Q is a finite set of states, gy € Q is an initial
state, § : Q X ¥ — Q is a deterministic transition function, and F C Q is a set of accepting states.
Given a word u € 3¢, there exists a unique run qoq; - - - € Q% of A (starting in q¢) defined by
qi+1 = 6(q;, u(i)) for all i € N. The run is accepting if it visits states in F infinitely often. We write
L(A) € X2 for the set of words where the unique run of A is accepting.

Note that not every LTL formula can be translated to a deterministic Biichi automaton. Instead, we can use slightly more
complex deterministic parity automata, which capture every w-regular property [Piterman 2007]. Throughout this paper,
we nevertheless use simpler Biichi automata to simplify the presentation.
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Biichi Games. As a concrete game formalism, we use graph-based games, where two players
move a token from vertex to vertex along the edges of the graph. Our later game will be designed
such that the outgoing edges in the graph precisely capture the ability of either player in the current
game situation (e.g., append a state to a state window, progress a stuttering, etc.). The objective of
the verifier is to ensure that the infinite game play satisfies the LTL body of the A-HLTL formula.
As we track this LTL body using a Biichi automaton, we naturally obtain a Biichi winning objective
for the verifier. Formally, a Biichi game is a tuple G = (Vg, Vg, @, F), where V := Vg W Vig is a
(possibly infinite) set of vertices (vertices in Vi are controlled by the verifier, those in Vi by the
refuter), & : V. — (2V \ {0}) is a transition function, and F C V is a set of accepting vertices. A
play in G is an infinite sequence p € V® such that p(i + 1) € a(p(i)) for all i € N. The play p is
won by B if it visits states in F infinitely often. A positional strategy (for the verifier) (cf. [Martin
1975]) is a function o : Vg — V such that o(v) € a(v) for all v € Vig. A play p € V¢ is compatible
with o if for every i € N with p(i) € Vg, we have that p(i + 1) = o(p(i)). As we have done
in Section 2, we can think of a strategy as a restriction of the game’s state space: we include all
outgoing edges for all vertices controlled by the refuter; for each verifier-controlled vertex v € Vi
we only include the edge to vertex o(v). The verifier wins vertex v € V if there exists a strategy o
such that all o-compatible plays p (i.e., all infinite paths in the restricted vertex space) that start in
v (i.e., p(0) = v) are won by the verifier. Given a set of vertices X C V, we write winsg (B, X) if the
verifier wins G from any vertex v € X.

4 Asynchronous HyperLTL

HyperLTL extends LTL [Pnueli 1977] with explicit quantification over traces [Clarkson et al. 2014].
A-HLTL then extends the primary quantification over traces with secondary quantification over
stutterings of these traces.

REMARK 1. In the original variant of A-HLTL [Baumeister et al. 2021; Hsu et al. 2023], quan-
tification over stutterings was achieved by quantifying over so-called trajectories. For example,
V1.V . ET.0(0r,.r = On,r) States that for all pairs of traces m, 7wz, there exists some trajectory
7 that aligns both traces on the output o. Here, the pairs (71, 7) and (72, 7) denote independent
stutterings of m; and 1, respectively. This detour via trajectories leads to a convoluted semantics, as
each trajectory implicitly quantifies over stutterings for all traces, see [Baumeister et al. 2021; Hsu
et al. 2023] for details. In this paper, we propose a novel variant of A-HLTL by explicitly quantifying
over stutterings of traces. Our variant is easier to understand, allows for a simpler semantics, and is
equivalent to the original variant (see the full version). The above example can be expressed in our
new A-HLTL variant as V.V ;. 3f1 » 1. 32 » 2. ((0p, = 0p,), i.e., for each trace-trajectory pair
(71, 7), (12, T), we explicitly quantify over a stuttering of that trace.

Syntax. Let V = {my, 13, ..., 7, } be a set of trace variables and B = {f1, o, ..., Pr } be a set of
stuttering variables. We define Xg := {xg | x € X, f € B} as the set of system variables indexed by
stuttering variables. An A-HLTL formula ¢ is generated by the following grammar

@:=3m.@|Vr.0|¢
=3 |Vwr. P |y
Yy=0 ¢ [yAy|OYIYyUY
where 7 € V is a trace variable, § € 8B is a stuttering variable, and 0 € F,, is a first-order formula

over stuttering-variable-indexed system variables (i.e., Xg). We write > ¢ and (O for LTL’s derived
eventually and globally operator, respectively.
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Semantics. An A-HLTL formula from the above grammar has the form

p=Qm...Qm,. Q1> ... Qfw»m,. ¥

where 7y, ..., 1, € V are trace variables, f;,..., fx € B are stuttering variables quantifying
over stutterungs of traces my, ..., 1y, respectively (where I;,..., [ € {1,...,n}), Q € {V,3} are
quantifiers, and ¢ is an LTL formula over atoms from ¥y, (i.e., first-order formulas over variables
from Xg). Similar to HyperLTL, we first quantify over traces =, ..., 7, in our transition system
7 in typical first-order semantics. After the n traces are fixed, we proceed to the secondary
quantification over stutterings of these traces, i.e., Qf» 7 quantifies over a fair stuttering of
(the previously quantified) trace 7. After resolving the quantifier prefix, we are thus left with k
stutterings fi, . . ., Bk, and can evaluate the LTL formula . Here, each atom in the LTL formula ¢/
is a first-order formula over variables from Xg (modulo ), i.e., over the system variables indexed
by stuttering variables. In such a formula, each variable xg € Xg refers to the current value of x on
stuttering 8. For example, in ¢op, we used the atomic formula og, = 0g,, where “=" is an interpreted
predicate symbol from theory T and op,, 05, € X(4, p,) are indexed system variables.

To define the semantics formally, we maintain a trace assignment I : V — (X — V) mapping
trace variables to traces (used to evaluate trace quantification), and a stuttering assignment A :
B — (X — V)® mapping stuttering variables to traces (used to evaluate stuttering quantification).
Given a stuttering assignment A and position i € N, we write A(;) : Xg — V for the variable
assignment to Xg in the ith step, defined as A ;) (xp) := A(f)(i)(x), i.e., the value of x4 is defined
as the value of x in the ith step on stuttering A(f). Given a set of traces T € (X — V)®, and
position i € N, we define the semantics of A-HLTL as follows

ILA,if=r 3m.@ ift FteTUr-t],AilFre

ILAi =y V. @ iff VteT.I[nw t],Aifre

ILA,i|=r 3w ¢ iff 3t e (X >V t'»wIl(n) AILA[B t'],ilET ¢

ILA,i =y VBw»r. ¢ iff V' e (X > V). t'»Il(n) = ILA[f—t'],ilEr ¢
ILA,i 1 6 iff Ay EY 6

ILAi =1 ¢ iff ILA il ¢

ILAi =1 Y1 A iff ILAi ¢ and ILA, i Fr

ILAi =T Oy ifft TLAi+1fry¢

ILA, i [Fr i U iff 3j>iILA,jl=r o and Vi <k < j.ILAk =t 1.

We first populate a trace assignment II by following the trace-quantifier prefix over traces in T
and adding traces to II. For each quantified stuttering Qf » 7, we then quantify over a stuttering
t" of trace II(,r) and add it to A. Note that ¢’ is an arbitrary trace obtained by stuttering II(x);
it may not be a trace in T. Finally, we can evaluate the LTL body on the traces in A following
the usual evaluation of boolean and temporal operators. Here, an atomic formula 8 holds in step
i if the variable assignment A(;) (which assigns values to the indexed variables in Xg) satisfies
0 (modulo theory T). A transition system 7 satisfies an A-HLTL property ¢, written 7 |= ¢, if
0,0,0 Fraces(7) @, where () denotes a trace/stuttering assignment with an empty domain.

Example 4.1. In most A-HLTL formulas, we quantify (usually existentially) over one stuttering
for each trace variable. However, A-HLTL can also quantify over multiple stutterings of the same
trace [Hsu et al. 2023]. For example, in ¢op from Section 1, the low-security input is fixed initially
and never changes during evaluation (as in Zdancewic and Myers [2003]’s original definition). If
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the low-security input can change over time, the specification needs to take the infinite sequence of
low-security inputs into account. We can express such an extension as follows

V]'[l.Vﬂz. Vﬁl Vﬂ'l.Vﬁz »ITy. Eﬁg V7T1.3ﬁ4 »ITy. D(lﬁl = lﬁz) — |:|(O/33 = Oﬁ4). ((pN])

This formula requires that there exist stutterings fs, fs of w1, 7, that align the output o (similar
to ¢op), assuming the universally quantified stutterings f, > can align the low-security input /.
Phrased differently, any two traces with stutter-equivalent input should produce stutter-equivalent
output. A

Example 4.2. Multiple stutterings are also needed to analyze traces w.r.t. different speeds. We
illustrate this by examining the various variants of observational determinism found in the literature.
Given a low-security input [ € X and two low-security outputs a, b € X, the A-HLTL formula

V. V,. 3/31 >77:1.3,Bz » 7). (lﬁ1 = lﬁz) -0 (a/,vl =ag, A bﬂl = bﬁz)

requires that a and b are, together, stutter-equivalent on all pairs of traces (similar to the definitions
of Terauchi [2008]; Zdancewic and Myers [2003]). However, especially when considering distributed
systems, the individual variables on a trace might stem from different distributed components with
independent timing. In this case, we can express

Vﬂ'l. \7’712. Eﬂl P]Tl,ﬂz Pﬂ.’z,ﬁg V?Tl,ﬁzl »IT5. (lﬁl = lﬁz) — O (aﬁl =ag, A bﬁ3 = bﬂ4),

requiring that variables a and b are individually stutter equivalent, i.e., we can choose separate
stutterings for both outputs (similar to the definition of Bartocci et al. [2023]; Huisman et al.
[2006]). A

Example 4.3. McLean [1994]’s notion of non-inference states that for every trace 7, there should
exist some trace 7, that has the same sequence of low-security events but a fixed dummy high-
security input. Crucially, McLean [1994]’s definition only reasons about the (ordered) sequence of
low-security events, i.e., it does not reason about the absolute (synchronous) timesteps. In A-HLTL,
we can directly express non-inference as

Vy. Ay, 31 w11, fo w100, I:l(/\ xp, = xg,) N( /\ xp, = 1).
x€L x€H
That is, for every trace 7, there exists some trace m, such that some stutterings f;, f; can align
71, 7y so that the low-security variables (L € X) are equal up to stuttering (so the sequence of
low-security events is the same). At the same time, the high-security inputs on 7, (H € X) should
globally be set to some dummy value (which we denote with ). A

We emphasize that while stuttering in itself is not particularly interesting, it is the key technical
gadget that unifies many of the widely used information-flow properties in the same logic (see
also Section 8). That is, by extending HyperLTL with the ability to quantify over stutterings of
traces, we can suddenly express a much wider range of information-flow policies. Any verification
approach for A-HLTL can, therefore, be applied to all those properties (and variants thereof by, e.g.,
declaring some additional variable as output), instead of “re-inventing the wheel” for every new
information-flow property (or variant thereof).

5 Game-based Verification of A-HLTL

We say an A-HLTL formula is a V*3* formula if no universal trace and stuttering quantifier occurs
in the scope of an existentially quantified trace or stuttering (see, e.g., 9op and ¢ny). The idea of our
game-based verification approach is to approximate the quantifier alternation in an A-HLTL formula
as a game between a verifier (B) and a refuter (R). The refuter controls universally quantified traces
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and stutterings, and the verifier responds to each move to the refuter by updating existentially
quantified traces and stutterings (cf. Section 2). As all universal quantifiers precede any existential
quantification, the verifier updates existentially quantified traces and stutterings based on a subset
of the information available in the A-HLTL semantics: In the semantics of a V*3* formula, we
can pick existentially quantified traces and stutterings after all universally quantified traces and
stutterings are fixed. In our game, the verifier picks them step-wise, thus knowing only a finite
prefix. All formulas studied by Baumeister et al. [2021] and Hsu et al. [2023] are V*3* formulas.
In the following, we let 7 = (S, So,7, K7 £7) be a fixed system and let

Q= Q]Tl .. .Qﬂ'n. Qﬁl >y .. Q,Bk PJ'[Ik. lﬁ

be a fixed V*3* A-HLTL formula (where [,...,Ir € {1,...,n}). We define Vy C {my,..., 7}
(resp. V3) as all universally (resp. existentially) quantified trace variables, and By C {1, ..., Bk}
(resp. B3) as all universally (resp. existentially) quantified stuttering variables. For each stuttering
variable f € B, we define base(f) € V as the unique trace that f is based on (i.e., the unique 7,
where the quantifier prefix contains Qf » ). For example, in ¢y, base(f;) = base(f3) = m; and
base(f;) = base(fs) = .

In this section, we will construct a Biichi game - called G,z — which, if won by the verifier,
implies that 7 |= ¢. As we already discussed, the high-level idea of this game is to let the verifier
(resp. refuter) control all existentially (resp. universally) quantified traces and stutterings. To
formalize this, we will cast this game as a graph-based game, where each vertex in the game records
the current state of the game (e.g., the state windows, the positions of the stutterings, etc.). The
transitions of the game are then designed such that the set of possible successor vertices precisely
corresponds to all possible moves that the players can make (e.g., append a state to a state window,
progress a stuttering, etc.).

5.1 Tracking Acceptance and Fairness

While the game progresses, we need to track if the paths and stutterings constructed by the players
satisfy ¢/ (the LTL body of ¢). We accomplish this by translating i to a DBA. Additionally, we need
to ensure that all stutterings are fair, i.e., progress infinitely often. To ensure this, we consider the
following modified LTL formula

Umod = ( /\ e movedﬁ) — (( /\ 0O<> movedp) /\gb),

BeBy peBs

which includes fresh Boolean variables movedy for every f € 8. The intuition is that movedg
holds whenever the stuttering f has performed a non-stuttering step in the last round. The LTL
formula ¥/,,04 then requires that existentially quantified stutterings should progress infinitely often
(expressed using the LTL operator combination [(J<>), and i must hold, provided that all universally
quantified stutterings (which will be in control of the refuter) are fair.

Let ©® C Fx, be the finite set of first-order formulas used in . For example, in pop, © = {lﬁl =
lﬁz, 0p, = 0p, } In the following, we assume that Ay = (Q¢, qo,y» 5¢, F¢) is a DBA over alphabet
20V{movedglfeB} gccepting exactly those infinite words that satisfy 1,04. That is, in each step, we
need to tell Ay’s transition function which of the formulas in ® hold and which of the stutterings
have been progressed (via the movedy variables), and A\, tracks if this behavior satisfies ¢/,n4.

5.2 Game Vertices

In our asynchronous setting, different stutterings can point to (different positions on) the same
trace. As outlined in Section 2, we accommodate this by maintaining a window of states, i.e., for
each trace variable, we track a finite sequence of successive states in 77, akin to a sliding window.
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{sn € k7 (E(m)(IE(n)] - 1))}”

eV (1.1)

+1 if § € sched
sched € By /=B, H(p) b . (1.3)
u(p) otherwise
2(m) s, ifxreWN
S Y a2
2(m) otherwise b’ =b U sched (1.4)

(DE pb,q) » (BE, 1.V, q)

Fig. 4. Transitions for vertices in the (¥)-stage.

Each stuttering variable f is then a (relative) pointer to the state window assigned to trace base(f3),
i.e., the trace that f is a stuttering of. We parameterize our game with a bound Z € N, determining
the maximal length of each state window. If we only deal with a single stuttering per trace (as is
the case in most properties), a window of size Z = 1 generally suffices. If we consider properties
with multiple stutterings on the same trace, the bound naturally defines a trade-off between the
size of the game (a larger Z generates more vertices) and the flexibility of stutterings (a larger Z
allows multiple stutterings of the same trace to diverge further). In many cases, we can statically
infer a bound Z, while maintaining completeness (cf. Section 6).

We can now define our Biichi game G, 7 used to verify that 7 |= ¢. Each regular game vertex
in G747 has the form (stage, Z, j1,b, ), where (1) stage € {(¥), @, ©} tracks the current stage of
the game; (2) E : V — (S7)=?*! maps each trace variable to a window of states of length at
most Z+1; (3) p: B — {0,...,Z} maps each stuttering variable f to a relative position within
the window Z(base(f)); (4) b € B records which of the stutterings has made progress in the last
step (used to evaluate movedg); and (5) q € Qy, tracks the current state of Ay . In addition to these
regular game vertices, we add a dedicated error vertex ve,r, which we will reach whenever the
window bound Z is insufficient to accommodate all stutterings.

Example 5.1. Throughout this section, we will use our example from Figure 3 to illustrate
our transition rules. In Figure 3, we represent a vertex (stage, Z, i1, b, q) as follows: We depict
E: {m, m} — (S7)=? as an array of nodes; depict the stuttering pointers p : {f;, 2} — {0,1}
as arrows; and color the stuttering pointer for f in thick iff § € b. For example, the game vertex
(@, [7r1 — [so, 1], 72 [sl,sz]], [B1+— 0,0, — 1], {ﬂz},_> is depicted as vertex v14. A

We define our final Biichi game as G717 := (Va, Vi, a, F) where Vg contains all vertices of the
form (@), E, p,b, q), and Vi contains all vertices of the form (¥), Z, i, b, q), (©), E, p, b, g), and the
error vertex 0.q,r. For the accepting states, we define F := {(stage,Z, i1,b,q) | q € Fy}, ie., the
verifier wins a play by infinitely often visiting vertices in which the automaton state is accepting.
An infinite play in G, 7 is thus won by the verifier iff the simulated run of Ay is accepting iff
VUmoa is satisfied on the infinite game-play. The transition function « is defined in Section 5.3.

5.3 Transition Rules

For the error vertex vy, we define a(0epror) := {Uerror }- AS Uerror 18 a sink vertex that is not contained
in F, a visit to veor thus loses the game for the verifier. For each regular game vertex v, we define
a(v) := {0’ | v »» 0'}, where » is defined via the inference rules in Figures 4 to 6. Here, each
inference rule adds a ~»-transition, provided the premise(s) (above the inference rule) are met.

(W)-Stage. For each vertex ((¥), Z, i, b, g) in the (v)-stage, the refuter can progress all universally
quantified traces and stutterings. The transitions from such vertices are defined in Figure 4. First,
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sz € er (@@ - 1)}
sched C B3

mTeVy

, u(p)+1 if § € sched
=P, {,u(ﬁ) otherwise

H(r) s, ifmreVs

E(m) otherwise b’ =b U sched

B = Am. {

(@B pmb,q) w (Q.E, 1,0, q)

Fig. 5. Transitions for vertices in the (3)-stage.

the refuter picks states {s, € ks (E(7)(|E(7)| - 1))}716%
(premise (1.1)). Note how each s, is a successor state in 7 of the last state in the state-window
E(m) (i.e, 2(m)(|E(7)| — 1)), so each state window always models a continuous window along
some path in 7. Additionally, the refuter can decide which of the universally quantified stutterings
should be progressed by picking a subset sched C By (premise (1.1)). After {s;} e, and sched
are fixed, we can update the game vertex: We append s, to the state window Z(s) for each 7 € Vy
(premise (1.2)). At the same time, sched determines which (universally quantified) stuttering should
be progressed (i.e., make a non-stuttering step by moving to the next position in the state window).
For all § € sched, we increment the p(f) pointer (thus pointing to the next state in base(f)’s state
window), and leave p(f) unchanged for all other stutterings (premise (1.3)). We record which
stutterings have progressed by setting b’ = b U sched (premise (1.4)). Note how each possible
successor vertex of <®, =, ub, q> precisely corresponds to the intended actions that the refuter can
take in each vertex (i.e., extend the trace windows of universally quantified traces and decide on
universally quantified stutterings).

for all universally quantified traces

Example 5.2. In the example from Figure 3, the refuter only controls the trace variable
(72, B1, P2 are existentially quantified). For example, vertex v; in Figure 3 represents game vertex
(@ [77,'1 = [so], 2 [so]], [B1 0,5, — 0],0, _>. According to the rules in Figure 4, this vertex
has two successors. In premise (1.1), we can either pick s;, = sp or s, = s1, the two possible
successor states of sy (the last state in 7;’s window), cf. the transition system 7 in Figure 2. This
state is then appended to 7;’state window, leading to vertices v, and vg, respectively. Note that the
stuttering pointers are left unchanged as By = 0. A

(@-Stage. Analogously, for vertices in the (3)-stage, the verifier can progress all existentially
quantified traces and stutterings, defined in Figure 5.

Example 5.3. Consider vertex vy in Figure 3 which represents game vertex (@ [77.'1 — [0, 51], 12
[sl]], [B1 — 0,5, — 0],0, _>. According to the rules in Figure 4, this vertex has four successors:
The only choice for s,, (i.e., the state that is appended to 7,’s state window) is s, = sz (as this
is the only successor of state s; in 7, cf. Figure 2). For the scheduling, the verifier can pick any
sched C B3 = {f4, f2}. Let us pick sched = {f,}. According to the transition rules in Figure 5,
we obtain vertex <@, [77,'1 — [0, 81], 12 [sl,sz]], [B1 0,05 — 1],{f:}, _>, i.e., we append s
to m,’s state window, increment y(f;) by 1 (pointing to the next state in 7, state window), leave
4(f1) unchanged (so f; still points to the same state in ;s state window as in the previous round,
effectively stuttering f), and record that we have progressed f; by setting b = {f,}. In Figure 3,
this vertex is depicted as v14. A
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3P, P2 € B. base(f1) = base(f2) A lp(f1) —p(f)l 22 (2.1)

(@5 p1,b, q) > erpor

mo = {x | VB. (base(B) = =) = p(B) # 0} (3.1)

E(7)[0,2) if 7 ¢ mo ) u(f) —1 if base(p) € mo
= A {E(n)[l,Z+ 1) ifr e mo (3.2) | |4 =2p. {,u(ﬂ) otherwise (3.3)

¢ =6y(a.{0 €01 [xp - tr(Ebase(B) 1P ()] ey peg FT 0} U {movedy | pebl) (3.)

(@.E pb.g) w (DE 4, 0.q)

Fig. 6. Transitions for vertices in the (U)-stage.

(U-Stage. The transitions of the (U)-stage are defined in Figure 6. In (2.1), we first check if the
window size Z is insufficient to capture all stutterings for some trace variable, i.e., if there exist
two stutterings f;, f2 that point to the same state window (base(f;) = base(f,)) and differ by at
least Z steps. If this is the case, we move to v, and thus let the verifier lose. Otherwise, we
re-enter the (¥)-stage. Simultaneously, we update the automaton state of Ay (premise (3.4)): For
this, we need to evaluate all first-order formulas 6 € © (recall that ® C Fy, is the finite set of
first-order formulas used as atoms in ¢’s LTL body ). Here, 6 € © holds in the current game
vertex iff [xﬁ — tr-(E(base(B)) (u(h))) (x)] =T 6. That is, for each indexed variable xp, we take
the current state for the f stuttering, which is the p(f)th state within base(f)’s state window, i.e.,
E(base(r))(p(B)), and look up the value of x via 7 ’s labeling function ¢7. To evaluate the auxiliary
propositions of the form movedg (as used by /04 to ensure fair stutterings, cf. Section 5.1), we
use b and set movedp iff § € b, i.e., iff § has been progressed in the previous (v)-stage or @-stage.
Afterward, we reset b to the empty set. In addition to updating the automaton state, we also trim
the state windows in E and update the relative pointers accordingly. For this, we first compute a set
mo € V, which contains all trace variables 7 where no stuttering indexes the first position, i.e., all
stutterings f§ with base(f}) = 7 index a position greater than 0 (premise (3.1)). Premise (3.2) then
shifts the windows of all traces in mo by removing their first position. By construction of mo, all
stutterings have progressed past the first position, so the state at this position will never be used for
the evaluation of 1/,,,4. In addition to shifting the window, we also trim the end of the window to
ensure that the window has length at most Z. For all stutterings f € mo where we shifted the state
window (i.e., base(f}) € mo), we correct the relative positions in y by decrementing the pointer
(premise (3.3)). For every stuttering pointer f3, the current state in base(f)’s state window thus
does not change (we counteract all window shifts by decrementing the relative position).

Example 5.4. Consider vertex vy4 in Figure 3, i.e., vertex (@ [n1 — [0, 1], 12 > [s1, sz]], [f1—
0,52 — 1],{p2}, _>. In premise (3.1), we first compute mo = {m,}. Note that n; is not in mo as f;
points to ;s first state, so we cannot drop the first position in 7;’s window yet. We then, update
the state windows in premise (3.2): We remap ; to [so,s1][0,1) = [so] (as 7y ¢ mo), and 7, to
[s1,82][1,2) = [s2] (recall that we set Z = 1). We correct for this, by decrementing p(f;) since
base(f;) = m, € mo (premise (3.3)). The stuttering f, thus still maps to the s, state in 7,’s window
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(which now is at position 0 in the updated state window). This update results in vertex <®, [711 -
[so], w2 [52]], [f1+— 0,5, — 0],0, _>, depicted as vertex v15 in Figure 3. To progress the DBA
(which we omitted in Figure 3), we need to evaluate the first-order formulain © = {ag, # ag, } (used
as atomic formulas in ¢y,;) and the propositions movedg, and movedg, (premise (3.4)). In vertex
014, we obtain the current value of ag, (resp. ag,) by looking at the u(f;) = Oth (resp. p(f2) = 1th)
position in state window Z(base(f;)) = E(m1) = [so,s1] (resp. E(base(f2)) = E(m2) = [s1,2]),
which is state sy (resp. s), so ag, = €7(s9)(a) = 0 (resp. ag, = £7(sz)(a) = 1). Since b = {f}, we
get {movedﬁ | B € b} = {movedp, }, so we update the DBA state to ¢’ = 6(q, {ap, # ag,, movedg,}).
Even though we omitted the DBA in Figure 3, it is easy to see that all paths in the strategy satisfy
Umoa = OL(ap, # ap,) A movedg, A movedg,. A

5.4 Initial Vertices

Initially, we want to provide the verifier with as much information as possible, so we consider all
possible state windows of length Z for universally quantified traces (cf. Section 6.2). Formally, we
define Vi as all vertices (@), E, i, 0, go,y) where p(ff) = 0 for all f € B, and the state windows
in E satisfy: Z(7) = [so7] for all 7 € V3 (i.e., all existentially quantified traces start in a state
window of length 1), and for all 7 € Vy, Z(x) = [so,51, .. .,5z-1] Where so = so.7 and s;+1 € k7 (s;)
for 0 < i < Z -1 (ie., all universally quantified traces start in a state window of length Z that
contains consecutive states in 7~ starting from sy 7). We are interested in checking if the verifier
can win from all vertices in Vi, i.e., whether Winsg, , , (B, Vinir).

5.5 Soundness

THEOREM 5.5 (SOUNDNESs). Consider any transition system 7, a V*3* A-HLTL formula ¢, and a
bound Z € Ny,. If winsg, ,, (B, Vinit), then T |= ¢.

Proor SKETCH. We use a winning strategy for the verifier to construct witnesses for existentially
quantified traces and stutterings. For this, we step-wise simulate the universal quantified traces and
stutterings (taking the refuter’s perspective) and use the strategy’s response to construct witnesses.
A full proof is given in the full version. O

Moreover, it is easy to see that our game-based approximation is monotone in the window size:

LEMMA 5.6. For any T, ¢, if winsg, , , (B, Vinr) and Z' > Z, then winsg, , . (B, Vinit). For any
Z € Ny, there exists T, ¢ such that ~winsg, ,, (B, Vipir) but WINsGr , 7., (B, Vinir).

In the example in Section 2, we dealt with a unique stuttering for each trace, so a window of
size Z = 1 suffices to accommodate this single stuttering. If we consider multiple stutterings on the
same trace, we sometimes need larger state windows and thus bounds Z > 1. We give a concrete
example in the full version.

REMARK 2. In general, game G, 7 contains infinitely many states. If the system T~ is represented
symbolically (e.g., using first-order logic), we can derive a symbolic description of G, 7 and either
leverage existing approaches for solving infinite-state games [Beyene et al. 2014; de Alfaro et al. 2001;
Farzan and Kincaid 2018; Heim and Dimitrova 2024; Laveaux et al. 2022; Samuel et al. 2021; Schmuck
et al. 2024] or let the user solve the game interactively [Correnson and Finkbeiner 2025] (we discuss this
further in Section 8). If T is a finite-state transition system (i.e., the set of states Sy is finite), G,z is
a finite-state Biichi game, which we can compute directly. In this case, the number of vertices of G7,p,7
is exponential in the bound Z and the number of traces in ¢ (as is usual for self-compositions [Barthe
et al. 2004]), but only linear in |Sq|. As Biichi games can be solved in polynomial time [McNaughton
1993], checking if winsg,, , (B, Vinit) is decidable in polynomial time in the size of the system.
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6 Completeness

In general, our game-based verification approach is incomplete, i.e., the verifier might lose G, 7,
even though 7~ |= ¢ holds. In general, we thus cannot use the game to conclude the violation of a
property; only prove satisfaction. This incompleteness is inevitable: For a finite-state system 7,
checking if winsg, , , (B, Vinit) is decidable (cf. Remark 2), but 7 |= ¢ is, in general, undecidable
[Baumeister et al. 2021]. However, our method is complete for many fragments and thus constitutes
a (finite-state) decision procedure. In particular, the fragments for which our approach is complete
subsume many previously known decidable classes [Baumeister et al. 2021; Hsu et al. 2023].

6.1 Alternation-Free Formulas

We first consider the case in which there is at most one stuttering per trace variable, and all traces
and stutterings are quantified either existentially or universally. In this case, a window size of Z =1
already ensures completeness:

THEOREM 6.1. Let T~ be any transition system, and let ¢ be an 3* orV* A-HLTL formula with at
most one stuttering per trace. Then winsg,, (B, Vinir) if and only if T~ |= ¢.

6.2 Terminating Systems and Lookahead

In our game construction, we ensure that the state window of universally quantified traces is -
already in the initial state — always of length Z. Recall that our game approximates the A-HLTL
semantics: In the semantics of a V*3* formula, all existentially quantified traces and stutterings
are fixed knowing the entire universally quantified traces and stutterings. In our game, we let the
verifier construct existentially quantified traces and stutterings step-wise by responding to the
moves of the refuter. By always keeping the state window of universally quantifier traces of length
Z (potentially including trailing states that are not pointed to by any stuttering), we thus offer
limited clairvoyance to the verifier, i.e., the verifier can peek at the next Z states on universally
quantified traces and make more informed decisions [Abadi and Lamport 1991]. This is particularly
interesting in systems where only a fixed lookahead is needed to know the entire system execution.
We say the transition system 7 = (S, so,7, kK7, £7) is terminating (also called tree-shaped [Hsu
et al. 2023]) if there exists a bound D € N (called the depth), such that all paths of length at least D
reach some sink state, i.e., a state s € Sq- with k-(s) = {s}. Hsu et al. [2023] propose a QBF-based
model-checking approach for A-HLTL in terminating systems. We can show that our approach is
complete for terminating systems when choosing Z = D:

THEOREM 6.2. Let T be a terminating transition system with depth D and let ¢ be a V*3* A-HLTL
formula. Then winsg,, (B, Vinit) if and only if T |= ¢.

6.3 Admissible Formulas

Next, we study the so-called admissible formulas proposed by Baumeister et al. [2021]. In the
following, we assume that, in theory I, “=” is interpreted as equality on V.

Definition 6.3. An admissible formula has the form Vr; ... Vx,. 3, » ;... 3B, » 71, |, where ¢
is a boolean combination of: (1) Any number of state formulas, i.e., formulas that use no temporal
operators; and (2) A single (positively occurring) phase formula of the form A, ;0 ( A e p,(apg =

ag,)), where P; j C X. A

That is, we existentially quantify over a unique stuttering for each trace and limit the relational
formulas allowed in . We can think of the set P;; as denoting a set of colors, defined by the
evaluation of variables in P; ; (so there are [V|/Pi/l many colors). A phase formula then asserts
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O(Aacp,; ap: = ap;) for each pair i < j of traces, and thus requires that r; and r; traverse the
same sequence of P; j-colors, albeit at different speed (via stutterings ; and f;, respectively). For
example, pop is admissible (see [Baumeister et al. 2021] for further examples). We can show that
our approach is complete for admissible formulas (already for Z = 1):

THEOREM 6.4. Let T~ be any transition system, and let ¢ be an admissible A-HLTL formula. Then
winsg ., (B, Vinit) if and only if T |= ¢.

In the following, we provide a proof outline of Theorem 6.4. The first direction follows from
Theorem 5.5. For the other, assume ¢ is admissible, and 7~ |= ¢. Let Yppase = N\ ic; O ( Naep,,;(ap, =
ag,)) be the unique phase formula in . The objective of the verifier is thus to find stutterings that
satisfy /phase (Whenever such a stuttering exists).

Safe Progress Set. Each vertex v in G7,,1 controlled by the verifier 8 has the form
0= (@ [m = [susi]]iy [Bi = 0], 0.),

i.e., the traces m, ..., 7, are mapped to length-2 state windows [sy, s7], ..., [sn, S;,], respectively, and
all stutterings f, . . ., B, point to the 0th position in the windows. We assume that v locally satisfies
all coloring constraints in Y/ypgse, i.€., foralli < jand a € P; j, f7(s;)(a) = £5(sj)(a); if this is not the
case, Yphase is already violated. Call this assumption (A). In vertex v, the verifier can decide on which
of the stutterings fi, ..., B, should be progressed. We can thus identify each possible successor
vertex of v by a so-called progress set M C {1, ..., n}. Intuitively, M contains exactly those indices i
on which f; performs a non-stuttering step by progressing from state s; to s;. For M C {1,...,n},
we define states next) (1),..., nextM(n) € S by defining next} (i) := s; if i € M and otherwise as
nextM (i) := s;. That is, every stuttering f3; progressed in M is mapped to the second position in the
state window in o (i.e., s;), and all non-progressed stutterings remain in the first state (i.e., s;). We
say progress set M is safe if for every i < j, and every a € P; j, tr-(nextM(i))(a) = t7(next¥(j))(a),
i.e., M ensures that all coloring constraints are satisfied locally in the next step.

Maximal Safe Progress Set. Crucially, the coloring constraints in ¥/pas are equalities and thus
symmetric: For example, assume that (1) progress set {i} is safe, and (2) progress set {;j} is also
safe. Then, by (1), s/ has the same P; j-color as s;, by (2), s; has the same P; j-color as 57, and, by (A),
s; has the P; j-same color as s;. This already implies that s; has the same P; j-color as s7; progress
set {i, j} is also safe. More generally, the set of safe progress sets forms a join-complete semilattice:

LEMMA 6.5. If M; and M, are safe progress sets, then M; U M, is a safe progress set.

We can thus define M]'* as the unique maximal safe progress set in vertex v (defined as the
union of all safe progress sets). We can now, informally, define a winning strategy ¢™* for B: In
each vertex v that satisfies (A) and still needs to satisfy 1/,pq5, We define 6™%*(v) := o', where

v = (@,[n,- — [si, slf]];, [/3,— — ite(i € M)'™, 1, 0)]?:1, {ﬁi |ie M;"“x},q>.
Here, we write ite(b, x, y) to be x if b holds and otherwise y (short for if-then-else). In v’, the verifier
advances the f;-stuttering on 7; (by incrementing the p-pointer from position 0 to 1) iff i € M™%,
If v does not need to satisfy /nas (€.g., because the state formulas already suffice to satisty /), the
verifier progresses all stutterings f, ..., B,.

Intuitively, %" thus always (locally) progresses as many stutterings as possible while ensuring
that the coloring constraints in {4 hold in the next step. For any combination of traces my, .. ., 7,
that satisfies 3 » oy ... 3Bn » . Yphase, strategy o™** automatically finds a stuttering such that
Uphase holds. It is thus easy to see that the verifier wins G7,,1 by following strategy ™, proving
Theorem 6.4.
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6.4 A New Decidable Fragment

Using a similar idea as in Section 6.3, we can show that our game-based method is complete for an
even broader class of properties. The main idea is that we want to preserve the ability to find a
maximal safe progress set, i.e., whenever we can safely progress some stuttering f; and can safely
progress some stuttering f3;, we can also safely progress both f; and f;.

Given an assignment A : X — V, and a stuttering variable § € B, we write A? : Xipp =V
for the indexed assignment defined as A? (xp) := A(x). For two stuttering variables f;, §; € 8,
we say a formula 6 € Fy, pupy) 1S rectangle closed if the following holds: for any assignments
A,B,C,D : X — V we have:

(Aﬁi UBP R 9) A (cﬁf UBP T 9) A (Aﬁi UDF R e) - (cﬁi UDF R 9),

i.e., if (A, B), (C, B), and (A, D) all satisfy 6, then so does (C, D).

In admissible formulas, we always deal with equalities of the form ag, = ag; (for a € P; j), which
are clearly rectangle closed. More generally, all equalities of the form 6 = (e; = e;) — where e; and e,
are first-order terms (cf. [Barwise 1977]) over a unique (not necessarily the same) stuttering variable
- are rectangle closed. For example, ag, = (bg, +cp,) is rectangle closed, but ag, = (bg, + cg,) is not.

Definition 6.6. A rectangle closed invariant is a formula ¢ = Vm; ... 7, 31w my ... AP > 7, Y,
where 1/ is a boolean combination of: (1) Any number of state formulas; and (2) A single (positively
occurring) formula [J A ycg 0 where every 0 € © is rectangle closed. A

It is easy to see that any admissible formula is a rectangle closed invariant (any equality ag, = ag,
is rectangle closed). Note that an admissible formula only allows constraints of the form ag, = ag,,
i.e., assert equalities between the same variable on both traces. Rectangle closed invariants allow
arbitrary expressions and can thus relate arbitrary variables between two traces. Using the same
proof idea as for Theorem 6.4, we can show the more general result:

THEOREM 6.7. Let 7~ be any transition system, and let ¢ be a rectangle closed invariant. Then
Winsg‘f,qz,l (%’ Vvinit) l:fand Only lf‘T |: Q.

Example 6.8. For example, assume that a system consists of bits (Boolean variables) wi,..., wn,
but an attacker cannot observe the bits individually. Instead, using a probing attack [Wang et al.
2017], it can detect if some bit is currently enabled. We can generalize Zdancewic and Myers [2003]’s
observational determinism to this more restrictive attacker setting by defining

V.V 3B wm . 3Pow . (lg, =1g,) — O ((wlﬁ1 Ve Vwng) = (wlg, V-V wnﬁz)),

requiring that only the value of w1l V --- V wn agrees on both traces. A

7 Implementation and Evaluation

Beyond our theoretical contributions, our game can be used directly for the (semi-) automated
verification of A-HLTL. Notably, our entire framework applies to both finite and infinite-state
systems. For infinite-state systems, we envision our approach to be used for interactive verification
(similar to successful approaches for HyperLTL [Correnson and Finkbeiner 2025]); we discuss this
further in Section 8. For finite-state systems, we can directly construct and solve the game, resulting
in a fully automated verification method. Note that such finite-state methods are still interesting in
an infinite-state setting. Abstractions (e.g., generated by a set of predicates [Graf and Saidi 1997] or
an abstract domain [Cousot and Cousot 1977]) typically abstract infinite variable domains, while
maintaining the temporal behavior of the system, i.e., the abstraction of an infinite-state system
results in a finite-state system where each step of the infinite-state system corresponds to one
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Table 1. We compare HyMCA with HyperQB [Hsu et al. 2023] on terminating systems. We depict the size of the
system(s) (|S]), the verification result, and the total time taken by each tool (¢). For HyMCA, we additionally give
the time needed to construct (tcns:) and solve (tsone) G7,1, as well as the number of vertices (|G]). Execution
time is measured in seconds, and the timeout (denoted “-”) is set to 5 minutes. Note that for HyMCA, the total
time t can be slightly larger than the sum of t.o,s and tgope, as it, e.g., includes parsing and preprocessing.

[Hsu et al. 2023] HyMCA

Instances Property S| Result t teonst |G| tsolve t

ACDB @oD 110 X 2.96 1.00 17,119 054 1.86
ACDB,40r Yo 679 X 12.06 358 71,269 229 7.18
CoNcLEAK @oD 577 X 27.16 344 59,495 2.29 6.51
CONCLEAK g1 9oD 2821 X - 62.1 899,014 459 114.4
SPECEXECY; QSNT 29/57 X 3.71 0.199 1,219 0.09 0.69
SPECEXECY, OSNT 109/169 v 8.15 0.15 355 0.05 0.82
SPECEXECy3; OSNT 88/169 X 11.65 0.38 4,041 0.19 1.69
SPECEXECyy OSNI 94/169 X 10.45 0.71 11,797 0.34 2.01
SPECEXECYy; QSNT 94/169 X 7.91 0.15 925 0.05 0.96
SPECEXECy; QSNT 85/169 X 10.80 0.62 9,573 0.29 1.93
SPECEXECYy; OSNT 109/169 v 7.65 0.13 355 0.04 0.82
DBE Psc 9/7 ve 1.22 0.13 469 0.06 0.43
LP Ysc 81/77 Ve 3.22 0.78 18,705 0.63 1.63
EFLP Ysc 81/249 v 15.34 2.6 68,015 24 5.82
CAcHETA Yop 49 X 2.51 0.44 7,683 0.34 1.03
CACHETA nder+loops  POD 59 X 3.79 226 72,812 254 507
CACHETA nget-+loops  POD 87 X 23.31 6.26 170,509 6.9  13.57

computation step of the finite-state abstraction. Verifying properties like Zdancewic and Myers
[2003]’s OD on the abstraction, therefore, still requires finding an appropriate stuttering. The
core computational challenge of A-HLTL verification is still present in the finite-state abstraction,
making finite-state verification results and tools relevant.

As a proof-of-concept, we have implemented our game-based method for finite-state systems in
a tool we call HyMCA. HyMCA reads a system 7~ (in the form of a symbolic NuSMV system [Cimatti
et al. 2002]), an A-HLTL formula ¢, and a bound Z € N, and automatically constructs and solves
G747 (encoded as an explicit-state game). If desired, HyMCA can also resolve traces on different
systems [Goudsmid et al. 2021]. Internally, we use spot [Duret-Lutz et al. 2022] to convert LTL
formulas to deterministic automata and use oink [van Dijk 2018] to solve G 7.

Terminating Systems. First, we evaluate HyMCA on terminating systems using the benchmarks
from Hsu et al. [2023]. While the QBF-based bounded model-checking approach of Hsu et al. [2023]
is, in theory, applicable to arbitrary formulas, their implementation (HyperQB) only implements a
few fixed formula templates. We use the following subset of admissible templates: observational
determinism (pop), speculative non-interference [Guarnieri et al. 2020] (¢sny), and correct compila-
tion (¢sc), and check them on various NuSMV models. See [Hsu et al. 2023] for details. All three
properties are admissible and thus fall in the fragment for which HyMCA is complete (cf. Theorem 6.4).
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Table 2. We verify A-HLTL properties on non-terminating (reactive) systems. We give the verification result
and execution time of HyMCA.

System Property Result tymca System Property Result tyymca
Figure 1ajy, (2 bit) ©oD e 0.31 Figure 2 ©oD Ve 0.25
Figure lagy, (4 bit) ©®oD v 0.45 BUFFER ©®oD X 0.46
Figure 1agy, (8 bit) ®oD v 1.21 BUFFER ONI v 0.54
Figure 1a (2 bit) ©®oD v 0.33 BUFFERgelqy,7-3 ONI v 31.63
Figure 1a (4 bit) ®op v 1.15 BUFFERfipped ©®op X 0.76
Figure 1a (8 bit) ©oD v 109.43 BUFFER ONI Ve 1.32

We depict the verification results and times in Table 1. We used the fixed window size of Z = 1,
which suffices for completeness. We write v/(resp. X) if the property is satisfied (resp. violated),
which - by completeness — we can directly infer by solving the game. Generally, we observe that
the HyperQB performs well if the system contains many states but is very shallow, leading to a
small QBF encoding. Still, HyMCA performs faster than HyperQB in a majority of the instances.

Reactive Systems. A particular strength of our approach is the ability to, for the first time,
automatically verify A-HLTL on reactive, i.e., non-terminating, systems. We depict a few test cases
in Table 2. First, we check ¢op on the programs from Figure 1a (and a synchronous version thereof).
To increase the size of the system, we scale the number of bits stored in each variable. We also check
more complex (non-admissible) A-HLTL properties like ¢xy (cf. Example 4.1) on non-terminating
systems. For example, the BUFFER instance models a system that propagates the low-security input
(which can change in each step) to the output (potentially with a delay). The system, therefore,
violates ¢op but satisfies ¢n;. We stress that these examples are not meant as real-world examples
but rather serve as simple abstractions of real-world components. The A-HLTL properties reason
about the infinite executions of these programs, making verification very challenging (none of the
previous methods could automatically verify these examples).

Beyond Finite-State Systems. We emphasize that HyMCA implements our novel game-based ver-
ification approach in its simplest possible form by computing an explicit-state parity game. Our
preliminary experiments show that even such a direct implementation performs well compared to
previous QBF-based methods. We stress that the main complexity in A-HLTL verification stems
from the expressiveness of the logic itself; the complexity (size) of the system plays a secondary role.
All properties checked in Tables 1 and 2 use the high-level asynchronous reasoning of A-HLTL, and
delegate the search for an appropriate asynchronous stuttering to the verification tool (cf. Section 8).
Our prototype is not meant as a full-fledged verification tool. Instead, it demonstrates that the
game-based approach works well in a finite-state setting. A key advantage of our game lies in its
applicability to infinite-state systems. For example, in the domain of synchronous HyperLTL, Co-
enen et al. [2019b] showed that the synchronous game-based approach works well in a finite-state
setting, leading to successful adoption to infinite-state systems; either by solving infinite-state
games automatically [Beutner and Finkbeiner 2022b; Itzhaky et al. 2024] or interactively [Correnson
and Finkbeiner 2025]. Our approach handles more general asynchronous properties (including
well-known examples like OD), and provides a valuable abstraction: instead of reasoning over
infinite traces and stutterings, we only need to reason locally over a finite window of states and
pointers within that window. As we argue in Section 8, our game thus forms the foundation to
extend verification to infinite-state systems.
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8 Related Work

Relational Program Logics. Relational Hoare Logic [Benton 2004] — and related Hoare-style hyper-
property specifications [Assaf et al. 2017; Beutner 2024; Dardinier and Miiller 2024; Dickerson et al.
2022; D’Osualdo et al. 2022; Gladshtein et al. 2024; Maillard et al. 2020; Sousa and Dillig 2016] -
relate the initial and final states of multiple program runs and are thus inherently “asynchronous”
(program executions can take a different number of steps to termination). However, RHLs struggle
to express temporal hyperproperties, i.e., properties that reason about the temporal behavior along
possibly infinite executions (as, e.g., found in infinite protocol interactions or reactive systems),
which are needed for properties like Zdancewic and Myers [2003]’s observational determinism.

Hypersafety and Commutativity. Various works have studied the 10=0
verification of hypersafety properties by exploiting commutativity e =0
[Antonopoulos et al. 2023; Eilers et al. 2023, 2020; Farzan et al. 2022; 3 repeat
Farzan and Vandikas 2020; Shemer et al. 2019]. These approaches at-  , 4 = | ¢ / p |
tempt to find an alignment of different executions that aids verification . - . ;+ 1
by exploiting the fact that we can interleave different program execu-
tions. Our work differs from these approaches in that quantification  Fig 7. Example program
over alignments (aka stutterings) is part of the specification and not just a
technique that helps during verification. Let us take Zdancewic and Myers [2003]’s observational
determinism (OD) as an example, which states that all pairs of traces with (initially) identical
low-security input are stutter-equivalent w.r.t. the output. To verify this property, intermediate
program steps, i.e., steps where the output does not change, can be interleaved arbitrarily. The
problem is that one of the verification challenges lies in the identification of points where the output
changes.

Example 8.1. Consider the simple integer-based program in Figure 7. Here, | -| rounds down to
the nearest integer. It is easy to see that the output sequence of this program (per loop iteration) is
o"1h2h ... ie. for the first h loop iterations, the value of o is 0, and so forth. The output of the
program is stutter-equivalent independent of h; the program satisfies OD. Yet, verifying this using
commutativity-based frameworks is difficult. Most existing frameworks [Beutner and Finkbeiner
2022b; Eilers et al. 2020; Farzan and Vandikas 2020; Itzhaky et al. 2024; Shemer et al. 2019; Unno
et al. 2021] search for some alignment that facilitates an easy proof of the property. To express
OD, we do, however, want to compare the output of two executions whenever the output changes,
i.e., identifying points at which the executions should synchronize is (implicitly) part of the OD
specification. In the above frameworks, we would need to enforce the alignment manually (by, e.g.,
defining explicit observation points or adding synchronization assertions). Only afterward can the
k-safety verifier find some alignment (between two points where the output changes) that aids
verification. In our example, we cannot infer the points where the output changes syntactically. In
contrast, A-HLTL offers a richer, higher-level specification language, allowing us to easily express
Zdancewic and Myers [2003]’s OD by using first-class quantification over stutterings (see ¢op), i.e.,
the identification of points that need to be aligned is part of the specification itself. A

Our approach thus differs from existing verification approaches in the expressiveness of the spec-
ification language: Most hypersafety frameworks exclusively focus on the verification challenges
stemming from infinite state space, whereas our work focuses on the complexity stemming from
the specification logic itself.

Temporal Logics for Asynchronous Hyperproperties. In recent years, many logics have been pro-
posed for the specification of asynchronous hyperproperties Examples include A-HLTL (the main
object of study in this paper) [Baumeister et al. 2021], H, and mumbling H,, (extensions of the
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polyadic p-calculus), [Gutsfeld et al. 2021, 2024], OHyperLTL [Beutner and Finkbeiner 2022b] (an
extension of HyperLTL with explicit observation points), HyperLTLg [Bozzelli et al. 2021] (an
extension of HyperLTL where operators can skip evaluation steps), HyperLTL¢ [Bozzelli et al. 2021]
(an extension of HyperLTL where only some traces progress), variants of team semantics [Gutsfeld
et al. 2022; Krebs et al. 2018], and extensions of first-order logic with explicit quantification over
time [Bartocci et al. 2022]. Bozzelli et al. [2022] studied the expressiveness of many of these logics
and found that most of them are incomparable.

Verification of A-HLTL. Baumeister et al. [2021] study a restricted class of A-HLTL properties
called admissible (see Section 6.3). They show that finite-state model-checking of admissible formulas
is decidable, and provide a manual reduction to (synchronous) HyperLTL. Hsu et al. [2023] study
terminating systems (see Section 6.2) and present a QBF-based bounded model-checking approach.
Unlike previous techniques for A-HLTL, our method is soundly applicable to arbitrary V*3* A-HLTL
formulas, i.e., it might succeed in verifying a property that does not fall into any known decidable
fragment.

V*3* and Game-Based Verification. In recent years, many techniques for verifying hyperproperties
beyond k-safety have been proposed [Antonopoulos et al. 2023; Beutner and Finkbeiner 2022b;
Itzhaky et al. 2024; Unno et al. 2021]. These techniques combine the search for a suitable alignment
with the search for witness traces for existential quantifiers. For example, Unno et al. [2021] encode
verification of V*3* properties as a specialized form of Horn clauses and let the solver figure out
an appropriate alignment. Currently, their encoding only searches for some alignment that aids
verification. It is an interesting future work to study if the encoding can be extended with explicit
quantification over alignments (as in A-HLTL). Beutner et al. [2024]; Correnson et al. [2024]; Hsu
et al. [2023] employ bounded unrolling to verify or refute V3 properties. Our verification approach
is rooted in a game-based interpretation of traces and stutterings. For synchronous HyperLTL
properties, such game-based interpretations have been employed successfully to approximate
expensive quantifier alternations [Beutner and Finkbeiner 2022a; Coenen et al. 2019b]. The dynamics
of our asynchronous game differ substantially from synchronous games. Our key idea of using
windows and relative pointers allows the players to have direct control over the stuttering of traces,
which is key to approximating A-HLTL’s semantics. In particular, our asynchronous game allows
the players to control the speed (i.e., stuttering) of the traces individually. Beutner and Finkbeiner
[2022b]; Itzhaky et al. [2024] employ a game-based semantics for asynchronous V*3* properties
expressed in OHyperLTL. In this logic, the user indicates at which points the executions should
synchronize, and the verifier attempts to find an alignment between these so-called observation
points. As argued before, A-HLTL allows explicit quantification over stutterings, which is necessary
to succinctly express properties like OD; to express OD in OHyperLTL, we would need to manually
place observation points whenever the output changes, which is often not possible syntactically
(cf. Example 8.1). It is interesting to see if the CHC encoding by Itzhaky et al. [2024] can be extended
to allow explicit reasoning over stutterings, perhaps using our novel idea of using state windows
and relative pointers.

Refinement, Stuttering, and Simulation. A particularly interesting class of V3 hyperproperties
are refinement properties. Given two systems 77 and 7, and a set of observable variables Obs, we
can easily express a lock-step refinement property using (synchronous) HyperLTL as ¢

refine =
V. 3m2. O ( Ageows 4r, = am,)- A popular method for proving a refinement property (such as
qoje};gne) is to establish a simulation relation between 77 and 7; [Milner 1971]. A popular technique

for automatically checking the existence of a (synchronous) simulation relation is to exploit the
connection between simulation relations and winning strategies in simulation games [Stirling 1995].
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While ‘P:Z;ne requires a lock-step refinement, it often suffices to establish a stuttering refinement
property (see, e.g., [Leroy 2006]), which we can easily express in A-HLTL as

Vry. 3. 3y w3 P » . O ( /\ ag, = ag,). (@refine)
acObs

That is, for any execution m; in 77, there exists some execution m; in 7; that, up to stuttering,
agrees on the values of all observable variables. We can prove ¢yfin by finding a stutter simulation
[Namjoshi 1997; Namjoshi and Tabajara 2020]: As long as either of the systems makes a “tau-step”,
i.e., a step that does not change any variable in Obs and thus does not emit a “visible event”, the
other system is allowed to stutter. Our game-based technique can thus be used as a principled
method for proving stuttering refinement. In this light, we can see our game-based verification
method as an asynchronous extension of synchronous simulation games; at least in the very special
case of ¢fi,.. Notably, our game-based method — when applied to ¢,.f,. — naturally allows both
copies to be stuttered independently (as long as the stuttering is progressed infinitely often on both
traces), i.e., our technique does not require synchronous progress where both systems eventually
progress together (cf. [Cho et al. 2023]).

Interactive Verification of Infinite-State Systems. In our implementation, we focused on finite-state
systems in order to evaluate our method against existing approaches. All our results (including
soundness and completeness) also apply to infinite-state systems. While we could attempt to
construct and solve the resulting infinite-state game automatically (see, e.g., [Beyene et al. 2014;
de Alfaro et al. 2001; Farzan and Kincaid 2018; Heim and Dimitrova 2024; Laveaux et al. 2022; Samuel
et al. 2021; Schmuck et al. 2024]), the more promising direction is to aim for an interactive proof
method. Correnson and Finkbeiner [2025] recently used the game-based approach for synchronous
HyperLTL [Beutner and Finkbeiner 2022a; Coenen et al. 2019b] to develop an interactive proof
system to verify V3 properties in infinite-state software. Intuitively, their approach uses co-induction
to incrementally unfold the underlying game and let the user implicitly define a strategy. Our
game-based approach can handle asynchronous hyperproperties that quantify over stutterings, but
still yields a plain two-player game. This game enables a clear verification objective for the user
and provides the much-needed abstraction from infinite traces and stutterings; the user only needs
to reason about stuttering in the current state. Our game then allows us to employ frameworks
similar to those used by Correnson and Finkbeiner [2025] to let the user interactively prove A-HLTL
properties by incrementally unfolding the game arena. Our work thus lays the foundation for
developing a unified proof system that can handle many prominent information-flow policies in
reactive systems.

9 Conclusion and Future Work

In this paper, we have presented a principled approach for the (automated or interactive) verification
of asynchronous hyperproperties expressed in A-HLTL. Our method approximates quantifier
alternation as a game and seamlessly supports quantification over stutterings. This allows for sound
verification of arbitrary V*3* A-HLTL properties, well beyond the fragments supported by previous
methods. Moreover, we have shown that our method is complete for many fragments and thus
constitutes a finite-state decision procedure.

Our work leaves numerous exciting directions for future extension. On the theoretical side, one
can, e.g., extend our game-based view to support A-HLTL formulas beyond the V*3* fragment
by incorporating incomplete information [Reif 1984]; intuitively, the verifier should not base its
decision on universal traces and stutterings quantified after the (existentially quantified) objects
controlled by the verifier [Beutner and Finkbeiner 2025b,c]. On the practical side, we consider the

Proc. ACM Program. Lang., Vol. 9, No. OOPSLAZ2, Article 352. Publication date: October 2025.



352:24 Raven Beutner and Bernd Finkbeiner

verification of infinite-state (software) systems to be of particular interest. As we argued above, our
game-based methods (and proofs) also apply to (symbolically represented) infinite-state systems,
yielding infinite-state games. Exploring effective techniques to solve the resulting (now infinite-
state) game and developing abstraction techniques for a (possibly unbounded) window of states
are challenging open problems. More concretely, it is interesting to apply the interactive proof
system of Correnson and Finkbeiner [2025] to our game, allowing the user to verify asynchronous
hyperproperties in infinite-state reactive systems interactively.
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