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ABSTRACT
Hyperproperties are system properties that relate multiple exe-
cution traces in a system and can, e.g., express security policies,
knowledge properties, path planning, and robustness requirements.
Logics for expressing temporal hyperproperties - such as Hyper-
LTL - extend LTL by quantifying over executions of a system. Many
properties used in practice require one or more quanti!er alterna-
tions, which presents a major challenge for veri!cation. Complete
veri!cation methods require a system complementation for each
quanti!er alternation, making it infeasible in practice. A cheaper
method interprets the veri!cation of a HyperLTL formula as a two-
player parity game between universal and existential quanti!ers.
This game-based approach is very e"cient and allows for inter-
active proofs, but is limited to →↑↓↑ HyperLTL formulas, leaving
important properties out of reach. In this paper, we argue that
we can extend the game-based veri!cation approach to arbitrary
HyperLTL formulas, by utilizing multiple players and incomplete
information.
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In 2004, Clarkson and Schneider [21] coined the term hyperproper-
ties for the rich class of system requirements that relate multiple
executions. In contrast to trace properties – i.e., properties over
individual executions, expressed, e.g., in linear-time temporal log-
ics (LTL) [36] – hyperproperties can express important properties
related to information #ow, robustness, and security.

While originating in the study of information #ow properties,
hyperproperties have since established themself as a much more
general framework that captures properties from many di$erent
areas, including, e.g., knowledge properties in multi-agent systems
(MAS) [12, 13, 26, 38]. As an example, we consider some MAS with
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agents 1, . . . ,𝐿, and some LTL property𝑀 , and assume that we want
to verify that there exists at least one execution of the MAS such
that agent 𝑁 knows that 𝑀 holds. Formally, knowing that 𝑀 holds
on some execution trace 𝑂 means that 𝑀 must hold on all traces
that are indistinguishable from 𝑂 for agent 𝑁 (cf. [26]), which is a
hyperproperty. To express such properties, we can either employ
dedicated knowledge operators (see, e.g., LTLK [26]), or use logics
that can natively express (much more general) hyperproperties. For
example, we can express the above requirement in HyperLTL – an
extension of LTL with explicit quanti!cation over execution traces
[20] – as follows

↓𝑃1 .→𝑃2 . 𝑃1 ↔𝐿 𝑃2 ↗ 𝑀 [𝑃2], (K1)

where we write 𝑀 [𝑃2] to indicate that 𝑀 holds on trace 𝑃2, and
𝑃1 ↔𝐿 𝑃2 denotes that executions 𝑃1 and 𝑃2 appear identical under
agent 𝑁’s observations of the MAS. The above formula thus states
that there exists some trace 𝑃1, such that all traces 𝑃2 that appear
identical to agent 𝑁 satisfy𝑀 .

Using the #exibility of HyperLTL’s trace quanti!cation, we can
also express nested knowledge properties. For example, we can
express that – on some execution – agent 𝑁 knows that agent 𝑄 does
not know that𝑀 holds:

↓𝑃1 .→𝑃2 .↓𝑃3 .↓𝑃4 . 𝑃1 ↔𝐿 𝑃2 ↗(
𝑃2 ↔𝑀 𝑃3 ↘ 𝑃2 ↔𝑀 𝑃4 ↘𝑀 [𝑃3] ↘ ¬𝑀 [𝑃4]

)
.

(K2)

That is, for every trace 𝑃2 that agent 𝑁 cannot distinguish from 𝑃1,
there exists two traces 𝑃3, 𝑃4 that agent 𝑄 cannot distinguish from
𝑃2, one of which satis!es 𝑀 and one violates 𝑀 . The existence of
𝑃3, 𝑃4 ensures that agent 𝑄 does not know whether𝑀 holds on 𝑃2.

Apart from knowledge properties, HyperLTL can express a wide
range of other properties that are relevant in MASs, including
fairness (where we, e.g., need to compare multiple executions of
applicants that only di$er in sensitive attributes) [40], robustness
(where we, e.g., need to check that any pair of executions with
similar input also have similar output) [15, 19, 35], opacity (where
the behavior of some agent should not reveal secret information, i.e.,
the same observable behavior can be generated by a trace without
secret information) [2, 33], and optimal planning (where some path
is at least as good as all alternatives) [39].

Veri!cation of HyperLTL. We are interested in verifying that a
given !nite-state transition system T satis!es a given HyperLTL
formula 𝑅 . Unsurprisingly, the quanti!er structure of 𝑅 directly
impacts the complexity of the veri!cation problem. Alternation-
free formulas (i.e., formulas where all quanti!ers are of the same
type) can be checked very e"ciently on the self-composition of
the system [4, 27]. Veri!cation gets much more challenging when
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the formula includes quanti!er alternations, e.g., K1, K2. Here, com-
plete approaches require an expensive system complementation or
inclusion check for each alternation in the formula [10, 20, 27].

A cheaper (but incomplete) veri!cation method for →↑↓↑ formu-
las (i.e., formulas where an arbitrary number of universal quanti-
!ers is followed by an arbitrary number of existential quanti!ers)
is based on a game-based interpretation [8, 11, 22]. Concretely, we
interpret the veri!cation of a HyperLTL formula →𝑃1 .↓𝑃2 .𝑀 (where
𝑀 is the LTL body) as a game between two players. A refuter con-
trols the universally quanti!ed trace by moving through a copy of
the underlying system, thereby constructing a concrete trace for 𝑃1.
The veri!er reacts to the moves by the refuter and moves through
a separate copy of the system, thereby producing a concrete trace
for 𝑃2. The goal of the veri!er is to ensure that 𝑃1 and 𝑃2, together,
satisfy 𝑀 . If we can !nd such a strategy for the veri!er, we can
conclude that the →↑↓↑ property is satis!ed. We can think of the
veri!er’s strategy as providing a step-wise construction of a con-
crete witness trace for 𝑃2, no matter what trace we choose for 𝑃1.
This game-based approach is e"cient (polynomial in the system
size), and, perhaps even more importantly, allows for interactive
proofs and easy-to-check certi!cates. For example, we can use the
game-based framework to let the user construct a strategy manually
(potentially supported by a proof assistant) [23], allowing veri!ca-
tion even in situations where automated techniques fail. Likewise,
we can use a winning strategy for the veri!er as an (easy-to-check)
certi!cate that the property is indeed satis!ed [14].

Unsoundness Beyond→↑↓↑. The game-based veri!cation approach
has proven useful in many applications [8, 22], including the veri!-
cation of in!nite-state systems [9, 23, 32]. However, the approach
is limited to →↑↓↑ properties. Intuitively, as soon as we consider
properties beyond →↑↓↑, the step-wise selection of the traces leads
to unsoundness, i.e., cases where a winning strategy exists even
though the property is violated. This unsoundness occurs for simple
↓↑→↑ properties like K1 and also for properties with multiple quan-
ti!er alternations like K2. Consequently, for properties outside the
→↑↓↑ fragment,no e"cient veri!cation approach exists, nor does
there exist any approach that enables interactive proofs or supports
easy-to-check witnesses.

The Solution: Incomplete Information. We propose a novel adap-
tion of the game-based method that allows for sound veri!cation
of arbitrary HyperLTL formulas. Our key observation is that the
unsoundess of the game is directly linked to the players’ informa-
tion. In a ↓𝑃1 .→𝑃2 .𝑀 property, we must !nd a unique witness trace
for 𝑃1 that works for all possible choices of 𝑃2. However, if we view
veri!cation as a game, the players construct the witness traces in a
step-wise fashion. The veri!er – who is in control of the existen-
tially quanti!ed 𝑃1 – can thus observe the previous steps of the
refuter. In particular, the witness trace for 𝑃1 (which is constructed
by the veri!er) can depend on pre!xes of 𝑃2 (constructed by the
refuter), leading to situations where the veri!er can win the game,
even though no witness for 𝑃1 exists.

Consequently, our key conceptual contribution is the observation
that, to achieve soundness, we need to reason about incomplete
information. We replace the simple →↑↓↑ two-player game (played
under full information) by a multiplayer game where each player
corresponds to one trace variable quanti!ed in the formula. These

players construct their respective trace step-wise; similar to the
→↑↓↑ game. Within the resulting game, we are interested in the joint
strategic ability of all players in control of an existentially quanti!ed
trace, i.e., we search for strategies for all players that correspond to
existentially quanti!ed traces (which we can think of as the veri!er
coalition) that, together, ensure that the LTL body of the formula is
satis!ed no matter how players in control of universally quanti!ed
traces (the refuter coalition) behave. To ensure soundness of this
game, we carefully design an observation model for each player.
That is, a player constructing some trace cannot observe the global
state of the game (which would lead to unsoundness) but has a
limited view on the behavior of the other players. Intuitively, our
observation model ensures that the player controlling some trace
𝑃 can only observe the behavior of the players that construct the
traces quanti!ed before 𝑃 .

E!"#$%& 1. Consider the ↓→↓↓ property K2 from before. In our
game, we use 4 players controlling traces 𝑃1, 𝑃2, 𝑃3, 𝑃4, respectively.
The game maintains the current system state for all traces and uses
an automaton to track whether the traces generated during the game
satisfy the LTL body. In each round, the players update their current
state by moving along some transition of the underlying system. Using
incomplete information, we ensure that the strategy controlling a trace
𝑃𝐿 only depends on the traces quanti!ed before trace 𝑃𝐿 . For example,
the player controlling 𝑃1 plays oblivious, i.e., does not observe the
behavior of any other player; the player controlling 𝑃4 can observe
the behavior of all other players.

We obtain a multiplayer game played under incomplete infor-
mation that, if won by the veri!er coalition (i.e., all players that
control existentially quanti!ed traces), ensures that the formula
holds on the given system.

Hierarchical Information. In general, multiplayer games under
incomplete information are undecidable. However, the resulting
veri!cation game falls in a well-known class of gameswhose winner
can be computed e$ectively. Namely, games where the information
of the players is hierarchical, i.e., the players can be totally ordered
according to their information [5–7, 18, 29, 34].

Potential Applications. Similar to the full-information game for
→↑↓↑ properties, our game-based approach can be used for inter-
active veri!cation and certi!cate generation of – now arbitrary –
HyperLTL formulas. Moreover, our approach allows us to lever-
age the extensive research on agent behavior under incomplete
information (studied, e.g., in the MAS community) for automated
veri!cation. For example, our results allow us to apply techniques
developed for partially observable non-deterministic (POND) plan-
ning [16], multi-agent planning [28, 30], multi-agent reinforcement
learning [17], and multi-agent partially observable Markov decision
processes (POMDP) [1, 37, 41]. Moreover, our approach facilitates
the veri!cation of hyperproperties on in!nite-state systems. For
such systems, complementation is impossible, but in!nite-state
game solvers exist [3, 24, 25, 31].
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