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Preface

The technical sections of Chapter 3 were published in "EAHyper: Satisfiability, Im-
plication, and Equivalence Checking of Hyperproperties" [22] at the 29th Interna-
tional Conference on Computer Aided Verification (CAV 2017) and were presented
by the author from July 24 - 28, 2017 in Heidelberg, Germany. The technical sec-
tions of Chapter 4 will be published as parts of the paper "Monitoring Hyperprop-
erties" [23] at the 17th International Conference on Runtime Verification (RV2017)
and will be presented by the author from September 13 - 16, 2017 in Seattle, USA.
Springer Verlag holds the copyright of the final publications, which are joint work
with Bernd Finkbeiner, Marvin Stenger, and Leander Tentrup. The final publica-
tions will be available at www.springerlink.com.
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Abstract

In this thesis, we revisit the satisfiability problem of hyperproperties from a prac-
tical point of view and study the runtime verification of hyperproperties. Hyper-
properties, such as noninterference and observational determinism relate multiple
execution traces with each other and are thus not expressible in standard tempo-
ral logics like LTL, CTL and CTL*. HyperLTL extends Linear-time Temporal Logic
(LTL) with explicit trace quantification to express hyperproperties. We present the
first practical satisfiability solver, called EAHyper, for hyperproperties expressed
in the decidable fragment of HyperLTL. Applications of EAHyper include the au-
tomatic detection of specifications that are inconsistent or vacuously true, as well
as the comparison of multiple formalizations of the same policy, such as different
notions of observational determinism. Furthermore, we investigate the runtime
verification problem of HyperLTL formulas. As hyperproperties relate multiple
execution traces, it is necessary to store previously seen traces, and to relate new
traces to the traces seen so far. If done naively, this causes the monitor to become
slower and slower, before it inevitably runs out of memory. We present a technique
that reduces the set of traces that new traces must be compared against to a minimal
subset. We show that this leads to much more scalable monitoring with, in particu-
lar, significantly lower memory consumption. Additionally, we show the practical
relevance of EAHyper in modern verification procedures. EAHyper can be used to
avoid overhead during the monitoring process, by analyzing specifications given
in HyperLTL.
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Chapter 1

Introduction

In contrast to classic verification methods like model checking and theorem prov-
ing, which check whether an entire system is correct, runtime verification is con-
cerned with the question whether a run of a system under consideration satisfies
a given formal specification [29]. Temporal logics like Linear-time Temporal Logic
(LTL) [35] are used as a well-studied rigorous formalism for specifying trace prop-
erties, such as mutual exclusion. In essence, runtime verification of trace prop-
erties is implemented by a monitor that performs the following membership test:
t € Traces(¢), where t is an execution trace of the system, and Traces(¢) is the trace
property, i.e., a trace set given by an LTL formula ¢. Runtime verification of trace
properties on reactive systems, i.e., systems that continuously interact with an en-
vironment has been studied extensively in theory (e.g. [29] 20, 27, 5]) and practice
(e.g. [37,139,133])). At first glance, general verification methods, such as model check-
ing, seem to subsume runtime verification approaches, but this is, in fact, not the
case in real-world systems that deal with uncertainty. For example, consider ships
and airplanes where certain informations, such as a combination of weather, ex-
act GPS position and many more environment variables, are only available during
runtime or are simply infeasible to compute beforehand. Thus, monitoring safety-
critical systems is a necessary verification layer to ensure that, in an unexpected
case, either a human is alerted or an enforcement mechanism, which tries to stabi-
lize the system again, is triggered.

However, there are properties which refer to multiple execution traces at the same
time and are, thus, no trace properties, but hyperproperties [11]. The study of
runtime verification of hyperproperties is fairly new and has recently received a lot
of attention [1,18}7], due to the following practical motivation.

In contrast to safety critical systems, we are in practice often concerned with privacy
critical systems, i.e., systems that contain sensitive data. For example, medical pa-
tient data and credit card informations should never leak into the public domain.
Multiple information flow policies were designed to prevent such information
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leakage. Analogously to the motivation for monitoring of safety-critical systems,
we study the monitoring of privacy-critical systems to prevent information leak-
age in systems under uncertainty. Information flow policies are hyperproperties,
since we consider multiple execution traces at a time. Thus, they are not express-
ible in standard verification languages like LTL, CTL and CTL*. For example, by
distinguishing between two security levels (high-security and low-security), obser-
vational determinism [32}38, /48] establishes the following information flow policy:

“The system behaves deterministically for a low-security observer.”

Intuitively, observational determinism requires that the low security output, i.e., a
publicly observable output, is the same on two executions of a system as long as
the low-security input is the same on those executions as well. A system that sat-
isfies observational determinism is therefore secure against the leakage of private
information, since no altering of high security data is visible to an observer.

HyperLTL [12], which is an extension of LTL with quantification over traces, was
introduced as a general specification language for expressing hyperproperties of
practical interest. For example, we can express the above mentioned observational
determinism in HyperLTL as follows:

Vv’ (lowOut, + lowOut, ) W (lowln, 4 lowlIn,/).

We read this formula as "For every trace pair (m,7’), the low output on 7 is the
same as the low output on 7’ as long as the low input is the same on mwand 7’". The
temporal operator W is the weak version of the LTL until-operator U. By index-
ing atomic propositions with explicit trace variables, HyperLTL relates execution
traces. Hence, HyperLTL is capable of expressing hyperproperties such as sym-
metry in mutual exclusion protocols [21] or information-flow policies, for example,
observational determinism, generalized non-interference, and noninference [12].

As hyperproperties relate multiple traces with each other, runtime verification of
hyperproperties is concerned with the question whether runs of a system under
consideration satisfy a given hyperproperty. For this purpose, it is necessary to
store previous seen traces in order to relate them to new traces. A naive monitor
approach would therefore inevitable run out of memory quickly.

For the purpose of designing a more sophisticated algorithm that can be incorpo-
rated in a practical monitoring tool, we revisit the satisfiability problem of Hyper-
LTL from a practical point of view. The idea is to use the decision procedure, given
in [19], to build a powerful hyperproperty analyzation tool that can be used before
verification processes to detect, for example, symmetry in HyperLTL formulas. We
introduce the first practical HyperLTL-SAT solver EAHyper and explain a tech-
nique from the literature [23] in which our tool is efficiently used to speed up the
monitoring procedure of HyperLTL formulas.



EAHyper implements the decision procedure for the 3*v* fragment, which is the
largest decidable fragment. It contains in particular all alternation-free formu-
las and also all implications and equivalences between alternation-free formulas.
EAHyper is a tool for the analysis of specifications given in HyperLTL and is es-
pecially useful for implication checking between different formalizations of infor-
mation flow policies. For example, observational determinism can be formalized
as the HyperLTL formula Vr.vn'. (I = I/) — O(Ox = O, ), or, alternatively,
as the HyperLTL formula Vr.Vnt'. (Ox = O/ ) W (I # I). The first formalization
states that on any pair of traces, where the inputs are the same, the outputs must
be the same as well; the second formalization states that differences in the observ-
able output may only occur after differences in the observable input have occurred.
As can be easily checked with EAHyper, the second formalization is the stronger
requirement. Furthermore, EAHyper can be used to identify properties of Hyper-
LTL formulas. For example, both variations of observational determinism above
are symmetric [23] and, hence, every symmetric monitor can be omitted.

We present a monitoring algorithm that, in addition to the optimization which uses
EAHyper, comes with a technique to reduce the set of traces that new traces must
be compared against to a minimal subset. Using our trace storage minimization
technique results in significantly lower memory consumption.

As an example for a system where confidentiality and information flow is of out-
standing importance for the intended operation, we consider a conference manage-
ment system. There are a number of confidentiality properties that such a system
should satisfy, like

“The final decision of the program committee remains secret until the
notification.”

and

“All intermediate decisions of the program committee are never revealed to the
author.”

We want to focus on important hyperproperties of interest beyond confidentiality,
like the property that no paper submission is lost or delayed. Informally, one for-
mulation of this property is

“A paper submission is immediately visible for every program committee
member.”

More formally, this property relates pairs of traces, one belonging to an author and
one belonging to a program committee member. We assume this separation is in-
dicated by a proposition pc that is either disabled or enabled in the first component
of those traces. Further propositions in our example are the proposition s, denoting
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that a paper has been submitted, and v denoting that the paper is visible.

Given a set of traces T, we can verify that the property holds by checking every pair
of traces (t,t’) € Tx T with pc ¢ t[0] and pc € t[0] that s € t[i] impliesv € t’[i+1] for
every i > 0. When T satisfies the property, TU{t*}, where t* is a new trace, amounts
to checking every pair (t*,t) and (t,t*) for t € T. This, however, leads to an in-
creasing size of T and thereby to an increased number of checks: it is inevitable
that the monitoring problem becomes costlier over time. To circumvent this, we
present a method that keeps the set of traces minimal with respect to the under-
lying property. When monitoring hyperproperties, traces may pose requirements
on future traces. The core idea of our approach is to characterize traces that pose
strictly stronger requirements on future traces than others. In this case, the traces
with the weaker requirements can be safely discarded. As an example, consider
the following set of traces

’{s}l {} I {} I {} I {} ‘ an author immediately submits a paper (1.1)
’ {} I {s} I {} I {} I {} ‘ an author submits a paper after one time unit (1.2)
’ {} I {s} I {s} I {} I {} ‘ an author submits two papers (1.3)

A satisfying program committee trace would be {pc{v{v{v}0 as there are author
traces with paper submissions at time step 0, 1, and 2. For checking our property,
one can safely discard trace [1.2] as it poses no more requirements than trace
We say that trace dominates trace We show that, given a hyperproperty in
HyperLTL, we can automatically reduce trace sets to be minimal with respect to
this dominance. On relevant and more complex information flow properties, this
reduces the memory consumption dramatically.

Related Work. The model checking problem [21] as well as the satisfiability prob-
lem [25] 19] of HyperLTL were studied in the literature. Surprisingly with the
following major results: for the quantifier alternation-free fragments of Hyper-
LTL both problems remain as expensive as the corresponding problems for LTL,
i.e., PSpace-complete. MCHyper [21] was introduced as the first practical model
checker for alternation-free HyperLTL formulas.

For SecLTL [15], which is subsumed by HyperLTL [12], a white box monitoring
algorithm based on alternating automata was proposed [16]. In contrast, our ap-
proach has no access to the systems implementation (black box). The black box
runtime verification problem of HyperLTL formulas was studied in the literature
as well [1} 8, [7]. The authors present a quick overview over the monitoring prob-
lem of HyperLTL and its challenges in [7]. In [1]], the authors present the first mon-
itoring approach for HyperLTL based on petri nets and a syntactic classification
of monitorable HyperLTL formulas. Their classification is extended in this thesis



to a complete procedure to decide whether a HyperLTL formula is monitorable.
In [8], the authors present the first rewrite based monitoring algorithm of Hyper-
LTL. Similar to our approach, they identify atomic propositions of interest with
a book keeping function. However, our algorithm stores only the relevant traces
and is therefore able to return a counter example. Additionally, in our approach, a
HyperLTL-SAT solver can be used to speed up the monitoring process even further.

Techniques for the enforcement of information flow policies include tracking de-
pendencies at the hardware level [45], language-based monitors [40}2,[3}47, 6], and
abstraction-based dependency tracking [24,28,9]. Secure multi-execution [14] is a
technique that can enforce non-interference by executing a program multiple times
in different security levels. To enforce non-interference, the inputs are replaced
by default values whenever a program tries to read from a higher security level.
Another mechanism to enforce information flow policies in programs was studied
in [34]. It will be interesting to study the enforcement problem of HyperLTL in
future work to check if results from the literature translate to the enforcement of
HyperLTL formulas.

Structure of this thesis. In the next chapter, we provide the necessary prelim-
inaries on hyperproperties and HyperLTL. In Chapter 3, we introduce EAHyper
and evaluate the tool on five different benchmarks: (1) we check various formaliza-
tions of observational determinism for implication, (2) we use quantitative nonin-
terference as a challenging benchmark by increasing the number of quantifiers, (3)
we analyze the implication of various symmetry constrains derived from a model
checking case study in the literature, (4) we check the implication between formal-
izations of error resistant code formulas, and (5) we evaluate EAHyper on ran-
domly generated formulas. In Chapter |4, we study the monitoring of HyperLTL
formulas. In Section we define the notion of monitorability for hyperproper-
ties. Furthermore, we show that deciding whether a HyperLTL formula is moni-
torable is PSpace-complete. In Section we define the finite trace semantics of
HyperLTL, before presenting our online and offline automata-based monitoring
algorithms in Section In the subsequent Section we present our technique
for minimizing the set of traces that our monitoring algorithm has to store. We
evaluate our technique in Section We consider the offline monitoring of Hy-
perLTL formulas with alternation in Section before we sketch briefly the idea
of a further optimization presented in [23], which uses EAHyper to speed up the
monitoring process even further. We present related work and conclude this thesis
in Chapter






Chapter 2

Preliminaries

In extension to well-studied trace properties, such as mutual exclusion and access
control, a hyperproperty is a set of sets of infinite execution traces. In this chapter,
we will give a brief introduction to the temporal logics of trace properties (linear-
time temporal logic, LTL) and the temporal logic of hyperproperties (HyperLTL).

2.1 Trace Properties, Hyperproperties, and their Temporal Logics

Formally, let AP be a set of atomic propositions. A trace t is an infinite sequence
over subsets of the atomic propositions. We define the set of traces TR == (247)®. A
subset T C TR is called a trace property. We use the following notation to manipu-
late traces: let t € TR be a trace and i € N be a natural number. t[i] denotes the i-th
element of t. Therefore, t[0] represents the starting element of the trace. Letj € N
and j > i. t[i,j] denotes the sequence t[i] t[i + 1]...t[j — 1] t[jl. t[i, 0] denotes the
infinite suffix of t starting at position 1.

LTL Syntax. Linear-time Temporal Logic (LTL) [35] combines the usual boolean
connectives with temporal modalities such as the Next operator O and the Until
operator U. The syntax of LTL is given by the following grammar:

e=p|l-0|eoVe | Oe|oUg

where p € AP is an atomic proposition. O ¢ means that ¢ holds in the next position
of a trace; ¢ U @, means that ¢ holds until ¢, holds. There are several derived
operators, suchas O @ = trueU o, d¢ = O, and @1 Wes = (@1 U e2) VOer.
< ¢ states that ¢ will eventually hold in the future and O ¢ states that ¢ holds
globally; W is the weak version of the until operator.
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LTL Semantics. Letp € AP and t € TR. The semantics of an LTL formula is
defined as the smallest relation F that satisfies the following conditions:

tEp iff p € t[0]

tE—p iff tHYP

tEYP; Vs iff tEYP;ortEY;

tEOP iff  t[1,00] E

tEY; U, iff there exists 1 > 0: t[i, oo] F U

Z
and for all 0 < j < i we have t[j, oo] F 1

Formulas expressed in LTL, define a set of traces, i.e., a trace property. For exam-
ple, consider an arbiter that grants two processes (p; and p;) access to a shared
resource. The following LTL formula expresses that the arbiter should never grant
both processes access at the same time:

Dﬁ(gm A sz)

In contrast H € 2R i.e. a set of sets of traces, is called a hyperproperty [11]. By

lifting trace properties to sets of trace properties, we gain a lot of expressiveness.
In particular, relations between execution traces can be expressed as a hyperprop-
erty. For example, the following information-flow policy observational determin-
ism [32,38, 48] is a hyperproperty:

"Regardless of the high security input, the program appears to be deterministic to
a low security observer."

HyperLTL Syntax. HyperLTL [12] extends LTL with trace variables and explicit
trace quantification. Let V be an infinite supply of trace variables. The syntax of
HyperLTL is given by the following grammar:

Vo= 3dn | VI | @
p=oax | @[ eVe | O | eUg

where a € AP is an atomic proposition and 7 € V is a trace variable. Note that
atomic propositions are indexed by trace variables. The quantification over traces
makes it possible to express properties like “on all traces { must hold”, which is
expressed by V7. 1. Dually, one can express that “there exists a trace such that
holds”, which is denoted by 3m. . The derived operators , [0, and ‘W are defined
as for LTL.

As we will see in the semantics below, a HyperLTL formula defines a hyperprop-
erty, i.e., a set of sets of traces. A set T of traces satisfies the hyperproperty if it is
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an element of this set of sets. We can express our example of observational deter-
minism in HyperLTL as follows:

V¥, O(Ix = Ly) = 0(0x = Op)

Where X, = X, denotes that traces mand 7’ are equal with respect to a set X C AP,
ie., /\XEX (XT[ — XTE/)'

HyperLTL Semantics. Formally, the semantics of HyperLTL formulas is given
with respect to a trace assignment T from V to TR, i.e., a partial function mapping
trace variables to actual traces. TI[m — t] denotes that 7t is mapped to t, with ev-
erything else mapped according to IT. TT[i, o] denotes the trace assignment that is
equal to TT(m)[i, oo] for all 7.

MET 3map iff thereexistst €T : Tl t] BT P
MET Vaap iff forallteT : M= tlEr Y
MET ax iff a € T1(m)[0]
MEr iff M ¥
IMET ¥ Vi, iff ITET Yy or TTET Y3
MTET OY iff M1, 00] ET Y
MEr ¥y UWs iff there exists 1 > 0: TT[i, oo] F1 >
and for all 0 < j < i we have TT[j, co] Ft

HyperLTL-SAT is the problem of deciding whether there exists a non-empty set
of traces T such that TT 1 1, where TT is the empty trace assignment and Fr is the
smallest relation satisfying the conditions above. If E1 1, we call T a model of .
We write T & ¢ for {} F1 ¢ where {} denotes the empty assignment.

The language of a HyperLTL formula ¢, denoted by £(¢), is the set {T C 2« | T E
¢}. Let ¢ be a HyperLTL formula with trace variables V = {my, ..., m} over alphabet
X. We define Ly to be the alphabet where p is interpreted as an atomic proposition
for every p € AP and 7t € V. We denote by Frrr, the LTL satisfaction relation over
Ly. We define the m-projection, denoted by #(s), for a given s C Ly and m € V, as
the set of all p; € s.






Chapter 3

Satisfiability of Hyperproperties

The satisfiability problem of HyperLTL (HyperLTL-SAT) asks whether there exists
a non-empty trace set that satisfies the HyperLTL formula under consideration.
HyperLTL-SAT has been studied in previous work [19]. Compared to more promi-
nent verification procedures such as model checking, the relevance of sophisticated
algorithms for satisfiability checking of temporal formulas is often wrongfully
overlooked. In this chapter, we show how the decision procedure for HyperLTL-
SAT [19] can be used to implement a tool for the analysis of hyperproperties formal-
ized in HyperLTL. It has been shown that the satisfiability problem of HyperLTL
is undecidable in general.

Theorem 3.1 [[19] HyperLTL-SAT is undecidable in general.

However, a particular interesting fragment of HyperLTL is the alternation-free
fragment. We call a HyperLTL formula ¢ (quantifier) alternation-free if and only if
the quantifier prefix only consists of either only universal or only existential quan-
tifiers. We denote the corresponding fragments as the V* and 3* fragments, respec-
tively. The alternation-free fragment of HyperLTL, since this fragment combines
the best from two worlds: (1) the expressiveness of HyperLTL, since many prac-
tical relevant information-flow policies belong to this fragment and (2) the exis-
tence of efficient algorithms for model checking, satisfiability checking, and, as we
will see in Section for monitoring. Surprisingly, the satisfiability problem of
alternation-free HyperLTL remains as expensive as LTL satisfiability[43]].

Theorem 3.2  [[19] HyperLTL-SAT is PSpace-complete for the alternation-free fragment.

The 3*V* fragment is the largest decidable fragment. The 3*V* fragment consists
of all HyperLTL formulas with at most one quantifier alternation, where no exis-
tential quantifier is in the scope of a universal quantifier. It contains in particular
all alternation-free formulas and also all implications and equivalences between
alternation-free formulas.
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Theorem 3.3 [19] 3*V* HyperLTL-SAT is EXPSpace-complete.

In the following section, we introduce EAHyper, the first HyperLTL-SAT solver.
EAHyper implements the decision procedure for the 3*V* fragment of Hyper-
LTL [19].

3.1 EAHyper - The First HyperLTL-SAT Solver

The input of EAHyper is either a HyperLTL formula in the 3*V* fragment, or an
implication between two alternation-free formulas. For 3*V* formulas, EAHyper
reports satisfiability; for implications between alternation-free formulas, validity.
EAHyper proceeds in three steps:

1. Translation into the 3*V* fragment: If the input is an implication between
two alternation-free formulas, we construct a formula in the 3*v* fragment
that represents the negation of the implication. For example, for the im-
plication of Vmy ...Vm,.4p and V) ... Vm, .@, we construct the 3*v* formula
Imy .. 3 VL Ve ap A . The implication is valid if and only if the re-
sulting 3*V* formula is unsatisfiable.

2. Reduction to LTL satisfiability: EAHyper implements the decision proce-
dure for the 3*V* fragment of HyperLTL [19]. The satisfiability of the Hyper-
LTL formula is reduced to the satisfiability of an LTL formula:

e Formulas in the V* fragment are translated to LTL formulas by dis-
carding the quantifier prefix and all trace variables. For example,
vty Vo Oby, AO—by, is translated to the equisatisfiable LTL formula
ObAO—b.

e Formulas in the 3* fragment are translated to LTL formulas by intro-
ducing a fresh atomic proposition a; for every atomic proposition a and
every trace variable 7;. For example, 3m1.37m;. ax, AQO—by, AQbg, is
translated to the equisatisfiable LTL formula a; AQ—b; AOb,.

e Formulas in the 3*V* fragment are translated into the 3* fragment (and
then on into LTL) by unrolling the universal quantifiers. For example,
I3V Vi Oagy AObyy, AQck, ADOdx, is translated to the equi-
satisfiable 3* formula 3. 3m,.(Oax, AObx, AQCr, AQdr, ) A (Oax, A
O, Aer, A dr, ) A (O @, AQba, AQlcr, AQ g, ) A (O @, AT, A
Ocr, AOdnr,).

3. LTL satisfiability: The satisfiability of the resulting LTL formula is checked
through an external tool. Currently, EAHyper is linked to two LTL satisfia-
bility checkers, pltl and Aalta.
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Table 3.1: Quantitative noninterference benchmark: wall clock time in seconds for
checking whether QN(row) implies QN(column). “~” denotes that the instance was
not solved in 120 seconds.

(a) Aalta (b) pltl
QN| 1 2 3 4 5| ONJ 1 2 3 4 5
1 - - 1
2 | 0.03 - - 2 | 0.05
3 | 003 005 - - 3 | 007 025
4 (003 011 034 - 4 |016 073 312
5 006 034 - - - 5 | 026 257 1567 7182 -

e Pltl [41] is a one-pass tableaux-based decision procedure for LTL, which
not necessarily explores the full tableaux.

e Aalta_2.0[30] is a decision procedure for LTL based on a reduction to the
Boolean satisfiability problem, which is in turn solved by minisat [18].
Aalta’s on-the-fly approach is based on so-called obligation sets and out-
performs model-checking-based LTL satisfiability solvers.

EAHyper is implemented in OCaml and supports UNIX-based operating systems.
Batch-processing of HyperLTL formulas is provided. Options such as the choice of
the LTL satisfiability checker are provided via a command-line interface.

3.2 Experimental Results

We report on the performance of EAHyper on a range of benchmarks, including
observational determinism, symmetry, error resistant code, as well as randomly
generated formulas. The experiments were carried out in a virtual machine run-
ning Ubuntu 14.04 LTS on an Intel Core i5-2500K CPU with 3.3 GHZ and 2 GB
RAM. We chose to run EAHyper in a virtual machine to make our results easily
reproducible; running EAHyper natively results in (even) better performanceE]

e Observational Determinism [32,38,48]. Our first benchmark compares the
following formalizations of observational determinism, with [I| = |O] = 1:
(OD1) : Vm Vmy O(lx, = Iy) = O(Ox, = Og), (OD2) : Vo V7 Iy, =
Iy) = O(On, = Opy), and (OD3) : V3 V5. (O, = On) )W (Iny # Ipy).
EAHyper needs less then a second to order the formalizations with respect
to implication: OD2 — OD1, OD2 — OD3, and OD3 — OD1.

'EAHyper is available online at https:/ /react.uni-saarland.de/tools/eahyper/.
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Table 3.2: Error resistant codes benchmark: wall clock time in seconds for checking
whether Ham(row) implies Ham(column).

Ham| 0O 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

0

PN U WN =

)
O W~ O

0.02 003 0.02 0.02 002 003 0.3 0.04 008 010 018 025 046 074 135 262
0.03 003 004 003 005 004 006 008 013 021 040 049 082 1.50 299
0.03 0.04 0.02 0.03 0.04 004 007 012 021 036 055 088 159 3.09

0.04 004 003 004 005 007 012 023 036 052 087 156 3.12

0.02 0.03 005 008 008 016 021 036 052 086 166 3.05

0.14 017 005 0.08 014 022 030 052 092 155 299

021 025 011 025 026 036 053 087 157 3.00

0.38 042 0.14 020 037 052 089 1.65 3.05

0.56 047 040 053 053 113 161 3.18

048 052 090 065 1.03 171 3.08

155 061 089 1.03 178 3.22

1.81 105 186 233 317

282 114 391 449

548 864 7.08

9.06 11.11

12.26

Quantitative Noninterference [10]. The bounding problem of quantitative
noninterference asks whether the amount of information leaked by a system
isbounded by a constant c. This is expressed in HyperLTL as the requirement
that there are no ¢ + 1 distinguishable traces for a low-security observer [44].

ON(c) =Vmg...¥e. 7((\ I, = Iny) A /\ Or, # On;)
i i#
In the benchmark, we check implications between different bounds. The per-
formance of EAHyper is shown in Table Using Aalta as the LTL sat-
istiability checker generally produces faster results, but pltl scales to larger
bounds.

Symmetry [21]. A violation of symmetry in a mutual exclusion protocol in-
dicates that some concurrent process has an unfair advantage in accessing a
critical section. The benchmark is derived from a model checking case study;,
in which various symmetry claims were verified and falsified for the Bakery
protocol. EAHyper checks the implications between the four main symmetry
properties from the case study in 13.86 seconds. Exactly one of the implica-
tions turns out to be true.

Error resistant code [21] 26]. Error resistant codes enable the transmission
of data over noisy channels. A typical model of errors bounds the number
of flipped bits that may happen for a given code word length. Then, error
correction coding schemes must guarantee that all code words have a minimal
Hamming distance. The following HyperLTL formula specifies that all code
words o € O produced by an encoder have a minimal Hamming distance [26]
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Table 3.3: Random formulas benchmark: instances solved in 120 seconds and aver-
age wall clock time in seconds for 250 random formulas. Size denotes the tree-size
argument for randltl.

size || 40 1 60 | 40 1 60 | 40 1 60 | 40 « 60 | 40 1 60 | 40 1 60 | 40 1 60 | 40 1 60 | 40 | 60

30v0 31y0 F2y0 F3yo J1y0 350 36v0 37y0 380
solved | 250 1 250 | 250 1 250 | 250 1 250 | 250 1 250 | 250 | 250 | 250 | 250 | 250 | 250 | 250 1 250
I I I I I I I I I
avgt | 0.01 1 0.01 | 0.01 1 0.01 | 0.01 1 0.01 | 0.01 1 0.01 | 0.01 + 0.01 | 0.01 1 0.01 | 0.01 1 0.01 | 0.01 1 0.01
El()v] 31V1 32v1 El}v] E|4v1 HSV] Elév] 37V1 38v1
solved || 250 1 250 | 250 1 250 | 250 | 250 | 250 | 249 | 250 | 250 | 249 | 247 | 250 | 248 | 249 | 247 | 247 | 248
I I I I I I I I I
avgt | 0.0110.01 | 0.01 1 0.01 | 0.02 1 0.02 | 0.02 1 0.05 | 0.02 1 0.06 | 0.02 1 0.01 | 0.02 1 0.01 | 0.13 1 0.02 | 0.04 1 0.08
ERS ELS ER FBv? ERS BRI EQ 372 38y2
solved || 250 1 250 | 250 | 250 | 248 1 249 | 249 | 247 | 247 | 247 | 248 1 246 | 246 | 246 | 244 1 246 | 244 | 247
I I I I I I I I I
avgt || 0.01 1 0.01 | 0.01 1 0.01 | 0.03 1012 | 0.03 1 0.01 | 0.26 1 0.02 | 0.32 1 0.02 | 0.09 1 0.02 | 0.02 1 0.02 | 0.05 1 0.03
Jov3 I3 323 Py FH3 ERAS 363 373 FBy3
solved || 250 1 250 | 250 | 250 | 249 | 247 | 248 1 246 | 247 | 245 | 245 | 246 | 245 | 246 | 244 | 247 | 243 1 246
I I I I I I I I I
avgt || 0.01 1 0.01 | 0.01 1 0.01 | 0.03 1 0.02 | 0.07 1 0.02 | 0.06 1 0.03 | 0.14 1 0.05 | 0.17 1 0.08 | 0.23 1 0.16 | 0.45 1 0.25
30v4 iy Foy4 Fiya e o4 36y 37y 8y
solved || 250 1 250 | 250 | 250 | 250 | 246 | 247 1 246 | 245 | 246 | 244 1 247 | 245 1247 | 244 1245 | 0 1 0
I I I I I I I I I
avgt || 0011 0.1 | 0.01 1 0.01 | 0.02 1001|021 0.03| 035009 | 0.23 1028 | 0.46 1 1.01 | 098 1241 | — 1 -
HOVS 31V5 32v5 33V5 E|4V5 35v5 36V5 37V5 38v5
solved || 250 1 250 | 250 1 250 | 249 1247 | 248 1247 | 243 1 245 | 245 1246 | 0 1 0 | 0 1 0 | 0 1 0O
I I I I I I I I I
avgt | 0.01 +0.01 | 0.01 1 0.01 | 0.26 1 0.02 | 0.18 1 0.07 | 0.27 1 0.37 | 0.51 1 2.81 | — ' - - = - =

of d: V.V .F(\/ic1 ~(inx < in)) = —Hamo(d — 1,7, 7’). Hamg is recursively
defined as Hamp(—1, 7, 7’) = false and

Hamo(d, ') = ( /\ on > 0x )W (\/ =(0x ¢ o) AOHamp(d —1,m,7')).
oe0 oc0

The benchmark checks implications between the HyperLTL formulas for dif-
ferent minimal Hamming distances. The performance of EAHyper is shown

in Table 3.2l

Random formulas. In the last benchmark, we randomly generated sets of 250
HyperLTL formulas containing five atomic propositions, using randltl [17]
and assigning trace variables randomly to atomic propositions. As shown
in Table EAHyper reaches its limits, by running out of memory, af-
ter approximately five existential and five universal quantifiers. However,
EAHyper shows encouraging results on the practical relevant fragments,
such as the alternation-free fragment and the fragment of implication be-
tween information-flow policies (v23?).

In this section, we presented EAHyper, which is the first satisfiability solver for
hyperproperties formalized in the 3*v* fragment of HyperLTL. We evaluated our
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implementation on various benchmark. The code of EAHyper as well as every
benchmark presented in this thesis is available at Github ﬂ Furthermore, we invite
the interested reader to try out EAHyper in our online interface ﬁ

Zhttps:/ / github.com/reactive-systems/eahyper
Shttps:/ /www.react.uni-saarland.de/tools/online/EAHyper/



Chapter 4

Monitoring of Hyperproperties

As hyperproperties relate multiple traces with each other, runtime verification of
hyperproperties is concerned with the question whether runs of a system under
consideration satisfy a given hyperproperty. Thus, there are many obstacles to
overcome in monitoring hyperproperties (see [7] for an overview of the challenges),
such that classic monitoring approaches of trace properties need to be carefully ad-
justed. In this section, we define a finite trace semantics for HyperLTL and present
our automata-based monitoring approach.

4.1 Monitorability

In the remainder of this section, we develop the notion of monitorability for hyper-
properties and show that deciding whether a HyperLTL formula is monitorable
is PSpace-complete, i.e., no harder than the corresponding problem for LTL. This
result extends earlier characterizations based on restricted syntactic fragments of
HyperLTL [1]. We denote the concatenation of a finite trace u € Z* and a finite or
infinite trace v € £* U L by uv and write u < v if u is a prefix of v. Further, we lift
the prefix operator to sets of traces,ie, U<V =Vue U Ive V.u<vforu C I*
and V C Z* U L. We denote the powerset of a set A by P(A) and define P*(A) to
be the set of all finite subsets of A.

Lemma 4.1 Let \p be an LTL formula over trace variables V. There is a trace assignment
A such that A Eg \ if, and only if, p is satisfiable under LTL semantics over atomic propo-
sitions Y. The models can be translated effectively.

Proof Assume that there is a trace assignment A over trace variables V such that
A Eg . We define w C Z§ such that x, € w[i] if, and only if, x € A(n)[i] for all
1> 0,x € AP, and € V. An induction over 1 shows that w Fy, .

Assume 1) is satisfiable for Fyrp, i.e., there exists a w C L, such that w Frp, ).
We construct an assignment A in the following manner: Let m € V be arbitrary.
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We map 7 to the trace t obtained by projecting the corresponding p. € Zv, ie.,
Vi > 0. t[i] = #-(W(il). =

For w-regular languages, monitorability is the property whether language contain-
ment can be decided by finite prefixes [36]. Given a w-regular language L C X<,
the set of good and bad prefixes is good(L) = {u € X* | Vv € Z® uw € L}
and bad(L) = {u € Z* | W € X% uv ¢ L}, respectively. L is monitorable if
Vu € 2*.3v € Z*.uv € good(L) V uv € bad(L). The decision problem, i.e., given
an LTL formula ¢, decide whether ¢ is monitorable, is PSpace-complete [4].

A hyperproperty H is a set of trace properties, i.e., H C P(Z¢). Analogous
to the previous definition we define monitorability for hyperproperties. Given
H C P(2?). The set of good and bad prefix traces is good(H) = {U € P*(Z*) | YV €
PE®)U=XV=VeHland bad(H) ={U € P*(Z*) | YW € P(Z®). U <XV =V ¢ H},
respectively. H is monitorable if

VU e P(Z*).3Ve P (). U=V =VegoodH)VVebadH) .

We present a method to decide whether an alternation-free HyperLTL formula is
monitorable.

Lemma 4.2 Given a HyperLTL formula ¢ =V ... V. \p, where \ is an LTL formula.
It holds that good(L(@)) = 0 unless \ = true.

Proof If { = true then L(¢) = P(Z¢) and good(L(p)) = P*(Z*). Assume for con-
tradiction that { # true and good(L(¢@)) # 0, i.e., there is a finite set U C X* thatisa
good prefix set of ¢. Since 1\ # true, there is at least one infinite trace o with o ¥ .
We translate this trace to a set of infinite traces W where W ¥ ¢ using Lemma
Further, forall V € P(2*) with U < V, itholds that W C V, hence, V ¢ £(¢) violating
the assumption that U € good(£(g)). -

Theorem 4.3 Given a HyperLTL formula ¢ =V ... V. \p, where\p # true is an LTL
formula. ¢ is monitorable if, and only if,

Vue Xy v e Iy uv € bad(L (V)

Proof Assume Vu € I},.3v € Z},.uv € bad(£L (1)) holds. Given an arbitrary prefix
U € P*(Z*). Pick an arbitrary mapping from U to £3, and call it u’. By assumption,
there is a v/ € X3, such that u'v’ € bad(L()). We use this v’ to extend the corre-
sponding traces in U resulting in V € P*(2*). It follows that for all W € P(Z¢) with
VW, WE e, hence, V € bad(L(¢)).
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Assume ¢ is monitorable, thus, VU € P*(Z*).3V € P*(Z*).U = V = V ¢
good(L(@)) V'V € bad(L(@)). As the set of good prefixes good(L(¢)) is empty by
Lemma (4.2l we can simplify the formula to VU € P*(£*).3V € P*(Z*).U <X V =
V € bad(L(¢)). Given an arbitrary u € X3, we translate it into the (canonical) U’
and get a V'’ satisfying the conditions above. Let v/ € %3 be the finite trace con-
structed from the extensions of u in V’ (not canonical, but all are bad prefixes since
V' € bad(L(¢))). By assumption, u'v’ € bad(L(\)). -

Corollary 4.4 Givena HyperLTL formula ¢ = 3my ... 3m .\, wherep is an LTL formula.
¢ is monitorable if, and only if,

Vu e Xy.3v e Iy.uv € good (L ()

Theorem 4.5 Given an alternation-free HyperLTL formula ¢. Deciding whether ¢ is
monitorable is PSpace-complete.

Proof We consider the case that ¢ =V ...Vm;. 1, the case for existentially quan-
tified formulas is dual. We apply the characterization from Theorem First, we
have to check validity of {» which can be done in polynomial space [42]. Next, we
have to determine whether Yu € Z},.3v € I}.uv € bad(L(P)). We use a slight
modification of the PSpack algorithm given by Bauer [4]. Hardness follows as the
problem is already PSpace-hard for LTL. n

4.2 Finite Trace Semantics.

We define a finite trace semantics for HyperLTL based on the finite trace semantics
of LTL [31]. In the following, when using £(¢) we refer to the finite trace semantics
of a HyperLTL formula ¢. Let t be a finite trace, e denotes the empty trace, and |t|
denotes the length of a trace. Since we are in a finite trace setting, t[i,...] denotes
the subsequence from position i to position [t| — 1. Let Iz, : V — I* be a partial
function mapping trace variables to finite traces. We define €[0] as the empty set.

Mgnli, .. ] denotes the trace assignment that is equal to TTg, (7)[i, .. ] for all m. We
define a subsequence of t as follows.
€ ifi>|t
tﬁr)j] = . L. | |
tli, min(j, [t| — 1)], otherwise
ﬂﬁn Fr ax ifae ﬂﬁn (70)[0]
My BT @ if Tl P oo
ﬂﬁn ':T (p\/ll) if”ﬁn 'ZT @ or ”ﬁn ':Tll)
ﬂﬁnﬁTO(p lf”ﬁn“)] ':T(p
ﬁﬁn Er U if 4> O.Hﬁn[i,...] FToAV0<j < i.ﬂﬁn[j,...] Fro

Mgy Fr 3 @ if there is some t € T such that Mgplme =t Fr @
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Figure 4.1: Visualization of a monitor template corresponding to formula given in
Equation [{.1] We use a symbolic representation of the transition function 6.

4.3 Monitoring Algorithm.

In this subsection, we describe our automata-based monitoring algorithm for
HyperLTL. We employ standard techniques for building LTL monitoring automata
and use this to instantiate this monitor by the traces as specified by the HyperLTL
formula.

Let AP be a set of atomic propositions and V = {my, ..., 7.} a set of trace variables. A
deterministic monitor template M = (X, Q, §, qo) is a four tuple of a finite alphabet
L =2APXV 4 non-empty set of states Q, a partial transition function5: Q x £ — Q,
and a designated initial state qo € Q. The automata runs in parallel over traces
(2AP)*, thus we define a run with respect to a n-ary tuple N € ((247)*)" of finite
traces. A run of N is a sequence of states qoq7 - - - qm € Q*, where m is the length of
the smallest trace in N, starting in the initial state qo such that foralliwith0 <i<m
it holds that

n
Slanl) U {lam)|=qi .
=1 aeN(j) (i)
A tuple N is accepted, if there is a run on M. For LTL, such a deterministic monitor
can be constructed in doubly-exponential time in the size of the formula [13,46].

We consider again the conference management example from the introduction. We
distinguish two types of traces, author traces and program committee member
traces, where the latter starts with proposition pc. Based on this traces, we want to
verify that no paper submission is lost, i.e., that every submission (proposition s) is
visible (proposition v) to every program committee member in the following step.
When comparing two PC traces, we require that they agree on proposition v. The
monitor template for the following Hyper L TL formalization is depicted in Fig.

v, ((—pex Apeqr) = OO(sx = Ovar)) A ((per Aper) = OOWvr <+ vy)) (4.1)

The offline and online algorithms for monitoring HyperLTL formulas are presented
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input : V™ HyperLTL formula ¢
set of traces T

output: satisfied or n-ary tuple
witnessing violation

My, =build_template(op);

for each tuple N € T" do
if M, accepts N then
‘ proceed;
else
‘ return N;
end
end
return satisfied;

Algorithm 1: Offline Algorithm.

in Algorithm [lland Algorithm 2 The offline algorithm takes a HyperLTL formula
@ and a set of traces T as input. After building the deterministic monitoring au-
tomaton M, it checks every n-ary tuple N € T™. If some trace tuple N is not
accepted by M, then this path assignment violates the formula ¢. The online al-
gorithm is similar, but proceeds with the pace of the incoming stream, which has
an indicator when a new trace starts. We have a variable S that maps tuples of traces
to states of the deterministic monitor. Whenever a trace progresses, we update the
states in S according to the transition function 5. If on this progress, there is a viola-
tion, we return the corresponding tuple of traces as a witness. When a new trace t
starts, only new tuples are considered for S, that are tuples N € (TU{t})™ containing
the new trace t,i.e., N ¢ T™.

In contrast to previous approaches, our algorithm returns a witness for violation.
This highly desired property comes with a price. In constructed worst case scenar-
ios, we have to remember every system trace in order to return an explicit witness.
However, it turns out that practical hyperproperties satisfy certain properties such
that the majority of traces can be pruned during the monitoring process.

4.4 Minimizing Trace Storage

The main obstacle in monitoring hyperproperties is the potentially unbounded
space consumption. In the first section of this chapter, we present an analysis phase
of our algorithm that is applied during runtime. We analyze the incoming trace to
detect whether or not this trace poses strictly more requirements on future traces,
with respect to a given HyperLTL formula.

The main idea of the trace analysis, considered in the following, is to check whether
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input : V™ HyperLTL formula ¢
output: satisfied or n-ary tuple
witnessing violation

My =(Z,Q,0,q0) =build_template(p);

S:T" = Q;
T=0;
t=c¢

while p < new element do
if p is new trace then

Tulth

t=c¢;

S :={qo | for new n-tuple};
else

t=tp;

progress every state in S according to 5;
if violation then

‘ return witnessing tuple;
end

end
end
return satisfied;

Algorithm 2: Online Algorithm.

a trace contains new requirements on the system under consideration. If this is not
the case, then this trace will not be stored by our monitoring algorithm. We denote
M, as the monitor template of a V* HyperLTL formula ¢.

Definition 4.6 Given a HyperLTL formula ¢, a trace set T and an arbitrary t € TR, we
say that t is (T, ¢)-redundant if T is a model of ¢ if and only if T U {t} is a model of ¢ as
well. Formally denoted as follows.

VI' DT.T € L) & T Ulth € L(g).

Consider, again, our example hyperproperty for a conference management system.
“A user submission is immediately visible for every program committee mem-
ber and every program committee member observes the same.” We formalized
this property as a V2 HyperLTL formula in Equation Assume our algorithm
observes the following three traces of length five.

’ 0 I{s}l {} | {} | {} ‘ an author immediately submits a paper 4.2)

’ { I { I {s} | { | { ‘ an author submits a paper after one time unit (4.3)

O10 [ {sH] {st| { an author submits two papers 4.4)
blos[w] o] pap
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Trace Contains, with respect to ¢ above, no more information than trace We
say that trace 4.4/dominates trace|4.3|and, hence, trace 4.3may be pruned from the
set of traces that the algorithm has to store. If we consider a PC member trace, we
encounter the following situation.

‘ {} |{s}| { | {} | {} ‘ an author immediately submits a paper (4.5)
‘ {} | { | {s} | {s} | { ‘ an author submits two papers (4.6)
‘ {} |{pc}| {v} | v} | v} ‘ a PC member observes three papers 4.7)

Our algorithm will detect no violation, since the program committee member sees
all three papers. Intuitively, one might expect that no more traces can be pruned
from this trace set. However, in fact, trace[d.7Jdominates trace[d.5land trace[4.6] since
the information that three papers have been submitted is preserved in trace
Hence, it suffices to remember the last trace to detect, for example, the following
violations.

{ Hpel| (v} {v}]| {v}| a PC member observes three papers (4.8)
L0 [ [ ] 4]

O Hpel 3 v O ¢a PC member observes two papers ¢ 4.9)
L0 [ [ ] 0]
or

‘ it | U | { | { |{s}‘ fan author submits a paper after three time units #  (4.10)

Note that none of the previous user traces, i.e., trace [4.2]to trace are needed to
detect a violation.

Definition 4.7 Given t,t’ € TR, we say t dominates t' if t' is ({t}, ¢)-redundant.

The observations from the example above can be generalized to a language inclu-
sion check (cf. Theorem {.T1)), to determine whether a trace dominates another
trace. For proving this, we first prove the following two lemmas. For the sake of
simplicity, we consider ¥? HyperLTL formulas. The proofs can be generalized. We
denote M, [t/7] as the monitor where trace variable 7 of the template Monitor M,
is initialized with explicit trace t.

Lemma 4.8 Let ¢ be a V? HyperLTL formula over trace variables {m,m,}. Given an arbi-
trary trace set T and an arbitrary trace t, TU{t} is a model of ¢ ifand only if T is still accepted
by the following two monitors: (1) only 1y is initialized with t (2) only 1, is initialized with
t. Formally, the following equivalence holds.

VT C TRVt € TR.TU{t} € L(@) & T C L(Mlt/m]) AT C £(Mg[t/m))

Lemma 4.9 Given a ¥? HyperLTL formula ¢ over trace variables V := {my,...,mn} and
two traces t,t’ € TR, the following holds: t dominates t’ if and only if

L(Melt/m]) C LM [t'/m]) AL(Mlt/m]) C L(Melt'/m])
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Proof Assume for the sake of contradiction that (a) t dominates t” and w.Lo.g. (b)
LMy[t/m]) € L(Mglt'/m]). Thus, by definition of subset, there exists a trace
twitht € L(Myplt/m]) and t € L(My[t’/m]). Hence, TT = {m; — t,mp — t}is
a valid trace assignment, whereas 11" = {m; — t’,m; — 1} is not. On the other
hand, from (a) the following holds by Definition@ VT’ with {t} C T’ it holds that
T € L(p) & T ' U{t’} € L(p). We choose T’ as {t, t}, which is a contradiction to the
equivalence since we know from (a) that ITis a valid trace assignment, but IT’ is not
a valid trace assignment.

For the other direction, assume that L(M,[t/m]) C L(Mylt'/m]) and

L(Mg[t/m]) € L(M[t'/m2]). Let T/ be arbitrary such that {t} C T’. We distinguish
two cases:

o Case T" € L(¢), then (a) T" C L(Mylt/m]) C L(M[t'/m]) and (b) T C

L(Mglt/m;]) € L(Mglt'/m;]). By Lemmaf.8and T’ € £(¢), it follows that
T U{t'}e L(g).

e Case T’ ¢ L(o), then T' U{t} ¢ L(¢) for an arbitrary trace t. -

Lemma 4.10 Given an 3? HyperLTL formula @ over trace variables V := {m, ..., }and
two traces t,t’ € TR, the following holds: t dominates t’ if and only if

LMp[t'/m]) € LMelt/m]) A LMt /m]) C L(Me[t/m2])

Proof Assume for the sake of contradiction that (a) t dominates t’ and w.Lo.g. (b)
L(Mplt'/m]) € £L(My[t/m]). Thus, by definition of subset, there exists a trace t
with t € L(Me[t'/m]) and t € L(M,[t/m]). Hence, TT = {my — t/,m; — t}is
a valid trace assignment, whereas T’ = {m; ~ t,7; ~ t} is not. On the other
hand, from (a) the following holds by Definition@ VT’ with {t} C T’ it holds that
T € L(@) & T'U{t'} € L(p). We choose T’ as {t, t}, which is a contradiction to the
equivalence since we know from (a) that ITis a valid trace assignment, but IT’ is not
a valid trace assignment.

For the other direction, assume that L(M,[t'/m]) C L(Melt/m]) and

L(Mylt'/mp]) C L(Mg[t/m]). Let T/ be arbitrary such that {t} C T’. We distinguish
two cases:

o Case T" U {t'} € L(¢), then (a) T" C L(Myt'/m]) C L(Mylt/m]) and (b)
T/ C L(Mylt'/m]) € L(Mglt/m,]). By Lemma .8 and T U {t'} € L(o), it
follows that T’ € L£L(¢).

e Case T'U{t'} € L(op), then T’ & L(¢p). n

A generalization leads to the following theorem, which serves as the foundation of
our trace storage minimization algorithm.
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input : V™ HyperLTL formula o,
redundancy free set of traces T
trace t
output: redundancy free set of traces Ty, C T U {t}

M, =build_template (@)

foreach t’ € T do
if \jey L(Mlt'/m]) C L(Mg[t/n]) then
| returnT
end
end
foreach t’ € T do
if \qey L(Mlt/m]) C L(M[t'/n]) then
| T=T\{Y)
end
end
return T U {t}

Figure 4.2: Storage Minimization Algorithm.

Theorem 4.11 Given a V™ HyperLTL formula ¢ over trace variables V := {my,..., 7}
and two traces t,t" € TR, the following holds: t dominates t' if and only if

N £Melt/m]) € LMt /n) .
eV

Corollary 4.12 Given an 3™ HyperLTL formula ¢ over trace variables V := {m;,...,7n}
and two traces t,t' € TR, the following holds: t dominates t' if and only if
Nrev LM [t'/m) € L(Me[t/md).

Theorem 4.13  Algorithm 3| preserves the minimal trace set T, i.e., for all t € T it holds
that t is not (T \ {t}, )-redundant.

Proof By induction on T\ {t} and Theorem[4.11] -

4.5 Monitoring Alternating HyperLTL Formulas

In this chapter, we consider HyperLTL Formulas which are not alternation-free.
With the classic definition of monitorability (cf. Section[4.T), hardly any alternating
HyperLTL formula is monitorable as their satisfaction cannot be characterized by
a finite trace set, even for safety properties. Consider, for example, the formula
¢ = Vr.3dn.0(ax — by). Assume a finite set of traces T does not violate the
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formula. Then, one can construct a new trace t where a € t[i] and b ¢ t[i] for some
position i, and for all traces t’ € T it holds that b ¢ t’[i]. Thus, the new trace set
violates ¢. Likewise, if there is a finite set of traces that violates ¢, a sufficiently
long trace containing only b’s stops the violation.

If we fix a set of traces, we can check the satisfaction of an alternating HyperLTL
formula with a modification of the offline monitoring algorithm presented earlier.
This way, we can verify alternating hyperproperties after the execution of a sys-
tem based on recorded traces. In our conference management system example, the
property “There was a submission for every paper that is visible for a program
committee member.” is a hyperproperty that utilizes alternation and can be for-
malized as the V3HyperLTL formula

V. ' . pe A (—per — O(swe — Over)) - (4.11)

In the following, we present an extension to our offline algorithm for monitoring
V3HyperLTL and 3vHyperLTL formulas. Further, we show that the trace storage
minimization technique is also applicable for alternating HyperLTL formulas, al-
lowing to determine at runtime whether a trace needs to be stored or not.

We considered offline monitoring of universally quantified Y*HyperLTL in Sec-
tion 4 by checking whether M, accepts N for every N € T", given a trace set T and
a HyperLTL formula ¢. In contrast, an offline monitor for a V*3™HyperLTL and
I™V"HyperLTL formula has to perform the checks

/\ \/ check if M, accepts N x M, and
NeT MeTm

\/ /\ check if M, accepts M x N , respectively.
MeTm NeTn

We give a characterization of the trace dominance introduced in the last section for
HyperLTL formulas with one alternation. These characterizations can be checked
similarly to the algorithm depicted in Fig.

Theorem 4.14  Given a HyperLTL formula Vr. 3n’ .Ap two traces t,t" € TR, the following
holds: t dominates t' if and only if

LMy lt/m) C L(M[t'/n]) and L(M[t'/n']) C L(Mt/n]) .

Proof The = direction is the same as in proofs of Theorem and Lemma

For the other direction, assume that that (a) £(My[t/n]) € L(Me[t’/7n]) and (b)
L(Me[t'/m']) C L(M[t/m']). Let T’ be arbitrary such that {t} C T’. We distinguish
two cases:



4.6. Evaluation 27

e Case T’ € L(¢), then for all t; € T’ thereis at, € T’ such that Mgy = {t =
t1, " — t2} Fp V. Especially, for t, there is a corresponding trace t* such
that {r — t,’ — t*} Fy ¥, thus t* € L(M[t/7n]). From (a) it follows that
t* € L(My[t’/n]). Hence, {m — t', 7" — t*} Fy P and thereby T U{t’} € L(¢).

e Case T"U{t'} € L(@), then for all t; € T' U{t’} thereisat, € T’ U{t’} such
that {m — t;,7’ — t2} Fy b. Assume for the sake of contradiction there is a
t; € T’ such that there isno t, € T' with {m — t;,7n’ — t2} Fy Y. It follows
that {m — t1,7" — t'} Fg ¥, ie, t1 € L(My[t'/n']). From (b) it follows that
t1 € L(M[t/n']), leading to the contradiction that {mr — t;, 7" — t} Fy ¥ and
teT. Hence, T’ € L(¢@). -

Corollary 4.15 Given a HyperLTL formula 3rt.Vr'.p two traces t,t’ € TR, the following
holds: t dominates t’ if and only if

L(Mlt'/m) C L(Mo[t/n]) and L(Me[t/n']) C L(Met'/n]) .

We show the effect of the dominance characterization on two example formulas.
Consider the HyperLTL formula V7. 3n’.0(ar — b,) and the traces {b}), {b}{b},
{a}0, and {a{a}. Trace {a{a} dominates trace {a}) as instantiating 7t requires two
consecutive b’s for n’ where {a}() only requires a b at the first position (both traces
do not contain b’s, so instantiating i’ leads to the same language). Similarly, one
can verify that {b}{b} dominates trace {b}{.

Consider alternatively the formula 3n.Vn’.0(ax — b,). In this case, {a}{) domi-
nates {a}{a} and {b}{) dominates {b}{b}.

For our conference management example formula given in Equation a trace
{pc}{v} dominates {pc}P) and (){s}) dominates (), but P{s})) and {pc}P{v} are incom-
parable with respect to the dominance relation.

4.6 Evaluation

In this section, we report on experimental results of the presented techniques.
We evaluated a prototype implementation presented in [23]. For evaluating our
trace analysis, we use a scalable, bounded variation of observational determinism:
V.V . Oen(In = L) = Ocngc(Ox = Opv). Figureshows a family of plots for
this benchmark class, where c is fixed to three. We randomly generated a set of 10°
traces. The blue (dashed) line depicts the number of traces that need to be stored,
the red (dotted) line the number of traces that violated the property, and the green
(solid) line depicts the pruned traces. When increasing the requirements on the
system, i.e., decreasing n, we prune the majority of incoming traces with our trace
analysis techniques.
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Figure 4.3: Absolute numbers of violations in red (dotted), number of instances
stored in blue (dashed), number of instances pruned in green (solid) for 10° ran-
domly generated traces of length 100000. The y axis is scaled logarithmically.

In Fig. we compare the running time of the monitoring optimizations presented
in this paper to the naive approach. As a specification, we use the observational
determinism property with a single input and a single output proposition. We
compare the naive monitoring approach to the monitor using the trace analysis
technique. We randomly built traces of length 2000, with one byte of low input,
i.e., one atomic proposition is allowed to appear for 8 steps. The remaining atomic
propositions are one low output and five high in and outputs. Applying our tech-
nique results in a tremendous speed up of the monitoring algorithm.

4.7 An Optimization: Analyzing Specifications with EAHyper

As a preprocessing step to our monitoring algorithm, EAHyper was used in [23] to
detect whether a formula is symmetric, transitive, or reflexive. This optimization
and its possible application in verifying systems against hyperproperties will be
out of the scope of this thesis and the interested reader may be referred to [23].
However, we briefly discuss the proposed idea of the specification analysis here as
a proof of the practical relevance of a HyperLTL-SAT solver in modern verification
techniques.

If a hyperproperty is symmetric, every symmetric monitor instantiation can be
omitted, hence, only halve of the language membership tests have to be performed.
Consider, again, the following formalization of observational determinism, which
is symmetric:

V. (Ox = On )W (Ix # 1v)

If a hyperproperty is transitive, we can check every incoming trace against a refer-
ence trace, i.e., only one monitor is needed. The canonical example of a transitive
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Figure 4.4: Runtime comparison of naive monitoring approach with a version using
specification analysis, trace analysis, and a combination of both.

hyperproperty is equality:
Vv, O(ax < ay)

Both hyperproperties above are reflexive. For such formulas the monitor where
every trace variable is initialized with the same trace may be omitted. Whether a
hyperproperty formalized in the alternation-free fragment of HyperLTL fulfils one
of the properties above can be quickly checked with EAHyper, even for formulas of
non trivial size [23]. This shows, that EAHyper can be effectively used in practice to
speed up verification processes by analyzing and, thus, understanding formalized
hyperproperties.

This concludes our section on the runtime verification problem of HyperLTL. We
developed a practical, automata-based monitoring algorithm for which we pre-
sented a trace storage minimization algorithm.






Chapter 5

Conclusion

In this thesis, we presented an automata based monitoring approach for HyperLTL.
We showed that deciding whether an alternation-free HyperLTL formula is moni-
torable is PSpace-complete. We provided two algorithms: an offline and an online
algorithm for monitoring HyperLTL formulas which lie in the monitorable frag-
ment. Furthermore, we presented an offline algorithm for monitoring HyperLTL
formulas with one quantifier alternation.

We introduced EAHyper, the first satisfiability solver for hyperproperties ex-
pressed in the 3*v* fragment of HyperLTL. We sketched a specification analy-
sis [23] based on EAHyper, which reduces the algorithmic workload by reducing
the number of comparisons between a newly observed trace and the previously
stored traces.

To handle the potentially unbounded memory consumption, we presented a trace
analysis technique that reduces the traces that must be stored to a minimum.
We briefly evaluated the minimization algorithm on a prototype implementation,
showing that our technique can tremendously reduce the memory consumption
during the monitoring process.

Future work includes the development of a practical tool for the monitoring of Hy-
perLTL formulas based on our approach. Furthermore, developing an enforcement
mechanism for (a class of) HyperLTL formulas will be a challenging and interesting
task for the future.
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