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Hyperproperties
• Extend trace properties (e.g., in LTL) to system properties


• Reason about sets of traces


• Observational determinism: ∀π ∀π′ □ (liπ ↔ liπ′ ) → □ (loπ ↔ loπ′ )
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Linear Temporal Logic — LTL 
 —  holds at every timepoint 

 —  eventually holds 

 —  holds at the next timepoint
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Hyperproperties. Clarkson and Schneider. (CSF 2008).



HyperLTL — extending LTL with trace quantification

Hyperproperties
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• Extend trace properties (e.g., in LTL) to system properties


• Reason about sets of traces


• Observational determinism: ∀π ∀π′ □ (liπ ↔ liπ′ ) → □ (loπ ↔ loπ′ )
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Hyperproperties. Clarkson and Schneider. (CSF 2008).

• Extend trace properties (e.g., in LTL) to system properties


• Reason about sets of traces


• Observational determinism: ∀π ∀π′ □ (liπ ↔ liπ′ ) → □ (loπ ↔ loπ′ )
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Causes and Explanations: A Structural-Model Approach. Halpern and Pearl. Brit. J. Phil. Sci. 56 (2005). 
A Modification of the Halpern-Pearl Definition of Causality. Halpern. (IJCAI 2015).
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Causes and Explanations: A Structural-Model Approach. Halpern and Pearl. Brit. J. Phil. Sci. 56 (2005). 
A Modification of the Halpern-Pearl Definition of Causality. Halpern. (IJCAI 2015).

Actual Causality
Actual world

Counterfactual world

Hyperproperties 
Relate multiple 

system executions



Causes and Explanations: A Structural-Model Approach. Halpern and Pearl. Brit. J. Phil. Sci. 56 (2005). 
A Modification of the Halpern-Pearl Definition of Causality. Halpern. (IJCAI 2015).

Actual Causality
Actual world



Causes and Explanations: A Structural-Model Approach. Halpern and Pearl. Brit. J. Phil. Sci. 56 (2005). 
A Modification of the Halpern-Pearl Definition of Causality. Halpern. (IJCAI 2015).
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Causes and Explanations: A Structural-Model Approach. Halpern and Pearl. Brit. J. Phil. Sci. 56 (2005). 
A Modification of the Halpern-Pearl Definition of Causality. Halpern. (IJCAI 2015).
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AC1: the cause appears in the actual world


AC2: for every counterfactual world  
there exists a contingency where effect 
does not hold


AC3: this is a minimal cause⊂ { }

Causes and Explanations: A Structural-Model Approach. Halpern and Pearl. Brit. J. Phil. Sci. 56 (2005). 
A Modification of the Halpern-Pearl Definition of Causality. Halpern. (IJCAI 2015).
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AC1: the cause appears in the actual world


AC2: for every counterfactual world  
there exists a contingency where effect 
does not hold


AC3: this is a minimal cause⊂ { }

Causes and Explanations: A Structural-Model Approach. Halpern and Pearl. Brit. J. Phil. Sci. 56 (2005). 
A Modification of the Halpern-Pearl Definition of Causality. Halpern. (IJCAI 2015).
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AC1: the cause appears in the actual world


AC2: for every counterfactual world  
there exists a contingency where effect 
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• Effect: a violation of a Hyperproperty   

• Actual World: a set  of counterexample traces


• Cause: set of events on the set of traces
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Computing Contingencies
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Actual Causality for Hyperproperties
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Computing Actual Causes

Algorithms for Model Checking HyperLTL and HyperCTL*. Finkbeiner, Rabe, Sánchez. (CAV 2015)
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Experiments 
<latexit sha1_base64="/TN8vOxMW3ADY/RCLf8xGObC4oQ="></latexit>

Instance |�| |'| #(C) time(ms)

Running example (paper) 10 9 2 55
Security in & out 35 19 8 798
Drone example 1 24 19 5 367
Drone example 2 18 36 3 256

Asymmetric arbiter ’19 28 35 10 490
Asymmetric arbiter 72 35 24 1480

Available

CAV
Evaluation
Artifact

Functional

CAV
Evaluation
Artifact

{⟨hi,0,π′ ⟩}
{⟨¬hi,0,π⟩}
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• Effect: a violation of an -regular property   

• Actual World: a counterexample trace


• Cause: an -regular property

ω ψ

ω

Quantified Propositional Temporal Logic — QPTL 
LTL + quantification over propositions 

 — “  holds at every odd position”∃q . q ∧ □ (q ↔ ◯¬q) ∧ □ (q → a) a
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Causes as Trace Properties
SAT: C
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MIN: There is no C  such that C C  and C   SAT & CF

π ⊧
∀ ∃ φ

′ ′ → ′ ⊧

HyperQPTL

No lasso-shaped trace can be 
removed from C

Given a 
candidate 
cause C, 

verify:

 C is a cause of  on ⇒ φ π

Counterfactuals: traces with the same rejection structure

Contingencies: using the counterfactual automaton

Verify C on  πSAT

CF

MIN
Decidable via 
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checking!

Rabe. A temporal logic approach to information-flow control. Ph.D. thesis (2016)
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