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* * Abstract. Counterfactual reasoning is an approach to infer what causes
an observed effect by analyzing the hypothetical scenarios where a sus-
pected cause is not present. The seminal works of Halpern and Pearl
have provided a workable definition of counterfactual causality for finite
settings. In this paper, we propose an approach to check causality that
is tailored to reactive systems, i.e., systems that interact with their envi-
ronment over a possibly infinite duration. We define causes and effects as
trace properties which characterize the input and observed output behav-

Available

Abstract. Hyperproperties relate multiple computation traces to each
other. Model checkers for hyperproperties thus return, in case a system
model violates the specification, a set of traces as a counterexample.
Fixing the erroneous relations between traces in the system that led
to the counterexample is a difficult manual effort that highly benefits
from additional explanations. In this paper, we present an explanation

method for counterexamples to hyperproperties described in the spec-
ification logic HyperLTL. We extend Halpern and Pearl’s definition of
actual causality to sets of traces witnessing the violation of a HyperLTL
formula, which allows us to identify the events that caused the violation.
We report on the implementation of our method and show that it signif-
icantly improves on previous approaches for analyzing counterexamples
returned by HyperLTL model checkers.

ior, respectively. We then instantiate our definitions for w-regular prop-
erties and give automata-based constructions for our approach. Checking
that an w-regular property qualifies as a cause can then be encoded as a
hyperproperty model-checking problem.

Explaining Hyperproperty Violations. Coenen, Dachselt, Finkbeiner, F., Hahn, Horak, Metzger, Siber. (CAV 2022)
Temporal Causality in Reactive Systems. Coenen, Finkbeiner, F., Hahn, Metzger, Siber. (ATVA 2022)
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Causality as a Hyperproperty
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Actual Causality in Reactive Systems
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Hyperproperties

e Extend trace properties (e.g., in LTL) to system properties

* Reason about sets of traces
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Linear Temporal Logic — LTL

p — p holds at every timepoint

<>p — p eventually holds
Op — p holds at the next timepoint

Hyperproperties. Clarkson and Schneider. (CSF 2008).



Hyperproperties

e Extend trace properties (e.g., in LTL) to system properties

 Reason about sets of traces | |
- HyperLTL — extending LTL with trace quantification

e Observational determinism:
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Hyperproperties. Clarkson and Schneider. (CSF 2008).
Temporal Logics for Hyperproperties. Clarkson, Finkbeiner, Koleini, Micinski, Rabe, and Sanchez. (POST 2014).



Hyperproperties

e Extend trace properties (e.g., in LTL) to system properties

* Reason about sets of traces
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Hyperproperties. Clarkson and Schneider. (CSF 2008).
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E Joseph Y. Halpern, Judea Pearl:
| Causes and Explanations: A Structural-Model Approach: Part 1: Causes. UAI 2001: 194-202

" Causes and Explanations: A Structural-Model Approach. Part I: Causes
§ Author(s): Joseph Y. Halpern and Judea Pearl

}‘ Source: The British Journal for the Philosophy of Science, Dec., 2005, Vol. 56, No. 4 ]
t (Dec., 2005), pp. 843-887 ‘

Proceedings of the Twenty-Fourth International Joint Conference on Artificial Intelligence (IJCAI 2015)

A Modification of the Halpern-Pearl ’
Definition of Causality

‘ Joseph Y. Halpern*
Hyperproperties  { Cornell University
Halpern & Pearl
Causality Causality in
reactive
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Causes and Explanations: A Structural-Model Approach. Halpern and Pearl. Brit. J. Phil. Sci. 56 (2005).
A Modification of the Halpern-Pearl Definition of Causality. Halpern. (IJCAI 2015).
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Causes and Explanations: A Structural-Model Approach. Halpern and Pearl. Brit. J. Phil. Sci. 56 (2005).
A Modification of the Halpern-Pearl Definition of Causality. Halpern. (IJCAI 2015).
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Causes and Explanations: A Structural-Model Approach. Halpern and Pearl. Brit. J. Phil. Sci. 56 (2005).
A Modification of the Halpern-Pearl Definition of Causality. Halpern. (IJCAI 2015).
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Causes and Explanations: A Structural-Model Approach. Halpern and Pearl. Brit. J. Phil. Sci. 56 (2005).
A Modification of the Halpern-Pearl Definition of Causality. Halpern. (IJCAI 2015).
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Causes and Explanations: A Structural-Model Approach. Halpern and Pearl. Brit. J. Phil. Sci. 56 (2005).
A Modification of the Halpern-Pearl Definition of Causality. Halpern. (IJCAI 2015).
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“» ACT: the cause appears in the actual world

_ AC2: for every counterfactual world

@ there exists a contingency where effect
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Causes and Explanations: A Structural-Model Approach. Halpern and Pearl. Brit. J. Phil. Sci. 56 (2005).
A Modification of the Halpern-Pearl Definition of Causality. Halpern. (IJCAI 2015).
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< SAT : the cause appears in the actual world

SN
- CF : for every counterfactual world
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Causes and Explanations: A Structural-Model Approach. Halpern and Pearl. Brit. J. Phil. Sci. 56 (2005).
A Modification of the Halpern-Pearl Definition of Causality. Halpern. (IJCAI 2015).
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Actual Causality for Hyperproperties

| CF : for every counterfactual world
@ « there exists a contingency where effect
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Explaining Hyperproperty Violations
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Explaining Hyperproperty Violations
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Explaining Hyperproperty Violations
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Actual Causality for Hyperproperties

Find C such that
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Algorithms for Model Checking HyperLTL and HyperCTL*. Finkbeiner, Rabe, Sanchez. (CAV 2015)
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Causes as Trace Properties
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Causes as Trace Properties
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Causes as Trace Properties
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Causes as Trace Properties
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Causes as Trace Properties
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Rabe. A temporal logic approach to information-flow control. Ph.D. thesis (2016)
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