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Hyperproperties

2 TR

A Hyperproperty H C is a set
of sets of execution traces.

[Clarkson, Schneider, "10]

Example

Observational Determinism: “Program appears deterministic to low
security users.”

Generalized Noninterference: “. .. additionally low-security outputs
may not be altered by injection of high-security inputs.”



A Logical Approach to Information-Flow Control

HyperLTL [Clarkson, Finkbeiner, Koleini, Micinski, Rabe, Sanchez, '14]
MCHyper [Finkbeiner, Rabe, Sanchez, '15]

HyperLTL

e LTL + explicit trace quatification:
An.3An’. Oax A —ay
satisfiable by {{a}*, {b}“}

e Observational Determinism:
- V.V, Oy = lw) — 0(0x = Ow)
- V.V’ (O = O ) W (Iy # Iv)
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e EAHyper: Which variation is stronger?
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EAHyper: https://www.react.uni-
saarland.de/tools/online/EAHyper

A satisfiability solver for the decidable fragment of
Hyperproperties [Finkbeiner, H., '16].

e Satisfiability Checking:
- Have we made a mistake in the formalization?
- Is our Hyperproperty unsatisfiable or trivially true?
- Are our correctness requirements consistent with certain
information-flow policies?

e |Implication and Equivalence Checking:
- Can we avoid overhead in the verification process?
- Which variation of a certain information-flow policy is stronger?



Benchmarks

Table: Random formulas benchmark: instances solved in 120 seconds and

average wall clock time in seconds for 250 random formulas.

size 40 60 40 60 40 60 40 60 40 60 40 60 40 60 40 60 40 60
Jovo Jvo 32vo 33vo 34V0 35V0 36V0 37vo 38vo
solved 250 {250 | 250 | 250 | 250 { 250 | 250 i 250 | 250 i 250 | 250 i 250 | 250 { 250 | 250 i 250
avgt 0.01: 0.01 | 0.01 { 0.01 | 0.01 { 0.01 | 0.01 { 0.01 | 0.01 i 0.01 | 0.01 { 0.01 | 0.01 : 0.01 | 0.01 : 0.01
Jov1 11 J2v1 33v1 34v1 35v1 36V1 7vi 38v1
solved || 250 : 250 | 250 : 250 | 250 : 250 | 250 : 249 | 250 : 250 | 249 : 247 | 250 : 248 | 249 : 247 | 247 : 248
avgt 0.01: 0.01 | 0.01 : 0.01 | 0.02 ;| 0.02 | 0.02 ;| 0.05 | 0.02 | 0.06 | 0.02 : 0.01 | 0.02 ;| 0.01 | 0.13 | 0.02 | 0.04  0.08
Jov2 F1v2 J2v2 33v2 34v2 35V2 36V2 37v2 38v2
solved || 250 i 250 | 250 : 250 | 248 : 249 | 249 | 247 | 247 : 247 | 248 : 246 | 246 : 246 | 244 : 246 | 244 : 247
avgt 0.01: 0.01 | 0.01 ; 0.01 | 0.03 ; 012 | 0.03 ; 0.01 | 0.26 : 0.02 | 0.32 : 0.02 | 0.09 : 0.02 | 0.02 ; 0.02 | 0.05 ; 0.03
3ov3 V3 EVAK] 33v3 34V3 35V3 36V3 37v3 38V3
solved || 250 | 250 | 250 | 250 | 249 | 247 | 248 | 246 | 247 | 245 | 245 | 246 | 245 | 246 | 244 | 247 | 243 | 246
avgt 0.01 : 0.01 | 0.01 : 0.01 | 0.03 ; 0.02 | 0.07 : 0.02 | 0.06 : 0.03 | 0.14 : 0.05| 017 : 0.08 | 0.23 : 0.16 | 0.45 : 0.25
Jov4 J1v4 J2v4 33v4 34V4 35V4 36V4 EVAZ) 38v4
solved || 250 : 250 | 250 : 250 | 250 : 246 | 247 : 246 | 245 | 246 | 244 : 247 | 245 . 247 | 244 : 245 0 0
avgt 0.01: 01 | 0.01:0.01|0.02:0.01| 021 : 0.03 | 0.35 : 0.09 | 0.23 | 0.28 | 0.46 | 1.01 | 0.98 | 2.41 = =
3ovs Vs 32v5 33vs J4V5 355 36V5 375 38V5
solved || 250 : 250 | 250 : 250 | 249 : 247 | 248 : 247 | 243 | 245 | 245 : 246 0 0 0 o 0 0
avgt 0.01: 0.01 | 0.01 : 0.01 | 0.26 : 0.02 | 0.18 : 0.07 | 0.27 ;| 0.37 | 0.51 ; 2.81 = = = = = =




Benchmarks

Table: Checking implications between error resistant code formulas
(2-safety Hyperproperties).

Ham 0 1 2 3 4 5] 6 7 8 9 (0] n 12 13 14 15 16
0 0.03 0.02 0.03 0.02 0.02 002 003 0.03 0.04 0.08 010 018 025 046 074 135 262
1 0.03 0.02 0.03 0.03 004 003 005 0.04 0.06 0.08 013 021 040 049 082 150 299
2 0.01 003 0.03 0.03 0.04 0.02 0.03 004 004 0.07 012 021 036 0.55 0.88 159 3.09
3 0.03 0.04 004 0.05 004 004 0.03 0.04 0.05 007 012 023 036 0.52 087 156 312
4 0.04 0.04 0.04 0.06 010 0.02 0.03 0.05 008 008 016 021 036 052 0.86 166 305
5 0.03 003 005 0.07 0.07 019 014 017 005 0.08 014 022 0.30 052 0.92 155 299
6 0.03 004 005 006 009 022 035 021 025 01 025 026 036 053 0.87 15 3.00
7 0.04 0.05 0.05 0.05 014 024 032 037 038 042 014 020 037 052 089 165 3.05
8 0.05 0.05 0.07 010 047 0.23 026 0.36 0.50 0.56 047 0.40 0.53 053 113 1.61 3.18
9 0.07 0.08 008 010 016 019 021 043 070 0.64 048 0.52 090 065 103 171 3.08
10 0.09 013 015 015 0.21 020 0.34 043 054 076 138 155 0.61 089 103 178 3.22
1 016 023 022 024 024 026 04 053 062 081 130 129 181 105 186 233 317
12 0.27 0.30 036 0.30 032 041 045 046 0.85 091 169 128 281 282 114 391 449
13 0.38 046 051 047 057 052 057 086 103 127 147 216 319 822 548 864 708
14 0.69 0.87 091 084 084 098 094 102 146 130 201 382 396 635 750 9.06 1.1
15 122 152 158 170 169 165 167 174 187 273 302 308 587 725 13.04 3417 1226
16 226 3.04 297 300 310 3M 335 329 357 417 376 578 745 1731 1775 3151 48.09




EAHyper

Try EAHyper online: https://www.react.uni-
saarland.de/tools/online/EAHyper

e EAHyper checks the satisfiability, implication, and equivalence
of HyperLTL formulas.

e EAHyper can be used to analyze hyperproperties and the
relation between different formalizations.

e Code and Benchmarks are available online:
https://www.react.uni-saarland.de/tools/eahyper/
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