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Locality Local System-wide
component

R Mission Statistics:
Data Validation:

Example “Altimeter must produce
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distance and relative path
deviation.”



ONE LANGUAGE TO RULE THEM ALL?



BLOCK ! ONE LANGUAGE TO RULE THEM ALL?

Control + Guarantees Expressiveness
Logics General-Purpose Languages




ONE LANGUAGE TO RULE THEM ALL?

Points to consider:
% Output Quality
% EXpressiveness
% Integration
+» Guarantees
% Certifiability

Control + Guarantees Expressiveness
Logics General-Purpose Languages



BLOCK ! ONE LANGUAGE TO RULE THEM ALL?

Points to consider:

% Output Quality - Stream-based + Quantitative
% EXpressiveness

% Integration

+» Guarantees

% Certifiability

Control + Guarantees Expressiveness
Logics General-Purpose Languages



BLOCK ! ONE LANGUAGE TO RULE THEM ALL?

Points to consider:
% Output Quality - Stream-based + Quantitative
% Expressiveness - Arithmetic + Clarity
% Integration
+» Guarantees
% Certifiability

Control + Guarantees Expressiveness
Logics General-Purpose Languages



BLOCK ! ONE LANGUAGE TO RULE THEM ALL?

Points to consider:
% Output Quality - Stream-based + Quantitative
% Expressiveness - Arithmetic + Clarity
% Integration - HW + SW compilation
+» Guarantees
% Certifiability

Control + Guarantees Expressiveness
Logics General-Purpose Languages



BLOCK ! ONE LANGUAGE TO RULE THEM ALL?

Points to consider:

% Output Quality - Stream-based + Quantitative

% Expressiveness - Arithmetic + Clarity

% Integration - HW + SW compilation

% Guarantees - Const Space + Const Time per event
% Certifiability

Control + Guarantees Expressiveness
Logics General-Purpose Languages



BLOCK ! ONE LANGUAGE TO RULE THEM ALL?

Points to consider:

% Output Quality - Stream-based + Quantitative
% Expressiveness - Arithmetic + Clarity

% Integration - HW + SW compilation

% Guarantees - Const Space + Const Time per event
% Certifiability - SW verified; prelim results for HW

Control + Guarantees Expressiveness
Logics General-Purpose Languages



RTLOLA BY EXAMPLE I

Sensor Validation 1: Altimeter readings must be non-negative.

1nput altitude: Float32
trigger altitude < 0 “Altimeter reports negative values.”



RTLOLA BY EXAMPLE I

Sensor Validation 1: Altimeter readings must be non-negative.

1nput altitude: Float32
trigger altitude < 0 “Altimeter reports negative values.”

Sensor Validation 2: Barometer must produce 9 — 11 readings per second.

input pressure: Float32
output read ps @ 1Hz := pressure.aggregate(over: 1s, using: count)
trigger read ps > 11 v read ps < 9 “Barometer count irregular.”



RTLOLA BY EXAMPLE I

Sensor Validation 1: Altimeter readings must be non-negative.

1nput altitude: Float32
trigger altitude < 0 “Altimeter reports negative values.”

Sensor Validation 2: Barometer must produce 9 — 11 readings per second.

1nput pressure: Float32
output read_ps{a@ 1Hz}:= pressure.aggregate(over: 1s, using: count)
trigger read ps > 11 v read ps < 9 “Barometer count irregular.”




RTLOLA BY EXAMPLE I

Barometer must produce 4 readings per second.

-|—.......-|-.......—|—.......-|-......._|........—>
1s PAS 3S 4S

Sensor Validation 2: Barometer must produce 9 — 11 readings per second.

1nput pressure: Float32
output read_ps{a@ 1Hz}:= pressure.aggregate(over: 1s, using: count)
trigger read ps > 11 v read ps < 9 “Barometer count irregular.”




RTLOLA BY EXAMPLE I

Barometer must produce 4 readings per second.

Ve Ve Ve SN N

-|—.......-|-.......—|—.......-|-......._|........—>
1s PAS 3S 4S

Sensor Validation 2: Barometer must produce 9 — 11 readings per second.

1nput pressure: Float32
output read_ps{a@ 1Hz}:= pressure.aggregate(over: 1s, using: count)
trigger read ps > 11 v read ps < 9 “Barometer count irregular.”




RTLOLA BY EXAMPLE I

Barometer must produce 4 readings per second.

Ve Ve Ve SN N

Sensor Validation 2: Barometer must produce 9 — 11 readings per second.

1nput pressure: Float32
output read_ps{a@ 1Hz}:= pressure.aggregate(over: 1s, using: count)
trigger read ps > 11 v read ps < 9 “Barometer count irregular.”




RTLOLA BY EXAMPLE I

Barometer must produce 4 readings per second.

Semal?t'
Sensor Validation 2: Barometer must produce 9 — 11 reuc. ICa[[y diee

1nput pressure: Float32
output read_ps{a@ 1Hz}:= pressure.aggregate(over: 1s, using: count)
trigger read ps > 11 v read ps < 9 “Barometer count irregular.”
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BLOCK 1

RTLOLA'S TYPE SYSTEM I

Any

Int32 UInto4 THZ aAb

VALUE TYPE PACING TYPE
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2-DIMENSIONAL TIME

e event QO—Q—C—Q—C—QC—Q—C‘:’,—'Z}Q—Q—QC—C—0—0—0&%‘_“‘_>
: 0-order
: hold
p1: periodic |
X X
. . ) 4
P2: periodic YT, S S
e2: eve nt -;_‘_"‘—"::—‘_“"‘—‘—.;-—‘I‘I‘—'—Q—Q-‘—Q-‘—‘—‘-—y
1S 2S 3S 4s
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2-DIMENSIONAL TIME

e.: event CAQ—C—C—Q—C—CO—Q—C‘:’,-'Z}Q—Q—QC—C—Q—Q-Q%g_,g_»
: 0-order
: hold
p1: periodic |
X X
. . ) 4
P2: periodic YT, S S
e2: eve nt -;_‘_"‘—"::—‘_“"‘—‘—.;;‘I‘I‘—'—Q—Q-‘—Q-‘—‘—‘-—y

< Synchronous: Default; Couples timing; Infallible

< Holds + aggregations: Decouple timing; Fallible
< Aggregations only permitted in periodic streams
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RTLOLA'S TYPE SYSTEM 11

Sensor Validation 1: Altimeter readings must be non-negative.
input altitude: Float32 Float32 |

trigger altitude < 0 “Altimeter reports negative valyes.. ..
Bool |}

144

~ } Ensures
_—J} timeliness
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Sensor Validation 1: Altimeter readings must be non-negative.

input altitude: Float32 Float32 |

trigger altitude < 0 “Altimeter reports negative values.”
Bool |

Sensor Validation 2: Barometer must produce 9 — 11 readings per second.

input pressure: Float32 Float32 | UInt32 |

output read ps @ 1Hz := pressure.aggregate(over: 1s, using: count)

trigger read_pslr 11 v read ps < 9 “Barometer count 1irregular.”
Boo

pressure.aggregate(...)
read_ps * pressure

output x :
output y :
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Sensor Validation 1: Altimeter readings must be non-negative.

input altitude: Float32 Float32 |

trigger altitude < 0 “Altimeter reports negative values.”
Bool |
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input pressure: Float32 Float32 | UInt32 |

output read ps @ 1Hz := pressure.aggregate(over: 1s, using: count)

trigger read ps > 11 v read ps < 9 “Barometer count irregular.”
Bool |

it .— pressure—gooTeogtel.) aggregation w/o period

output y := read _ps * pressure
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Sensor Validation 1: Altimeter readings must be non-negative.

input altitude: Float32 Float32 |

trigger altitude < 0 “Altimeter reports negative values.”
Bool |

Sensor Validation 2: Barometer must produce 9 — 11 readings per second.

input pressure: Float32 Float32 | UInt32 |

output read ps @ 1Hz := pressure.aggregate(over: 1s, using: count)

trigger read ps > 11 v read ps < 9 “Barometer count irregular.”
Bool |

Ut .— pressure—agoreogte(.) ageregation w/o period

mixes periodic and events
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RTLOLA'S TYPE SYSTEM III

Int32 | Int32 |
input velo 1, velo 2: Int32

output deviation := abs(velo 1 - velo 2)
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input velo 1, velo 2: Int32

UInt32 |
output deviation

ad velo 1 A velo 2 :
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abs(velo 1 - velo 2)
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Int32 | Int32 |

input velo 1, velo 2: Int32

UInt32 |
output deviation

UInt32 |

output deviation’

:= abs(velo 1

ad velo 1 A velo 2 :

RTLOLA'S TYPE SYSTEM III

abs(velo 1 - velo 2)

- velo 2 )
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BLOCK 1

Int32 | velo 1 Int32 | velo 2
input velo 1, velo 2: Int32

UInt32 | velo 1 A velo 2
output deviation @ velo 1 A velo 2 := abs(velo_1 - velo 2)

UInt32 | velo 1 v velo 2

output deviation’ @ velo 1 v velo 2
:= abs(velo 1.hold(or: 0) - velo 2.hold(or: 0))
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RTLoOLA'S TYPE SYSTEM III

BLOCK 1

Int32 | velo 1 Int32 | velo 2
input velo 1, velo 2: Int32

UInt32 | velo 1 A velo 2
output deviation @ velo 1 A velo 2 := abs(velo_ 1 - velo_ 2)

UInt32 | velo 1 v velo 2

output deviation’ @ velo 1 v velo 2
:= abs(velo 1.hold(or: 0) - velo 2.hold(or: 0))

N~ 7 ~

Int32 | Any Int32 | Any

STRONG TYPE SYSTEM SUPPORTS SPECIFIER.

— INCREASES CONFIDENCE IN SPEC.
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Mission Statistic: Does the WP-distance correlate with
the relative path deviation?

input wp, pos: (Float64, Float64)

output wp_dist := abs(wp - wp.offset(by: -1, dft: wp))
output dist _total := pos - pos.offset(by: -1, dft: START)
+ dist_total.offset(by: -1, dft: 0)
output total dist _at wp @ wp := dist_total.hold(or: 0)
output devi @ wp := abs( wp_dist.offset(by: -1, dft: @) -
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output dist v _devi @ wp := (wp_dist, devi)

output cov @ 1Hz := dist v _devi.aggregate(over: o, using: cov)
output var_dist @ 1Hz := wp_dist.aggregate(over: o, using: var)
output var_devi @ 1Hz := devi.aggregate(over: o, using: var)

output corr := cov / (var_devi”™2 * var_dist”2)



RTLOLA BY EXAMPLE Il

Mission Statistic: Does the WP-distance correlate with
the relative path deviation?

input wp, pos: (Float64, Float64)

output wp_dist := abs(wp - wp.offset(by: -1, dft: wp))
output dist _total := pos - pos.offset(by: -1, dft: START)
+ dist_total.offset(by: -1, dft: 0)
output total dist _at wp @ wp := dist _total.hold(or: 0)
output devi @ wp := abs( wp_dist.offset(by: -1, dft: @) -
(total _dist _at wp - total _dist _at wp.offset(by: -1, dft: 0) )

output dist v devi @ wp := (wp dist, devi

output

output RTLOLA PROVIDES PRIMITIVES FOR ABSTRACT,
output MISSION-LEVEL PROPERTIES.

output corr := cov var _devi 2 * var dis

14



Great, we've got a spec and the type
checker 1s happy.

What next?

A) Further increase confidence

B) Analyze complexity

15



VALIDATION VIA INTERPRETATION
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BLOCK | VALIDATION VIA INTERPRETATION

SPECIFICATION:

GPS frequency validation RESULTS:

GPS/IMU jump detection

433,000 events
1,545ns per event @ 146%

D heap
ENABLES RAPID DEVELOPMENT.

Hover phase detection
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SPECIFICATION ANALYSIS
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SPECIFICATION ANALYSIS

Stream  #ivalues Size Windows Total @
DOS 2 128 256 0 :
wp 2 128 256 @
d_total 2 64 128 A
wp_dist 1 64 64

d_s_wp 1 64 64

devi T 64 04

var_dist 1 64 128 192

dl v de ( 64 64 var_dist di_v_de var_dist
var_dist 1 64 128 192 X

cov 1 64 128 192 oV

Corr | 04 04 f

corr 17



Stream
DOS

Wp
d_total
wp_dist
d_s_wp
devi
var_dist
di_v_de
var_dist
CoV
corr

SPECIFICATION ANALYSIS

Hvalues

2
2
2
L
L
L
L
L
L
L
L

Size Windows

128
128
04
04
04
04
04
04
04
04
04

128

128
128

Total
256

256
128
04
04
04
192
04
192
192

64
> 1536B

var_dist

di_v _de

e

var_dist
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SUMMARY RTLoOLA
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BLOCK 1

Sensor Level

SUMMARY RTLoOLA

Mission Level

Timeliness

Critical

Lax

Arithmetic
Challenge

Low
(bounds checks, counting)

High
(statistics, prediction)

Input Data

Raw

Refined

Locality

Local

Inter-
component

System-wide

Example

Data Validation:
“Altimeter must produce
positives values.”

Mission Statistics:
“Low correlation between WP
distance and relative path
deviation.”
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Brock! SUMMARY RTLOLA

e

Every request needs to be granted within a second.

H
=
@

Arith MTL: O(r 2 <¢15 €)
Chal

? 22?2 M 2?27 M 7

Loc —|—0—0—0-0—00—0—0—000—0—|—‘—0—0—0—“—0—0—0¢0—;—|—>

Exa

MTL:

RTLola: |Checkt= 1.07
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Brock! SUMMARY RTLOLA

. Every request needs to be granted within a second.

Arith e event oc—c—c—c—c-co-c—c‘i-‘..i:-c—c—ca—c—c—c_.L""”;;_._.._,
Chal O-hoorldder
M p+: periodic 5
X X
Loc —I—O p2: periodic ——— _ vv ___________ SEE—— '
00 ............ e e 5
e,: event ’3:‘“—“0—c-c—coi:‘—‘:-—ooc—c—10-;‘“:00—0—0—0'0—0-0—0—0'—>

Exa

MT L: 1s 2s 3s 4s



BLOCK 1

SUMMARY RTLoOLA

. Every request needs to be granted within a second.

Exa

MTL:

SPECIFICATION:

GPS frequency validation RESULTS:

GPS/IMU jump detection

433,000 events
1,545ns per event @ 146%

Hover phase detection

Stack size < 1kB, no heap
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Exa

BLOCK 1

MTL:

SUMMARY RTLoOLA

very request needs to be granted within a second.

Stream  #values Size Windows Total

pPOS 2 128 256

wp 2 128 256 @
-t d_total 2 64 128 o _)-

wp_dist 1 64 64 @

d_s_wp 1 64 64

devi 1 64 64

var_dist 1 64 128 192

di_v_de 1 64 64 @ di_v.d

var_dist 1 64 128 192

cov 1 64 128 192 oV

corr T 64 f

64
> 15368 corr

1

% g % 1 i
|

e
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BLOCK Il INTERPRETATION V COMPILATION

| 01010010
nterprets 01010110
00110010
00110000

. 4

Specification



BLOCK Il INTERPRETATION V COMPILATION

Impl Monitor { 01010010
Compilation 01010110
while let Some(i) —> 100110010
= get_input() 1 00110000 @
I3

Specification High Level Code



BLOCK Il INTERPRETATION V COMPILATION

Impl Monitor { 01010010
Compilation 01010110
while let Some(i) —> 100110010
= get_input() 1 00110000 @
I3

Specification VHDL Code



Brock II CHALLENGES

? ﬁ Reduce

Circuit
b Cost

" Periodic
R versus
y Event-Based

Utilize
Parallel
Execution
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Brock II VHDL COMPILATION OVERVIEW

L

N\

Challenges: \ \\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\

N /L —

C4 - 4%% Tetee
2, ) é/e y

' Y S, pza:cz‘ %eze’

. 5 B

—

/N
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Brock II VHDL COMPILATION OVERVIEW

Challenges:

VY
Y
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Brock II VHDL COMPILATION OVERVIEW

Challenges:

VY
H
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Brock II VHDL COMPILATION OVERVIEW




Brock Il HIGH-LEVEL CONTROLLER
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Brock II HIGH-LEVEL CONTROLLER

input velo_1: Int64
input velo _2: Int64
output devi := abs(velo 1 - velo 2)
output lasting devil := devl > 5
A devi.offset(by: -1, dft: 0) > 5
A devi.offset(by: -2, dft: 0) > 5
trigger lasting devi "Lasting deviation 1n measured velocities."
output avg _devi @1@mHz := devi.aggregate(over: 10min, using: avg)
trigger avg _devi > 4 "High average deviation.” 1,




Brock II HIGH-LEVEL CONTROLLER

{veloy} : 064+l veloy, 1, ts, 00000

input velo 1: Int64 {veloy, veloz}: velos, 1, velo,, 1, ts, 11100
input velo _2: Int64

output devi := abs(velo 1 - velo 2) t=100s: Qo4+l,@Q64+1, ts, 00011

output lasting devil := devl > 5

A devi.offset(by: -1, dft: 0) > 5
A devi.offset(by: -2, dft: 0) > 5
trigger lasting devi "Lasting deviation 1n measured velocities."
output avg _devi @1@mHz := devi.aggregate(over: 10min, using: avg)
trigger avg _devi > 4 "High average deviation.” 1,




Brock II HIGH-LEVEL CONTROLLER

{veloy} : 064+l veloy, 1, ts, 00000

input velo 1: Int64 {veloy, veloz}: velos, 1, velo,, 1, ts, 11100
input velo _2: Int64

output devi := abs(velo 1 - velo 2) t=100s: Qo4+l,@Q64+1, ts, 00011

output lasting devil := devl > 5

A devi.offset(by: -1, dft: 0) > 5
A devi.offset(by: -2, dft: 0) > 5
trigger lasting devi "Lasting deviation 1n measured velocities."
output avg _devi @1@mHz := devi.aggregate(over: 10min, using: avg)
trigger avg _devi > 4 "High average deviation.” 1,




Brock II LoW-LEVEL CONTROLLER

Input 1

Input n

Output A1

Output A1 n

input velo_1: Int64
input velo _2: Int64
output devi := abs(velo 1 - velo 2)
output lasting devil := devl > 5
A devi.offset(by: -1, dft: 0) > 5
A devi.offset(by: -2, dft: 0) > 5
trigger lasting devi "Lasting deviation 1n measured velocities."
output avg _devi @1@mHz := devi.aggregate(over: 10min, using: avg)
trigger avg devli > 4 "High average deviation.”

Output Ax+;

Output Ax<n

LLC

25



Brock Il PARALLEL COMPUTATION

trig_1

trig_2
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Brock Il PARALLEL COMPUTATION

trig_1

trig_2
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Brock II LoW-LEVEL CONTROLLER

input velo_1: Int64 @

input velo _2: Int64
output devi := abs(velo 1 - velo 2)
output lasting devil := devl > 5
A devi.offset(by: -1, dft: 0) > 5
A devi.offset(by: -2, dft: @) > 5 LLC
trigger lasting devi "Lasting deviation 1n measured velocities.”
output avg _devi @1@mHz := devi.aggregate(over: 10min, using: avg)
trigger avg devli > 4 "High average deviation.” 7

QUEUE

velo_1

velo 2
devi

lasting_devi
avg_devi
trigger 1

trigger 2




Brock II EMPIRICAL EVALUATION

Drone

Network

Cmd
Resp
Par

Cmd
Resp
Seq

Mon
HLC
Q
LLC
Mon
HLC
Q
LLC
Mon
HLC
Q
LLC
Mon
HLC

Q
LLC

FF

3036
901
543

1281

1905
550
330
895

6379
936
540

4903

6909
936
534

5433

LUT
3685

156
444
2820
1533
161
342
927
13794
232
326
13236
14768
232
326
14210

MUX
26

0
0
0

N
08

©O O O OO0 OO0 O O O O

CA
656

22
43
576
226
37
28
161
849
30
28
971
851
30
28
973

MULT
10

0
0
10

N
68

© O O OO0 O O OO0 O o

Pwr [W]

1.620

1.570

1.582

1.581

Time [ps]

4.28

3.20

3.77

43.83
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Brock II SumMMARY HW COMPILATION

A}
\%é
4 LS

'

0

3

R

N\

Challenges: \ \\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\

N -

b A lottey, oz, Fetee
= 04/6 A

' Y S, zzazzcz%eze,

L ¥ 7%’2464

—

/N
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Brock Il SOFTWARE COMPILATION

Impl Monitor { 01010010
Compilation 01010110
while let Some(i) —> 100110010
= get_input() 1 00110000 @
I3

Lola :
Specification High Level Code



Brock Il SOFTWARE COMPILATION

Impl Monitor { 01010010
Compilation 01010110
while let Some(i) —> 100110010
= get_input() 1 00110000 @
I3

Lola
Specification

Rust
Code



Brock Il SOFTWARE COMPILATION

Impl Monitor { 01010010
Compilation #H invariant = .. ] 01010110
P | while let Some(i) —> 100110010
+ Annotation = get_input() {
Generation 00 1000¢ ;S
H}
Lola Rust

Specification Code



Compilation
—p

+ Annotation
Generation

Lola
Specification

Brock Il SOFTWARE COMPILATION

Impl Monitor {
H invariant = .. |
while let Some(1i)

}¥

= get_input() {

01010010
01010110
00110010
00110000

Rust
Code

. 4
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Compilation
—p

+ Annotation
Generation

Lola
Specification

Brock Il SOFTWARE COMPILATION

Impl Monitor {
H invariant = .. |

while let Some(1i)

= get_input() {

01010010
01010110
00110010
00110000

30



Brock II THE ORIGINAL LOLA

1nput alt

output tooHigh
alt.offset(by: -1, dft: 0) > 500

A alt > 500

A alt.offset(by: +1, dft: 0) > 500

CL LTIl criseer tooigt
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Brock II THE ORIGINAL LOoLA

> SEeNSsors

1nput alt

output tooHigh
alt.offset(by: -1, dft: 0) > 500
A alt > 500
A alt.offset(by: +1, dft: 0) > 500

trigger tooHigh
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Brock II THE ORIGINAL LOoLA

1nput alt

output tooHigh :
alt.offset(by: -1, dft: 0) > 500
A alt > 500
A alt.offset(by: +1, dft: 0) > 500

— REAL-TIME trigger tooHigh

— NO ASYNCHRONY
+ FUTURE OFFSETS

31



BLOCK [l SHIFT & MEMORY REQUIREMENT

1input alt
output tooHigh :=

alt.offset(by: -1, dft: @) > 500

A alt > 500

A alt.offset(by: +1, dft: @) > 500
trigger tooHigh

32



BLOCK [l SHIFT & MEMORY REQUIREMENT

input alt
output tooHigh :=

alt.offset(by: -1, dft: @) > 500

A alt > 500

A alt.offset(by: +1, dft: @) > 500
trigger tooHigh

32



BLOCK [l SHIFT & MEMORY REQUIREMENT

Def Shift:

A(s) = max(0, max{w + A(s') | (s,w,s’) € R})
A(alt) = 0

A(tooHigh) = A(trig) = 1

input alt
output tooHigh :=

alt.offset(by: -1, dft: @) > 500

A alt > 500

A alt.offset(by: +1, dft: @) > 500
trigger tooHigh

32



BLOCK [l SHIFT & MEMORY REQUIREMENT

» Def Shift:

A(s) = max(0, max{w + A(s') | (s,w,s’) € R})

_ A(alt) = 0
A(tooHigh) = A(trig) = 1

0
@ Def Memory Requirement:
input alt p(s) = max{A(s’) - A(s) - w | (s’w,s) € E}
output tooHigh := u(alt) -9

alt.offset(by: -1, dft: @) > 500
A alt > 500 u(tooHigh) = A(trig) = 0
A alt.offset(by: +1, dft: @) > 500

trigger tooHigh

32



Brock II (IN-)FALLIBLE ACCESSES

., SeNsors

%[5 ]av]an]an]as]ae]aw]as]  input alt

output tooHigh
alt.offset(by: -1, dft: 0) > 500

A alt > 500

A alt.offset(by: +1, dft: 0) > 500

CL LTIl criseer tooigt

| \ T‘ﬂ!\
5 1Y ‘ TN

o
b 5
> . 7

o AR IERE r NV
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Brock II (IN-)FALLIBLE ACCESSES

> SEensors

1nput alt

output tooHigh

A alt > 500

Lo fe [ o] Jo] trigger tooigh
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Brock II (IN-)FALLIBLE ACCESSES

> SEensors

Lo fe [ o] Jo] trigger tooigh
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Brock II (IN-)FALLIBLE ACCESSES

_ Sensors

CL LTIl criseer toonigt
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Brock II (IN-)FALLIBLE ACCESSES

_ Sensors

CL LTIl criseer toonigt
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Brock II (IN-)FALLIBLE ACCESSES

_ Sensors

1nput alt

output tooHigh

A alt > 500

trigger tooHigh
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Brock II (IN-)FALLIBLE ACCESSES

> SEensors

1nput alt

output tooHigh

A alt > 500 never fails

trigger tooHigh

33



. SeNsors

Brock II (IN-)FALLIBLE ACCESSES

let alt_past =
mem.get _alt(-1).unwrap _or(0);

let alt future =
mem.get _alt(+1).unwrap_or(0);

let alt _current = mem.get _alt_sync(0);

let tooHigh =
alt _past > 500
& alt current > 500
&6 alt future > 500
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Brock II (IN-)FALLIBLE ACCESSES

let alt_past =
mem.get_alt(-1)

> SEensors

let alt future =
mem.get_alt(+1)

let alt _current = mem.get_alt_sync(0);

let tooHigh =
alt _past > 500
&6 alt current > 500
&6 alt future > 500

34



BrLock II THREE PHASES

[

PREFIX

35



BrLock II THREE PHASES

while let Some(...)

fn prefix() { = get_input() {

a-1 > 500

A 3o > 000 a_1/\ >a@5®>® 500
AN A+l 2 500 A as > 500

} }

PREFIX

fn postfix() {
a-1 > 500
A dg > 500
A as1 > 500

}

36



BrLock II THREE PHASES

fn prefix() while let Some(..)

0 > 500 = get_input() {
a-1 > 500

A adg > 500 A as > 500

A a:1 > 500 A aw > 500

} }

PREFIX

fn postfix() {
a-1 > 500

A dg > 500

A a:1 > 500

}

36



BrLock II THREE PHASES

fn prefix() while let Some(..)

> 500 = get_lnput() {
A 3 500 a-1 > 500
A a® S A dg > 500

i A as1 > 500

} }

PREFIX

fn postfix() {
a-1 > 500

A dg > 500

A a:1 > 500

}

36



BrLock II THREE PHASES

fn prefix() while let Some(..)

> 500 = get_lnput() {
A 3 500 a-1 > 500
A a® S A dg > 500

i A as1 > 500

} }

PREFIX

fn postfix() {

> 500
M
A 0 > 5@

}

36



BrLock II THREE PHASES

I. ERADICATE MOST CONDITIONALS
II. REPLACE MEMORY ACCESSES WITH CONSTANTS

while let Some(...)

fn prefix() { = get_input() {

fn postfix() {

> 500 > 500
a-1 > 500
2 2® >5®® A apg > 500 2 aQ@ >5®®
i AN d+1 > 500 |

} } }

PREFIX

36



BrLock II PERFORMANCE BENEFIT

Interpreter 438ns

bns
(1.4%)

Compilation

1.535us

63ns
(4%)
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Brock II VERIFICATION — IDEA

stream 2 infinite sequence of values

Loa | | | | | 1«0 | [ 1 [ 1 [
t=0 -

RUST

38



Brock II  VERIFICATION — IDEA

stream 2 infinite sequence of values

Loa | | | | | 1« L [ 1 [ 1 [
t=0 T~ E

RUST @ u(s)

memory = finite excerpt of stream -



Brock II  VERIFICATION — IDEA

stream 2 infinite sequence of values

Loa | | | | | 1«0 | [ 1 [ 1 [
t=0 -

Vieer [ | | [ [ [ [ | HOST

=0 MEMORY

memory = finite excerpt of stream i,



Brock II  VERIFICATION — IDEA

stream 2 infinite sequence of values

Loa | | | | | 1«0 | [ 1 [ 1 [
t=0 -

GHOST
VIPER EDZQQQQ MEMORY

TTT @
I

RUST RIS
AWV,

memory = finite excerpt of stream i,



Brock II  VERIFICATION — IDEA

stream 2 infinite sequence of values

LOLA ----‘-"1-------
t=0

o s 1 =1 S
"/
GHOST
ViPER iiﬁjﬁﬁz'j GHOST

= o
---

RUST | e[ | )
~ S\

memory = finite excerpt of stream i,



BLock II  VERIFICATION — REALIZATION

while let Some(input) = get _input() {

mem.add_input(&input);
[ [ EVALUATION LOGIC |]]

mem.store(new_tooHigh);
gm.store(new_tooHigh);

if trigger 1 { emit( trigger 1 msg) }
}

40



BLock II  VERIFICATION — REALIZATION

H invariant="forall 1: usize :: (::)
(0 < 168 1 < p(a))
—> mem.get _a(i) = gm.get _a(iter - 1)

while let Some(input) = get _input() {
mem.add _input(&input);
[[ EVALUATION LOGIC ]]

mem.store(new_tooHigh);
gm.store(new_tooHigh);

if trigger 1 { emit( trigger 1 msg) }

40



BLock II  VERIFICATION — REALIZATION

t#H invariant="forall 1: usize :: (::)
(0 < 168 1 < p(a))
—> mem.get _a(i) = gm.get _a(iter - 1)
Il]
#H invariant=“new_tooHigh = gm.get _a(iter - 2) > 500 A .."] (::)

while let Some(input) = get _input() {
mem.add _input(&input);
[[ EVALUATION LOGIC ]]

mem.store(new_tooHigh);
gm.store(new_tooHigh);

if trigger 1 { emit( trigger 1 msg) }

40



Brock II VIABILITY

altitude
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Brock II VIABILITY

—

altitude

1,000 &

800

600

400

200 -

Time [s] Memory [MB]



Brock II VIABILITY

Time [s]

Memory [MB]

5,000

4,000

3.000

2,000

1,000 |

Time [s]

Memory [MB]

iy



Brock II VIABILITY

600

400

200 -

Time [s]

Memory [MB]

5,000

4,000

3.000

2,000

1,000 |

Time [s]

Memory [MB]

flisht phase

iy



Brock II VIABILITY

1,000 &

800

600

400

200 -

Time [s]

Memory [MB]

5,000

4,000

3.000

2,000

1,000 |

Time [s]

Memory [MB]

*- “ _

flisht phase

Detected implicit assumption
on input stream!
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Brock II VIABILITY

Detected implicit assumption

1nput time :
P on input stream!

1nput sensor

output Otime :=

abs(time - time.offset(by: -1, dft: 0))
output O6sensor :=

abs(sensor - sensor.offset(by: -1, dft: 0))
output diff := Osensor / dtime

42



Brock II VIABILITY

1nput time
1nput sensor

output Otime :=

abs(time - time.offset(by:
output O6sensor :=

abs(sensor Sensor.off

output diff := 6sensor / 6t1me

-1,

by

ﬁLf y
X P

flisht phase

Detected implicit assumption
on input stream!

dft: 0))

-1, dft: 0))
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Brock II VIABILITY

200 -

Time [s]

Memory [MB]

5,000

4,000

3.000

2,000

1,000 |

Time [s]

Memory [MB]

flisht phase

Detected implicit assumption
on input stream!
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Brock II VIABILITY

1,000 &

800

600

400

200 -

Time [s]

Memory [MB]

5,000

4,000

3.000

2,000

1,000 |

Time [s]

Memory [MB]

flisht phase

Detected implicit assumption
on input stream!

On corrected spec:

6 — 16min
1.38 - 1.66GB

2T/0 (10%)
4 fails (20%)
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Brock II VIABILITY

1,000 &

800

600

400

200 -

5,000

4,000

3.000

Time

I. SUCCESSFULLY DETECTED SPECIFICATION ERROR
II. VERIFIED MONITORS FOR COMPLEX SPECIFICATIONS

flisht phase

Detected implicit assumption
on input stream!

On corrected spec:

6 — 16min
1.38 - 1.66GB

43



BrLock II CONCURRENT EVALUATION

1input alt
1nput pressure @ 0
output tooHigh :

alt.offset(by: -1, dft: 0) > 500
A alt > 500 0

A alt.offset(by: +1, dft: 0) > 500 @

trigger tooHigh
trigger pressure < 0
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Brock II CONCURRENT EVALUATION

let (v_1, ..., v_n) = crossheam::scope(|scope| {
let handle_tooHigh = scope.spawn(move \_\ {
eval_tooHigh(&memory)
});
let handle_trigger 2 = scope.spawn(move \_| {
eval_trigger 2(&memory)

});

(
handle_si1.join().unwrap(),

° 7

handle_sn.join().unwrap()

)
}).unwrap()

0
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Brock II A DOUBLE-EDGED SWORD




Brock II A DOUBLE-EDGED SWORD

I. ENABLING SOFTWARE PARALLELIZATION IS A
DOUBLE-EDGED SWORD.
II. HARDWARE PARALLELIZATION IS A NO-BRAINER.




Compilation
—_—

+ Annotation
Generation

Lola
Specification

Brock II SUMMARY SW COMPILATION

Impl Monitor {
#H invariant = .. ]
while let Some(1i)

= get_input() {

01010010
01010110
00110010
00110000
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INTEGRATION

TYPE- INTER-
CHECK PRETATION
NS HARDWARE POST-MORTEM
/
SPECIFICATION TN I
\

SOFTWARE —— INTEGRATION

BLOCK I BLOCK II BLOCK III
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Brock Ill DLR's SUPERARTIS

o

50



Brock Ill DLR's SUPERARTIS

o

Position
Estimation

50



BLock [II INSTRUMENTATION

-
Snooping v Messages

Factors: Position
Estimation

< Bus Utilization / Bus Allocation

< Resource Availability
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Brock III SPECS I: (CROSS-) VALIDATION

Position
Estimation
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Brock III SPECS II: GEO-FENCING

Longitude

Latitude
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Brock III SPECS II: GEO-FENCING

Longitude

Latitude
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Brock III SPECS II: GEO-FENCING

Longitude

I. ARITHMETICALLY CHALLENGING
II. HIGHLY PARALLEL
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Brock III RESOURCE CONSUMPTION

FF (%) LUT MUX Pwr Idle [mW] Pwr Peak [W]

26,181

2,853 (3) (71) A 149 1.871
4,792 (5) 34'?637(; 104 156 2.085

3,441 (4) 23(2?) 99 T 1.911
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Brock III RESOURCE CONSUMPTION

FF (%) LUT MUX Pwr Idle [mW] Pwr Peak [W]

‘- 5 (71) 4 149 1.871

1 34,630

[ e 104 156 2.085

3,41 (4) 23&221) 99 150 1.911

o Rae L aacids
g - . . - . _.
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Brock III RESOURCE CONSUMPTION

FF (%) LUT MUX Pwr Idle [mW] Pwr Peak [W]

4 149 1.871

104 156 2.085

99 150 1.911
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Brock III RESOURCE CONSUMPTION

FF (%) LUT MUX Pwr Idle [mW] Pwr Peak [W]

n by
' ' : ( }

104 156 §  2.085

—=Z RS _.

3441 (4) § 23201 g9 150 1.911
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Brock III RESOURCE CONSUMPTION

FF (%) LUT MUX Pwr Idle [mW] Pwr Peak [W]

n by
4 - 149 ¢ 1.871
' ' : ( }

104 ; 156

—=Z RS _.

3441 (4) § 23201 g9 150 1.911
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Brock III PosT-MORTEM ANALYSIS
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Brock III PosT-MORTEM ANALYSIS

I. (QUANTITATIVE) STREAM-BASED RV SUPERIOR TO
BOOLEAN VERDICTS

II. MONITOR NATURALLY REFINES AND FILTERS DATA.

III. ACCESS TO CRUCIAL DATA.
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CONCLUSION

TYPE- INTER-
CHECK PRETATION
NS HARDWARE POST-MORTEM
/
SPECIFICATION TN I
\

SOFTWARE —— INTEGRATION

BLOCK I BLOCK II BLOCK III




Brock III CONCLUSION

| For a Monitor To Show its Full
Potential, It Needs To Be Co-
Developed With the CPS!




