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LET’S NOT TRUST EXPERIENCE BLINDLY: 
FORMAL RUNTIME VERIFICATION FOR CPS



STATIC VERIFICATION

System S Controller C

1. Never injure humans. 2. Obey orders. 3.Protect yourself

Specification φ

VERIFY:

∀σ ∈ runs(S || C): σ ⊨ φ



WHEN STATIC VERIFICATION FAILS

·p = Rv
·R = Rω̂
·v = − ω × v + RTḡ +

fv(ω, v, α, β, ωr, δc, δr)
·ω = − J − 1(ω × Jω)+

fw(ω, v, α, β, ωr, δc, δr)
·α = fα(ω, v, α, β, ωr, δa, δe)
·β = fβ(ω, v, α, β, ωr, δa, δe)

·ωr = fr(ω, v, ωr, δc, δr)

Complexity Lack Of Knowledge Non-Determinism



VERIFY:

∀σ ∈ runs(S || C): σ ⊨ φ

STATIC VERIFICATION

System S Controller C

1. Never injure humans. 2. Obey orders. 3.Protect yourself

Specification φ



VERIFY:

∀σ ∈ runs(S || C): σ ⊨ φ

TESTING

∃S’ ⊆ runs(S || C): 

∀σ ∈ S’: σ ⊨ φ



GIVEN σ ∈ runs(S || C): 

σ ⊨ φ

RUNTIME VERIFICATION

VERIFY:

∀σ ∈ runs(S || C): σ ⊨ φ



PRIOR TO DEPLOYMENT AFTER DEPLOYMENT

SYSTEM



OUR TAKE ON RUNTIME VERIFICATION

MONITORSYSTEM HEALTH

S
PEC
1. Never injure humans. 2.Obey orders. 3.Protect  yourself

ANALYSIS



STREAM-BASED RUNTIME VERIFICATION

Output 
Streams

TRIGGER

TRIGGER

RUNTIME MONITOR
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Logics Programming Languages
Formal Guarantees Expressiveness

RTLOLA

SPECIFICATION LANGUAGES



input lat, lon: Float64 // from GPS
input accel_x: Float64  // from accelerometer  
input slow_down_cmd: Bool  
 
output gps_samples @1Hz := lat.aggregate(over_exactly: 1s, using: count)  
trigger gps_samples < 5 “GPS frequency less than 5 Hz.” 

output accel_velo @1Hz := accel_x.aggregate(over: 5s, using: ∫ )  
output gps_velo @1Hz := lon.aggregate(over: 5s, using: ∇)  
trigger abs(accel_velo - gps_velo) > 0.1 “Conflicting measurements for velocity.” 

output fast := accel_velo > 700  
output slow_down := fast.offset(by: -1).defaults(to: false) ∧ ¬fast  
trigger @1Hz ¬slow_down_cmd.aggregate(over: 5s, using: ∃)  
                    ∧ slow_down.hold().defaults(to: false) “Spurious Slow-Down.” 

Accelerometer and GPS readings coincide.

RTLOLA IN A NUTSHELL

The GPS module operates with at least 5Hz.

A slow-down is preceded by the respective 
command.
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input lat, lon: Float64 // from GPS
input accel_x: Float64  // from accelerometer  
input slow_down_cmd: Bool  
 
output gps_samples @1Hz := lat.aggregate(over_exactly: 1s, using: count)  
trigger gps_samples < 5 “GPS frequency less than 5 Hz.” 
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trigger @0.5Hz ¬slow_down_cmd.aggregate(over: 5s, using: ∃)  
                    ∧ slow_down.hold().defaults(to: false) “Spurious Slow-Down.” 

STRONG TYPE SYSTEM

lon

accel_x

gps 
samples

event-based

periodic

t



input lat, lon: Float64 // from GPS
input accel_x: Float64  // from accelerometer  
input slow_down_cmd: Bool  
 
output gps_samples @1Hz := lat.aggregate(over_exactly: 1s, using: count)  
trigger gps_samples < 5 “GPS frequency less than 5 Hz.” 

output accel_velo @1Hz := accel_x.aggregate(over: 5s, using: ∫ )  
output gps_velo @1Hz := lon.aggregate(over: 5s, using: ∇) 
trigger abs(accel_velo - gps_velo) > 0.1 “Conflicting measurements for velocity.”

output fast := accel_velo > 700  
output slow_down := fast.offset(by: -1).defaults(to: false) ∧ ¬fast  
trigger @0.5Hz ¬slow_down_cmd.aggregate(over: 5s, using: ∃)  
                    ∧ slow_down.hold().defaults(to: false) “Spurious Slow-Down.” 

STRONG TYPE SYSTEM
Float64 {lon} Float64 {lat}

Float64 {acc}
Bool {cmd}

UInt64 1Hz

Float64 1Hz
Float64 1Hz

Bool 1Hz
Bool 1Hz
Bool 0.5Hz



SPECIFICATION DEPENDENCY GRAPH

input lat, lon: Float64 // from GPS
input accel_x: Float64  // from accelerometer  
input slow_down_cmd: Bool  
 
output gps_samples @1Hz := lat.aggregate(over_exactly: 1s, using: count)  
trigger gps_samples < 5 “GPS frequency less than 5 Hz.” 

output accel_velo @1Hz := accel_x.aggregate(over: 5s, using: ∫ )  
output gps_velo @1Hz := lon.aggregate(over: 5s, using: ∇)  
trigger abs(accel_velo - gps_velo) > 0.1 
    “Conflicting measurements for velocity.”

output fast := accel_velo > 700  
output slow_down := fast.offset(by: -1).defaults(to: false) ∧ ¬fast  
trigger @1Hz ¬slow_down_cmd.aggregate(over: 5s, using: ∃)  
    ∧ slow_down.hold().defaults(to: false) “Spurious Slow-Down.” 

lat lon acc cmd

gps_smpl

trig1

g_velo

trig2 fast

slow_dn

trig3

a_velo



output h @p-1Hz := s.aggr(over: 1.5p, using: γ)
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output h @p-1Hz := s.aggr(over: 1.5p, using: γ)

LIST HOMOMORPHISMS

γ(v1, …, vn ) = finγ(mapγ(v1) ∘γ … ∘γ mapγ(vn ))

γ : A* → B

mapγ : A → T ∘γ : T × T → Tfinγ : T → B

‣Meertens: “Algorithmics: Towards programming as a mathematical activity”, 1986



output h @p-1Hz := s.aggr(over: 1.5p, using: γ)output h @p-1Hz := s.aggr(over: 1.5p, using: γ)

}s

SLIDING WINDOWS

p 2p 3p 4p
‣Li et al.: “No Pane, No Gain: Efficient Evaluation of Sliding-window Aggregates over Data Streams”, SIGMOD Rec. 2005 
‣Schwenger: “Let’s not Trust Experience Blindly: Formal Monitoring of Humans and other CPS”, Master Thesis 2019
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STREAMLAB

1.Never injure humans. 2.Obey orders. 3.Protect  yourself

ANNOTATED DG
INTERMEDIATE REP. BACKEND

RTLOLA
SPECIFICATION



RUST  
INTERPRETATION

Graphical UI developed by Sanny schmitt

STREAMLAB

1.Never injure humans. 2.Obey orders. 3.Protect  yourself

ANNOTATED DG
INTERMEDIATE REP.

RTLOLA
SPECIFICATION



RUST INTERPRETER

GPS frequency validation 

GPS/IMU jump detection 

Hover phase detection
433,000 events 

1,545ns per event @ 146% 

Stack size < 1kB, no heap
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SPECIFICATION:

RESULTS:

‣Faymonville, Finkbeiner, Schledjewski, Schwenger, Stenger, 
Tentrup, Torfah, “StreamLAB: Stream-based Monitoring of 
Cyber-physical Systems”, CAV 2019



RUST INTERPRETER

Thanks to Sanny Schmitt for designing the interface!



STREAMLAB

1.Never injure humans. 2.Obey orders. 3.Protect  yourself

ANNOTATED DG
INTERMEDIATE REP.

RTLOLA
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HLC

Queue

LLC

FPG
A

-M
O

N
ITO

R

HARDWARE  
COMPILATION



VHDL/FPGA COMPILATION

HLC

‣Baumeister, Finkbeiner, Schwenger, Torfah, “FPGA Stream-Monitoring of Real-Time Properties”, EMSOFT 2019 
‣Baumeister, Finkbeiner, Schwenger, Torfah, “On the Similarities of Aircraft and Humans”, CyberCardia@ESWeek2019



lat lon acc cmd

gps_smpl

trig1

g_velo

trig2 fast

slow_dn

trig3

a_velo

input lat, lon: Float64 // from GPS
input accel_x: Float64  // from accelerometer  
input slow_down_cmd: Bool  
 
output gps_samples @1Hz := lat.aggregate(over_exactly: 1s, using: count)  
trigger gps_samples < 5 “GPS frequency less than 5 Hz.” 

output accel_velo @1Hz := accel_x.aggregate(over: 5s, using: ∫ )  
output gps_velo @1Hz := lon.aggregate(over: 5s, using: ∇) 
trigger abs(accel_velo - gps_velo) > 0.1 
    “Conflicting measurements for velocity.”

output fast := accel_velo > 700  
output slow_down := fast.offset(by: -1).defaults(to: false) ∧ ¬fast  
trigger @1Hz ¬slow_down_cmd.aggregate(over: 5s, using: ∃)  
    ∧ slow_down.hold().defaults(to: false) “Spurious Slow-Down.” 

input lat, lon: Float64 // from GPS
input accel_x: Float64  // from accelerometer  
input slow_down_cmd: Bool  
 
output gps_samples @1Hz := lat.aggregate(over_exactly: 1s, using: count)  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SPECIFICATION DEPENDENCY GRAPH
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input lat, lon: Float64 // from GPS
input accel_x: Float64  // from accelerometer  
input slow_down_cmd: Bool  
 
output gps_samples @1Hz := lat.aggregate(over_exactly: 1s, using: count)  
trigger gps_samples < 5 “GPS frequency less than 5 Hz.” 
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output slow_down := fast.offset(by: -1).defaults(to: false) ∧ ¬fast  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EVALUATION
FF LUT MUX CA MULT Pwr [W] Time [μs]

Drone

Mon 3036 3685 26 656 10

1.620 4.28
HLC 901 156 0 22 0

Q 543 442 0 43 0
LLC 1281 2820 0 576 10

Network

Mon 1905 1533 23 226 23

1.570 3.20
HLC 550 161 0 37 0

Q 330 342 0 28 0
LLC 895 927 0 161 0

Cmd-Resp 
Parallel

Mon 6379 13794 0 849 0

1.582 3.77
HLC 936 232 0 30 0

Q 540 326 0 28 0
LLC 4903 13236 0 971 0

Cmd-Resp 
Sequential

Mon 6909 14768 0 851 0

1.581 43.83
HLC 936 232 0 30 0

Q 534 326 0 28 0
LLC 5433 14210 0 973 0



STREAMLAB

1.Never injure humans. 2.Obey orders. 3.Protect  yourself

ANNOTATED DG
INTERMEDIATE REP.

RTLOLA
SPECIFICATION

VIPER  
COMPILATION

Developed by Stefan Oswald,  
co-advised by Noemi Passing



OUR VISION

Trust me,  
I’m an engineer

FORMAL 
GUARANTEES 
ON RUNTIME 

BEHAVIOR

+
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SYSTEM



OUTLOOK


