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Abstraction

~

local 1,19 : integer
where y; =y2 =0
loop forever do
¢y: noncritical
€1 y1:=y2+1 W
by await (yo =0V y; < o)
¢3: critical ¥

by: y1:=0

loop forever do
myp: noncritical
my: Yo =y +1
my: await (y; =0V iy < y1)
mg: critical "&_y
myg: yo =10

local

b1, b2, b3 : boolean
where by, by, b3

loop forever do

: noncritical

. (by, b3) := (false, false) W
: await (b V b3)

3. critical |1

(b1, b3) := (true, true)

loop forever do

my:
miy:
mo:
ms:
my:
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noncritical

(b, b3) = (false, true) v
await (by V —bg)

critical Sy

(b, bg) = (true, by)




Abstract Interpretation: Galois Connection

Let (A, <) and (C,c) be partially ordered sets.

A pair (a,y) is a Galois connection iff the following hold

L. wC>AYASC

2. o and y are monotone

3. Sc y(a(S)) forallSeC
4. a(y(x)) < x forallx e A

If a(y(x)) = x, then (a,y) is a Galois insertion.
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Example

@ Concrete system: Multiplication of integers

@ Question: is the result of the multiplication
less than, greater than, or equal to zero?

Concrete domain: sets of integers C = 27

Multiplication of sets of integers:
S1%52=(s3cZ|3s1e51,3s2<S2.51+%xs2=53}

Abstract domain: A = { neg, zero, pos }
Concretization function: v A > C
y(neg) = {xeZ|x<0}
v(zero)= {0}

y(pos) = {xeZ|x>0}
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Abstraction Function

Abstraction functiona: C - A

a({0}) = zero

a(S)=pos ifvxeS.x>0
a(S)=neg ifvxeS.x<0
a(S) = ?2?? otherwise

Introduce (top) withy(T)=Z
and L (bottbm) with y(1) = @

a(d)= L
a(S)=T  otherwise.
24 = {L, neg, zero, pos, T}

©
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Abstract Multiplication

*A 1 neg zero pos T

1 L L 1 L L
neg 1 pos zero neg T
zero 1 Zero | zero | zero | zero
pos 1 neg zero pos T

T 1 T zero T T
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Example cont'd

Is result of x *y less than, greater than, or equal to zero?

1. Abstract x and y: xA= a({x}), yA=a({y})
2. Do abstract multiplication zA = xA *A yA
3. Concretize zA: S =y(z4)
@ if VseS.s>0,thenx*y>0
if VseS.s<0,thenx*y<0
if S={0}, thenx *xy =0
(otherwise: not enough information to answer question)

© 60
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Concrete and Abstract Domains

We impose an order on the
abstract domain to obtain
a lattice:

{-10y {0, /T\
/\/\ g zero pos

ne
-1 0 1 2 /
W J_
%)

The concrete domain is a lattice ordered by c.
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Observations

@ o,y are monotone:
S1cs2 - a(S1) < a(S2)
a<b - (@) = v(b)

@ The result of abstraction followed by concretization is
something larger or equal:
S c Y((S))

@ The result of concretization followed by abstraction is
the same object:
afy(x)) = X

@ (a, v) is a Galois insertion.
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Abstracting Systems

@ Concrete domain:
Sets of states of the concrete system C = 2*

@ Abstract domain:
States of some abstract system A =%,

System S# is an LTL property-preserving abstraction of
system S if L(S) < y(L(S*)).
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Concretizing Sets and Sequences

Giveny: 3, —> 2%

@ ForSAcCT, v(8%)= U  y(s4)
sheSA
@ Foro”:sh; sA s4, .. eX,*
v(c?) = {sy 5; S, ... | 5; € v(s*) for all i >0}

@ For a set of sequences L4

= Y (o)

cAelA
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Abstracting Programs

If: initial condition: and: transitions:
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Concretizing Transitions

@ Transition relations .Y > 2%

. z
Tpt Ty > 2FA

@ 1((54,.54)) = { (5.5) | sev({sa}). S=1(S4) }

@y(ry) = U v ((84.S4))
(8a.Sa)eth
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Abstracting Systems

Given S: (V, 0, T),
construct some SA: (VA, @4, TA)

such that L(S) < y(L(54)):
1. ©cy(e%),

2. 1< vy(t?) forall 1A e TA,

Then: L(S) c y(L(5%))
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Abstracting the Property

@ The goal is to show L(S) < L(o).

@ We are planning to prove L(5%) < L(¢?).

@ By monotonicity, y(L(S%)) < v(L(¢*)).

@ To be able to infer from L(S2) < L(9?) that L(S) < L(o)
we heed

L(S) = v(L(S*) = | v(L(e*)) < L(o)
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Program ANY

local z, y: integer where z =y = (

fo: while z = 0 do 1
mo: ¢ =
2918 by =9y+1 || Py [ _ ]
my:
fg:

To prove ¢: [ ] (y=0),
we introduce two abstract variables:

X : boolean; Y :{neg,zero,pos}
Abstraction function:

o {X = (x=1); Y = (if (y<0) then neg
else if (y=0) then zero else pos)}
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Abstract-ANY

X: boolean initially X =0
Y: {neg,zero,pos} initiallyY = zero

fn: while X =0do

if Y = neg _ _
P : [4: Y:= | then {neg,zero} ||| | P= [ o X:=1 ]
else pos i -
£2 €

0, [ye{zero,pos}
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Assertion-based Abstraction

@ Given basis B={o,, ..., 0.}
@ Abstract domain X, : boolean algebra over B, with
implication as ordering relation

True

1:— PHF —q é ; ,
PA" A /ApAﬂ q

\\GILeA
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Assertion-based Abstraction

. . . HivA fa
@ Concretization function: N
e N
. hi ,.<\ /;‘: fa
for an assertiona € X, : AN
P ey 4 v
v(a)= {seX|s ka} N Y S
@ Abstraction function:
for a set of concrete states S, SAN
a(S)= NA{sA ez, Scy(sh)}y /i
|/ (f1) f;/ \? \<‘
L J \
N - [ / vlf2) Jl_,'l
— %
. P
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Boolean Homomorphism

y is a boolean homomorphism between the abstract and
concrete assertion language:

For sAeX,, y(s?) is characterized by the concrete assertion
obtained from s# by

» replacing vA A%, —% by v,A,—

= replacing the boolean variables in s*
by the corresponding formulas (from B)
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Proof Rules as Abstractions

For assertions g, ¢
I1. PE yp — g

I2. PEGO — o

I3. P E{¢} T {¢}

P E [gq

Basis B={b,}
Abstract System SA: ©4=b , TA={tA: b, >4b 7},
Abstract property: [] b,
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INV
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NWAIT-Rule

Rule NnwalT (nested waiting-for)

For assertions p, gg,91,--.,9m and ©g,¢1,...,¢m

m
N1 p = V
J=0

N2. ¢, = ¢ fori=0,1,...,m

N3. {fpi}T{\/ @j} fori=0,1,...,m

J<i

P = gmWan_1 - a1 Wao

Basis B={b,, ..., by}, OA=truer, A AA by, A VA bq,j‘
I JS!

Abstract property: [ ] VAby >4 by, W .. Wby,
i
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Computing Abstractions

Given: basis B={¢y, ..., 9,}.

Abstract system:

@ VA= {by, .., b,} (one variable for each assertion)
@ 04= a*(0)

@ TA={tAlteTand p 4 = o*(p,) }

Abstract property:

Replace atomic assertions p in ¢
that have positive polarity with a-(p),
and those with negative polarity with o*(p).
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Computing Abstractions

@ Abstraction functions for formulas:

a'(p) = A*{aezA | p—oy(@)} o(p)= VA{aezA| y(a) > p}
(@ A @) = o) A% at(92) (g A 9,) = a(@g) A% a(e,)
(@ v @) = at(p) VA ar(ez)  a(er v 9,) = o) vA a(e,)

o' (—g) = Ao (o) (=) = —Aa*(e)
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Example

local 1,19 : integer

where y; =y2 =0
loop forever do
¢y: noncritical
b y1i=yo+1 @
by await (yo =0V y; < o)
(3 critical L

€y y1:=0

loop forever do

myp: noncritical

my: Yo =y +1

my: await (y1 =0V iy < 1)
mg: critical ®8_

my: yo:=0

Bernd Finkbeiner

Basis: guards of transitions

B={by, by, b3}+
control predicates

with
b;iyl=0
b,y y2=0
bsiyl<y2

Verification - Lecture 27
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Example

local 1,19 : integer
where y; =y2 =0

loop forever do

¢y: noncritical

ly: y1 =1y +1 @

by await (yo =0V y; < o)

(3 critical L

by: y1:=0

loop forever do
myp: noncritical
my: Yo =y +1
my: await (y1 =0V iy < 1)
mg: critical ®8_
myg: yo =10

Bernd Finkbeiner
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local b1,b9,b3 : boolean
where by, by, b3
loop forever do
{y: noncritical
O1: (by, b3) := (false, false) w
ly: await (b V bs)
5. critical =
Ly (b1, b3) := (true, true)

loop forever do
mg: noncritical
my: (b9, b3) := (false, true) v
mo: await (b V —bs)
mg:. critical =
my: (bg, bg) := (true, by)

Verification - Lecture 27
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Example

This abstraction allows us ~ local 01,02, b3 : boolean
to prove where by, by, b3
loop forever do

- mutual exclusion {o: noncritical ¢
01: (b1, bs) = (false, false) w

* bounded overtaking ly: await (by V b3)

. ¢3: critical ==

using a model checker, by (by,bg) = (true, true)

since it is a finite-state I

program. loop forever .df)
mgp: noncritical .
my: (b9, b3) := (false, true) w
mo: await (by V —bg)
mga: critical "=
my: (bg, bg) := (true, by)
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How To Determine the Basis?

A good starting set:

@ The atomic assertions appearing in the guards of the
transitions (— enabling conditions can be represented
exactly, and thus fairness carries over)

@ The atomic assertions appearing in the property to be
proven (— the property abstraction is exact)

Analysis of counterexamples may lead to refinement of the
abstraction by adding more assertions to the basis.

— Automatic abstraction refinement in tools like
SLAM (Microsoft), BLAST (UC Berkeley), SLAB (UdS).
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SLAB (Slicing Abstractions)

Initial abstraction

|
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Example

ready ready

ready request

pc=1

up U down

movelUp moveDn
init pe=0 A current < Max N input<Mazx
error  |current>Max
request |pe=0 A pe'=1 A current’ =current A req’ =input
ready |pe > 1 A reqg=current A pc’=0 A current’=current A req’=req N input’ <Max
up pe=1 A req > current A pc'=2 A\ current’=current A req’=req
down [pe=1 A req < current A pc'=3 A current’=current A req’'=req
moveUp|pe=2 A req > current A\ pc'=2 A current’=current + 1 A\ req’'=req
moveDn|pe=3 A req < current A pc'=3 A current’=current — 1 A\ req’'=req

15



Initial Abstraction - Intuition

No—0

Bernd Finkbeiner

Verification - Lecture 27

Initial Abstraction

request, ready, up,

down, moveUp, moveDn

init,
—error
init,
error

Bernd Finkbeiner

request, ready, up,
down, moveUp, moveDn

—init,
—error

N

request, ready, up,
down, moveUp, moveDn

request, ready, up,
down, moveUp, moveDn

Verification - Lecture 27

31
]
—init,
error
32
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Slicing: Eliminating Nodes

@ Inconsistent nodes

N ~
N

@ Unreachable nodes

. — |
Init < >> error
I —

@ Sequential nodes

Hl%x:gﬁ,s
— 1 op -3

Bernd Finkbeiner Verification - Lecture 27
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Slicing

request, ready, up,
down, moveUp, moveDn

| '

init, —init, —init,
—error request, ready, up, —error request, ready, up,

down, moveUp, moveDn down, moveUp, moveDn error

N e request, ready, up,
. | down, moveUp, moveDn

rr

init pe=0 A current < Max N input<Mazx
error  |current> Mar

request |pe=0 A pe'=1 A current’ =current A req’ =input

ready |pe > 1 A req=current A pc'=0 A current’=current A req’=req A input’ <Max

up pe=1 A req > current A\ pc'=2 N\ current’=current A req'=req
down [pe=1 A req < current A pc'=3 A current’=current A req’'=req
moveUp|pe=2 A req > current A pc'=2 A current’=current + 1 A req’=req
moveDn|pe=3 A req < current A pc'=3 A current’=current — 1 A req’=req
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Slicing: Eliminating transitions

@ Inconsistent transitions

B e N e

AV) A a(V, V) A B(V) unsatisfiable

@ Empty Edges

X
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Slicing

req T up,
=moveUp, Dn
[ }
init, —init, —init,
request, ready, up, request, ready, up,
—error down, moveUp, moveDn —error down, moveUp, moveDn error

request, ready, up,
down, moveUp, moveDn

init
error

pe=0 A current= Max N input<Mazx
curvent>Max

request |pe=0 A pe'=1 A current'=current A req’=input

ready |pe = 1 A req=current A pc'=0 A current’=current A req’=req A input’ <Max
up ;u =1 A req > current A pc'=2 A current’=current N\ req'=req

down pf— 1A req < current A\ pc’=3 A current’=current A req'=req

moveUp|pe=2 A req > current A pc'=2 A current’=current + 1 A\ req’'=req
moveDn|pe—3 A req < current A pc'=3 A current’=current — 1 A\ req’'=req
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Slicing

init, —init, —init,
request, ready; o, request, ready, up,
_|err0r TOWTT, TITOVE O, TMTOVEDTT _|err0r down, moveUp, moveDn error
request, ready, up,
down, moveUp, moveDn

init pe=0 A current<Mazx A input<Max
error  |current>Max
request |pe=0 A pe'=1 A current’ =current A req’ =input
ready |pe = | A req=current A pc’=0 A current’=current A req’=req N input’ < Maz
up pe=1 A req > current A pe'=2 A current’=current A req'=req
down |pe—1 A req < current A pc'=3 A current’=current A req’'=req
moveUp|pe=2 A req > current A pc'=2 A current’=current + 1 A req'=req
moveDn|pe =3 A req < current A pc'=3 A current’=current — 1 A\ req’'=req

Slicing

init, —init, —init,
request ~TequeSt, Teady; Uy,
—error —eIMor | youm moveUp, nTovemn error
request, ready, up,
down, moveUp, moveDn

init pe=0 A current < Max N input<Mazx
error  |current > Mar
request [pe=0 A pe'=1 A current’=current A req'=input
ready |pc > 1 A req=current A pc’=0 A current = current A req'=req N input’ <Maz
up pe=1 A req > current A\ pc'=2 A current = current A req'=req
down [pe=1 A req < current A pc'=3 A currenl = current /\ req’'=req

moveUp|pe=2 A req > current A pc'=2 A current’=current + 1 A req’=req

moveD

n{pe=3 A req < current A\ pc'=3 A current'=current — 1 A req’=req
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Slicing

init,

—init, —init,

—error

init pe=0 A current= Mar N input< Maz

error  |eurrent = Mar

request

—error moveUp error

request, reaey, up,

down, moveUp, moveDn

request |pe=0 A pe'=1 A current’ =current A req’ =input

ready |pe > 1 A reqg=current A pe' =0 A current’=current A req'=req A input’ < Max

up pe=1 A req > current A\ pc'=2 N\ current’=current A req'=req
down [pe=1 A req < current A pc'=3 A current’=current A req’'=req
moveUp|pe=2 A req > current A pc'=2 A current’=current + 1 A req’=req
moveDn|pe=3 A req < current A pc'=3 A current’=current — 1 A req’=req

Error Path Analysis

1. Error Path realizable?

2. If yes: System incorrect

3. If no: Node split
* Find minimal error path
* Determine node to split
» Determine splitting predicate

Bernd Finkbeiner

Verification - Lecture 27

40
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Error Path Analysis

no

init,
—error

nl

—init,

request

Error path realizable?

—error

n2

A

request, up,

down, moveUp, moveDn

®(n0;request;nl;moveUp;n2) =
nO(V0) A request(VO,V1) A n1(V1) A moveUp(V1,V2) A n1(V2)

moveUp

—init,
error

is unsatisfiable = nO;request;n1;moveUp;n2 is not realizable.

Bernd Finkbeiner
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Error Path Analysis

no

init,
—error

nl

—init,

request

—error

n2

D

request, up,

down, moveUp, moveDn

moveUp

—init,
error

nO;request;nl

Error path minimal?

®(n0;request;nl)

is satisfiable.

nO;request;nl;moveUp;n2 is minimal.
Split node n1.

Bernd Finkbeiner
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®d(nl;moveUp;n2)

nl;moveUp;n2

is satisfiable.

42
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Node Split

no nl n2

init, —init, —init,
—error request —error moveUp error
N

request, up,
down, moveUp, moveDn

request, up, down, moveUp, moveDn
nl'

no request —init,—error, A moveUp n2
- request, up,
Init, down, moveUp,

—error nl* moveDn

request —init,—error, —A [~ moveUp

—init,
error

request, up, down, moveUp, moveDn
Bernd Finkbeiner
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Interpolation

@®(n0;request;nl) = n0(VO) A request(VO,V1) A n1(Vl) satisfiable

@(n1;moveUp;n2) = n1(V) A moveUp(V:,V2) A nl(V?) satisfiable

®(n0;request;nl;moveUp;n2) = ®(n0;request;nl) A ®(nl;moveUp;n2)
unsatisfiable

= There exists a Craig interpolant A!, such that
@ ®(nO;request;nl) = Al
@ ®(nl;moveUp;n2) = —A?

@ Variables(A') < V! n.-./.l\
pe=

ready ready
Al = pcl=1

ready recuest

pe=1

up down

Iy

movelDn
Bernd Finkbeiner
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Splitting

request, up, down, moveUp, moveDn

nl'
no request —init,—error, pc=1 moveUp 2
init request, up —init
— ! down, moveUp, !
—error ni* moveDn error
request —init,—error,pc=1 moveUp
request, up, down, moveUp, moveDn
init
pe=0
ready ready
ready recuest

pe=1
up u down

movellp movelDn

Bernd Finkbeiner

Slicing

request, up, c%ﬂetlp, moveDn

request —init,—error, pc=1 m
ini requeeL up, H
init, >< o , —init,
—error FreveDR— error
A —init,—error,pc=1 moveUp

regeest=uprdewn, moveUp, moveDn

pe=0
ready ready

ready recuest

pe=1
up u down

movellp movelDn

Bernd Finkbeiner




Error Path Analysis

moveUp, moveDn

nl 2N
n0 .. . n3
— —init, —init, —
Init, request up, down moveUp —init,
— —error, —error,
—error error
pc=1 pc=l
in}i\
pe=
ready ready
ready recuest
pe=1
up down
movellp movelDn
Bernd Finkbeiner
Error Path Analysis
moveUp, moveDn
nl 2N
n0 .. L. n3
— —init, —init, -
Init, request up, down moveUp —init,
— —error, —error,
—error _ error
pc=1 pc=l
pe=
ready ready
Split node n2 with pc=2
ready recuest
pe=1
up down

Bernd Finkbeiner

movellp

movelDn
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Splitting

in |t, request

— —error,

—error

—init

up, down

moveUp, moveDn

N
—init

pc=1

i?;L\
pe=0

up, down

ready

ready

ready

recuest

pe=1

up

movellp

down

movelDn

moveUp

—init,

—error,
pc=2

—init
—error,
pc#l,
pc#2
N

moveUp,
moveDn

error

moveUp

moveUp, moveDn

49

Slicing

in |t, request

— —error,

—error

—init

up, down

moveUp, moveDn

N
—init

pc=1

i?;L\
pe=0

up, down

ready

ready

ready

recuest

pe=1

up

movellp

down

movelDn

moveUp

—init,

—error,
pc=2

N LrhoveUp,

AN

pc#2
N

moveUp, moveDn

>< moveDn

error

veUp

50
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Slicing
moveUp, TroveBrr
N
. init, .
Init, request up, dewn - moveUp —lInit,
— —error,
—error error
pc=2
pe=
ready ready
ready recuest
pe=1
up down
movellp movelDn
51
Slicing
moveUp
N
. init, .
|n|t, request - up - moveUp —||n|t,
— —error,
—error error
pc=2
pe=
ready ready
ready recuest
pe=1
up down
movellp movelDn
52
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Error Path Analysis

moveUp
no nl m n2
.. =init, ..
Init, request - up moveUp —init,
- —error,
—error error
pC:2

Split node n1 with reqg<max

init pe=0 A current < Mazx A input = Max

error  |current > Mar

request |pe=0 A pc'=1 A current’=current A req = inpul

ready

up pe=1 A req > current A\ pc'=2 N current’=current A req =req
down [pe=1 A req < current A pc'=3 A current’=current A req’'=req
movelUp

moveDn

pe > 1 A reg=current A pc’=0 A current’=current A req’=req N input’ < Maz

pe=2 A req >current A pc'=2 A current'=current + 1 A req'=req

pe=3 A req < current A pc'=3 A current’=current — 1 A req'=req

Slicing

moveUp
N1’ m
—init, —error, pc=2,

request - up reqgsmax eUp
no n2
init, —init,
—error error
reque€t, 3 —init, —error, pc=2, moveUp
reg>max
moveUp
init pe=0 A current<Maz A input < Max
error  |current>Max
request |pe=0 A pc'=1 A current’=current A req —input
ready |pe > 1 A reqg=current A pc’=0 A current’=current A req’=req N input’ < Maz
up pe=1 A req > current A\ pc'=2 N current’=current A req —=req
down [pe=1 A req < current A pc'=3 A current’=current A req’'=req
moveUp|pe=2 A req > eurrent A pc'=2 A current'=current + | A\ req’'=req
moveDn|pe=3 A req < current A pc'=3 A current’=current — 1 A\ req’'=req
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Slicing _—

Nt n

—init, or, pc=2,
request - up g=xRQax

2

rr N ya
—init, — r, pc=2, moveUp
X

moveUp

init pe=0 A current < Max N input = Max
error  |current > Mar

request [pe=0 A pe'=1 A current’=current A tey = input

ready |pe > 1 A req=current A pc'=0 A current’=current A req’=req A input’ <Max
up pe=1 A req > current A pc’=2 A current’= current A req’=req

down [pe=1 A req < current A pc'=3 A current’=current A req’'=req

moveUp|pe=2 A req > current A pc’=2 A eurrent'— current + 1 A req’=req
moveDn|pe=3 A req < current A pc’=3 A current’=current — 1 A req’=req

Experiments: State Space

1000 L X

3 __->¢" without

8 i X slicing

© //

» 100 F o

B ] /

© C S

3 [ e with slicing

< Oyl ; ! —

1 I 1 | ] | 1 J
3 4 5 6 7 8 9
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Experiments: Runtime
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.. seeyou in
Automata, Games, and Verification
(Sommersemester 2008)
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