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Goals for today

Reactive System Specification
Program P TL formula ¢
1
S Fair Transition System (FTS) ¢ ]
Proving invariance 1

properties with
proof rules \ Verification

Proof Counterexample
Seq(®) C Seq(y) sequence o of @,
i.e., all sequences of & s.t. o & Sea(y)

are models of ¢

Today: For SPL program P and assertion q, show P F [Jgq
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Review: Transition System

@ A (finite) set of variables V CV
System variables: data variables + control variables

@ Initial condition @
first-order assertion over the set of variables
that characterizes all initial states

@ A finite set of transitions, where each transition t is
represented by the transition relation p(t)
(next-state relation)

Vv values of variables in the current state

V' values of variables in the next state
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Verification Conditions

For assertions ¢, and transition r,

{¢} 7 {2} ("Hoare triple") stands for Verification
condition of

!
pr N — Y © and 1
Example: relative to
p x>0 A Y =x+y A ==z transition t
wry=3 W y=x+3

Then {¢} 7 {¢}:

> "= ‘f=. —
:-L‘_Of\yv:r+ya’\:rw x AN y=3
Pr @
— y"::l:"—l—?p
Ly —
.u‘:!

Anne Proetzsch Verification - Lecture 3




Verification Conditions

Claim (Verification Condition)

If {¢}r{v} is P-state valid,
then every r-successor of a P-accessible

p-state is a ¢-state

eforre7 in P
{e}r{v}: prAhe—
“r leads from ¢ to ¢ in P"

e fOr 7in P
{o}¥T{¥}: {p}r{y} forevery €T

“T leads from ¢ to 7 in P"
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Special Cases
e while, conditional p. pr Vel

{e} ™} pT A o = ¥
{3 {4} o A = ¥

{edr{v} @ {e}r™{¥} A {e}r"{¥}
e idle
{eyr e} o Ao = ¢
always valid, since

forallveV
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,DTI—)'Ufz'U
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Simplification by Partial Substitution

For given r,
suppose
e V =9yUwv where
y are the r-modifiable variables 7/7
v are the r-preserved variables Replace each
variable in ¥
e The transition relation with its
. P _ primed
Pr- - N Y =€ A pres(v) version.

where C_ is the enabled condition of T,
€ is an expression list.

Then
e simplified verification condition {¢}r{v¢}:

C. AT =¢A ¢ = ld/pll—

Anne Proetzsch Verification - Lecture 3

Example (Blackboard)
pr: x>0 Ay =z4+y A =z
p: y=3 P y=zxz+3

Standard
r__ ' —
r>20 ANy =z4+y AN x=x AN y=3
Pt Y
r !
— y =z +3
wl
Simplified

I — — r_ ..
r>20ANy=z4+y ANy=3 -y =z +3
Cr y=e ¥ $[7'/7]
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Simplifying Control Expressions

move(Ly,L2): L1 Cwm A o' =(r—L1)UL>

Consequences e for every [{] € Ly
at_¢ =71 (i.e., [{] € 7)

e for every [{] € Lo
at' £ =7 (i.e., [f] en")

e for every [¢] € L1—L»
at’ ¢ =7F (i.e., [ &)

o for every £ ¢ L1 U L>
at' £ = at_£ (i.e., [f] € m,«' or [€] & m,=") ,
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Review: Runs

Infinite sequence of states
G Sg, S, Sz, -
is a run of a transition system, if it satisfies the following:
@ Initiality: s, satisfies 6
@ Consecution: For eachi=0,1, ...

there is a transitiont € 7 S.T. Si.1€ T(S;)
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Proving Invariance

For assertion gq,

Bl. P I @ — g

B2. P E {q} T {q}

P F [q B-INV
where B2 stands for
\ P I {q} 7 {q} foreveryTeT
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Example: REQUEST-RELEASE
>
local z: integer where z =1 P F D‘:P—g—q

{p: request x
¢1: critical

{>: release x

O: z=1 A 7= {{}

T: {Tp Thos Ty TEQ}
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Example:REQUEST-RELEASE (Blackboard)

Bl: s =1An={{p} - >0
o q

B2:

T, x>0 ANg=xnr'=xn - >0

\T pTI T

o, >0 A move(€o,f1) Az >0Az' =2—1 = 2/ >0

0" L o— = _—
q PTEG q[

Te,- x>0 A move(ﬁl,ﬂg) ANe'=z — 2'>0
q PTEl q"

Te,t >0 A move(ﬁg,ﬁg,)v/\ =z4+1 = >0
q Pfgz q
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Example: REQUEST-RELEASE

local z: integer where z =1

Phngo\/

q
{p: request x
¢1: critical

{>: release x

Let's try

P E O(at_t1 —» = =0)
q

Anne Proetzsch Verification - Lecture 3 14




Attempt #1 (Blackboard)

Bl: s =1A7={lp} — at_t1 >z =0
6 q
holds since m = {{g} — at_¢1 =F

B2: {q}7g{q}
at_f1 -z =0 A move(fg,£1) Az >0Az' =2z —1
q Pr,
— at' 4y > 2'=0

/

q
we have move(lg,€1) — at’ L1 =T

BUT
(at_by zxz2=0Az>0Azx'=2z—-1 = 2/ =0
Cannot prove: [not state-valid|
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Inductive Assertions

For assertion gq,

Bl. P IE O — g

B2. P E {q¢} T {q}

P F [q B-INV

e ¢ is inductive if B1 and B2 are (state) valid

e By rule B-INV,
every inductive assertion ¢ is P-invariant

e The converse is not true
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Example: REQUEST-RELEASE

P E O(at_t1 —» = =0)
q

q is not inductive.

B2: {g}7y,{q}
at_f1 - x =0 A move(g,f1) Az >0Az' =2 —1
q P,

— at' 41 5 2'=0

ql

is not state valid, but it is P-state valid.

Two strategies:
1. Strengthening

2. Incremental Proofs
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Strategy 1: Strengthening

p)

P-accessible

Find a stronger assertion ¢ that is inductive
and implies the assertion g we want to prove.
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Rules

For assertions ¢1,q>,

P F [Oqa P IF q—q

P F g MON-I

For assertions g, ¢

II. PEy — ¢

I2. PEO — ¢

3. P FA{e} T {¢}

P E [gq INV
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Strategy 2: Incremental Proofs
2 »
| T

P-accessible

T

Use previously proven invariances x to exclude
parts of the state space from consideration.
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Rules

For assertions g1,92 and x,
P EF x
FxAq1 — q

P E (g1 — q2) SV-PSV

For assertions g1 and go,
P F g

P FE g

P E (g1 Ng2) I-CON
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Control Invariants

e CONFLICT:
for labels ¢;,¢; that are in conflict
(i.e., not ~, not parallel):

[(1—(at—_€; A at_Ej)

e SOMEWHERE:
for the set of labels £; in a
top-level process:

O\ at_¢
el;
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Control Invariants

e EQUAL:
for labels I, m, s.t. | ~p m:

J(at_£ «» at_m)
e PARALLEL:
for substatement [S1||S5]:
[1(in_S1 < in_S>)

i.e, if control is in Sp it must also be in S,
and vice versa.
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Example: REQUEST-RELEASE

local z: integer where x =1 P E [J(at_t1 —» z=0)

fy: request x 7

£1: critical
{>: release x
£3 5

inductive assertion that implies

g: at_¢4 — =20

p: (at—€y - z=0) A (at_lyg —» z=1)
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Example (cont'd) (Blackboard)

Consider {¢} 74, {¥}:
(at_lg > xz=1) A (at_l1 >z =0) A

@
move(£g, 1) ANz > 0Nz =z —1
Pfgo
— (at' bog—2'=1) A (at" €1 — 2’ =0)

&
move (Lo, £1) implies ¢ € m,ég & w', £1 € 7'

Therefore
(To2z=1)A...A2'=2—-1A2>0

— (F=..)A(T—=2' =0)
holds.

Anne Proetzsch Verification - Lecture 3

25

Example (cont'd) (Blackboard)

Consider {¢} 7, {¢}:

(at_bg—x=1) A (at_€1 -z =0) A
4
move(€o, £3) A P =x4+1
PTgZ

— (at' g = 2'=1) A (at’ £1 — 2’ =0)
¢
move(€o, £3) implies €o € m, b g ', b3 € 7'
and by CONFLICT invariants £q,¢1 & «’.

Therefore
AL s (Fo=1D)AF =22 =0)
holds.
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Trivial Verification Conditions

e Ignore {¢} 7, {¥} — always true

e Ignore {¢} 7 {y}
if 7 does not modify any variable in ¢

e For {p} 7 {¢} where p: p—q

/ !

pr Np—>q — p —q

g

L4 @
Consider only 7's that
validate p or falsify ¢
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Example: MUX-SEM

{o: loop forever do

{1 : noncritical mi:
Py {5 : request y || Po:: mo:
{3 : critical ma3:
{4 : release y maq:

local y: integer where y = 1

mg: loop forever do

noncritical
request y
critical
release y

Prove mutual exclusion

O-(at—£3 A at—m3)
q

Anne Proetzsch Verification - Lecture 3

28

14



Example (cont'd)

local y: integer where y =1
{5 loop forever do mgq: loop forever do
£1 : noncritical mm1: noncritical
Py £5 : request y || Po:: mo: request y
{3 : critical ma: critical
{4 : release y mma: release y

3 steps: [J(y > 0)
$1

((at €34+ at—m3z4+y=1)
$2

(-(at—43 N at—m3)

p
where F =0, T = 1.
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Example (cont'd) (Blackboard)
local y: integer where y =1
{5 loop forever do mgq: loop forever do
£1 : noncritical mm1: noncritical
Py £5 : request y || Po:: mo: request y
{3 : critical ma: critical
{4 : release y mma: release y
Step 1: >0
p1l: [O(y=>0)
P1
by rule B-INV
Bl. m={lg,mpo} N y=1 — y>0
e P1
check only £5, 04, mo, Mg
! e A
B2. p, Ny>0 —» y >0 (“y-modifiable transitions”)
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15



Example (cont'd) (Blackboard)

local y: integer where y =1

{5 loop forever do
¢1 : noncritical
£5 : request y || Po::
{3 : critical
£4 : release y

mgq: loop forever do
mm1: noncritical
ma: request y
ma3: critical
mg: release y

!
. = y— >
ly: move(€o,l3) N y>0 Ay y—1 A y>0

pr

£y move(&,ﬁo)v/\ Yy =y+1 A y>0—

pr

P

(ﬁ-‘-
o

find
V2R
(@]

L

A
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Example (cont'd) (Blackboard)
local y: integer where y =1
{5 loop forever do mgq: loop forever do
¢1 : noncritical 1 noncritical
Py £5 : request y || Po:: mo: request y
{3 : critical ma: critical
£4 : release y g release y
Step 2:
O(at—£3 4+ at_m3z4+y=1)
2
by rule B-INV
Bl. m={lg,mpo} AN y=1 —
e
at_E3,4 + at_m3,4 + y = 1
Lo—— N—— — g
0 0 1
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Example (cont'd) (Blackboard)

B2. p, A @2 = @b

Py N O4at-mazgs+y=1 —
0+ (It—m.3‘4 +y=1

ey A O+at-mza+y=1 —
04 (It—m.3‘4 +y=1

pt, N Otat_mzgs+y=1 —
14 at-mza+ (y—1) =1

pez; N ldal_mzas+y=1 —
l4+at-mza+y=1

Prg N 1tat_mzqat+y=1 —
0+ at—m3za+ (y+1) =1
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Example (cont'd) (Blackboard)

Step 3: Show []—(at_{¢3 A at_m3)

p
e By I-CON e By MON-I
Oe1, Oe2 C(p1 A 2)
O(p1 A @2) y>20 A atl3atat_m3zat+y=1
01 7

— —(at_€3 N at_m3)
P

(0-(at—€3 A at_ms3)
p
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Strengthening vs. Incremental Proof

We want to prove []gq, but ¢ is not inductive.

We have two options:
Strengthen it to g A .
Prove [J(g A ¢) and deduce [Jgq.

First prove []J and then prove
[ q relative to ¢.

II. ©® = gAp
2. {grne} T {anp}

I1. & = o I1. & —» ¢q
2. {o} T {e} 12. {gA¢} T {q}

e Clg

35
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Strengthening vs. Incremental Proofs

. implies | 1] since

prie — ¢

o Aghg g | T lerhane = q Nl

e In practice, [2] is often more useful than

— allows breaking down the proof in more
manageable pieces

— smaller verification conditions

— more intuitive
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Example

local z: integer where r = 1

{o: loop forever do

[Eli a::=:r—}—1}

Show ¢q1: at_flg — x>0
gy at—_f1 — x>0
e both are P-valid

e neither of them is inductive

e but g1 A go is inductive!
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Combining the Strategies

For assertions q,¢,x1,- - -, Xk

10. PEOx1,.-- . Oxe

k

I1. PE(AXx) ANe — g
=1

2. PEO = o

k
B. PE{(Ax) A e T}
i=1

P E [Ogq

Anne Proetzsch Verification - Lecture 3

INC-INV

38




Finding Inductive Invariants

Construction of inductive assertions by
1. Bottom-up methods:
@ Based on program text only
@ Algorithmic
@ Guaranteed to produce an inductive invariant

2. Top-down methods:
@ Guided by the property we want to prove
@ Heuristic
@ Not guaranteed to produce an inductive invariant
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Transition-Validated Assertions

£1: [while ¢ do S]; #5: ‘at_ﬂg — —nc‘

if no statement parallel to £1 can
modify variables in ¢

£1: y:=e; U at_by — y=ce

if no statement parallel to ¢; can modify y
or variables occurring in e
and if y does not occur in e.
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Single-Variable Assertions

y=0
loop forever do

request y y>0

release y

s=1

Sl s

where no other statement
modifies s
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Multi-Variable Assertions

Example: Program SQUARE-ROOT

in T integer where 2z > 0
local u,w: integer where u =1, w =1
out =z: integer where z =0

{g: while w <z do

EQZ

l1: (2, u, w) '= (z4+1, u+2, wt+u+2)

at_ly — 22<z<(z+1)2
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Intuitive Argument

at_fy — z22<z< (2+1)2

z = 0,1,...,n
v = 1,3,...,2n+1

w = 143+...402n+1) = (z+1)2
(n+1)?

first time w >z

z < (24 1)2
Thus at #5:
last time w < x 2 <3< (z41)2
22 <z

Anne Proetzsch Verification - Lecture 3
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Example (cont'd) (Blackboard)

Weshow o at_ly — z < (z4+1)2

with bottom-up invariants.

zo=0
Zn=12p_1+1 forn>0
ug =1
Up = Up—1+2 TFforn>0

wy =1
Wp = Wp_1+u,—1+2 forn>0

Anne Proetzsch
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Example (cont'd) (Blackboard)

e Step 1
= >
Zn=mn for n >0 N ‘4,0121.',:2.2—}—1‘
up=2n+1 forn>0
e Step 2
wo =1
Un—1
/_A—
wn = w1+ (2(n-1)+1) +2
=w,_1+2n+1) forn>0
™
wn=Y 2k+1)=(nm+1)2 forn>0
k=0

g2t w=(2+1)?

wn=(zn+1)2 forn>0
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Example (cont'd) (Blackboard)

‘(pl: u=2z+1‘

g2 w=(z+1)?

e Step3

‘at_ﬁg — w<w‘

Therefore

Por at_by — x < (z+1)2
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Top-Down Approach

previously proven []x
want to prove [Jo

but
{x N p}r{p}

not state-valid

for some 7 € 7T.

Solution: Take the largest set of states that
will result in a p-state when 7 is taken.
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Precondition
pre(r, @) @ YV . pr — &

a state s satisfies pre(r, )

iff
all m-successors of s satisfy ¢.
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Example

Vi {z}

pr: x>0 A2 =2z—-1
prx>2

pre(T, @) :

Vil >0 A 2l =2x—1 - 2/ >2
——

pr 1'0"
£>0 - z—1>2

<0V z>3
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