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REVIEW: (explicit-state) LTL model checking
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REVIEW: (explicit-state) CTL model checking

{compute the sets Sat(®) = {geS|q=D}}
foralli<|®|do
forall ¥ € Sub(®) with | ¥| =i do
compute Sat('¥) from Sat(¥') {for maximal proper ¥’ € Sub(\¥)}
end for
end for
return/ c Sat(®)

Sat(true) = Q
Sat(a) = {qeQlael(q)}, foranyacAP
Sat(OAY) = Sat(®) n Sat(¥)
Sat(-®) = Q~ Sat(D)
Sat(EX®) = {qeQ|Post(q) nSat(®)+ 2}



REVIEW: ROBDDs

» Binary decision diagram (OBDD) is a directed graph over (X, <)
with:
» each leaf v is labeled with a boolean value val(v) € { 0,1}
» non-leaf v is labeled by a boolean variable Var(v) € X
» such that for each non-leaf v and vertex w:

w e { left(v),right(v) } = (Var(v) < Var(w) v wis a leaf)

» OBDD B over (X, <) is called reduced (ROBDD) iff:

1. foreach leaf v,w: (val(v) =val(w)) = v=w
2. for each non-leaf v: left(v) # right(v)
3. for each non-leaf v, w:

(Var(v) = Var(w) n right(v) 2 right(w) A left(v) = left(w)) = v=w



REVIEW: The importance of canonicity

» Absence of redundant vertices

» if f3 does not depend on x;, ROBDD B does not contain an x;
vertex

» Test for equivalence: f(xq,...,Xxn) = g(x1,...,%n)?
» generate ROBDDs Br and By, and check isomorphism
Test for validity: f(x7,...,X,) = 17

» generate ROBDD B and check whether it only consists of a
1-leaf

Test for implication: f(x1,...,%,) = g(X1,...,Xn)?

» generate ROBDD Bf A -Bg and check if it just consist of a 0-leaf
Test for satisfiability

» fis satisfiable if and only if By is not just the 0-leaf

v

v

v



Operations on ROBDDs

Algorithm  Output Time complexity ~ Space complexity

Reduce B’ (reduced) with fg = fg: ~ O(|B¢|-log |By|) O(|B¢])

Not By O(JBfl) O(IBfl)
Apply Bropg O([B¢|-[Bg|) O([B¢|-[Bg|)
Restrict Bf[x:cb] O(|B¢]) O(|Bsl)
Rename Bf(x=y] O(|By]) O(|Brl)
Abstract Bay O(|B¢?) O(|B¢)

operations are only efficient if f and g have compact ROBDD representations



OBDDs versus deterministic automata

each OBDD B is a deterministic automaton Ag with fz' (1) = L(Ag)




Analogies between ROBDDs and deterministic automata

» For language L, a minimized automaton is unique up to
isomorphism
» for a given variable ordering <, and function f, an ROBDD is
unique upto
» L =L"? can be checked by verifying isomorphism of their
automata
» f =f'?for boolean functions can be checked by verifying
Bf ~ By
= in both cases, efficient algorithms do exist for this
» L+ @?=is there a reachable accept state?
» is f satisfiable? = its ROBDD has a reachable leaf 1
» Union, intersection, and complementation on det. automata is
efficient
» disjunction, conjunction, and negation on ROBDDs are efficient



Symbolic CTL model checking: Computing Sat(®)

Require: CTL-formula @ in ENF

Ensure: ROBDD By (o)

switch(D):
true
false
Xi
-
O, A Dy
EXWV
E(0,UD,)
EGY

end switch

return Const(1);

return Const(0);

return ROBDD By for f(xq,...,X,) = X;;
return Not(bddSat(\¥))

return Apply(A, bddSat(®,), bddSat(®,))
return bddEX(Y);

return bddEU( D4, ©,)

return bddEG(Y)



Symbolic CTL model checking: The next-step operator

Sat(X®) = {qeQ|3q'.(q.9') e Eand g’ € Sat(®) }

Require: CTL-formula ® in ENF

Ensure: ROBDD Bsm(x )

B := bddSat(®); {Sat(®D)}

B := Rename(B,x1,...,Xn, X1, .., X},);
B := Apply(A,B,,B); {Pre(Sat(®))}
return Abstract(B, x],...,X;)



Symbolic CTL model checking: Existential until

Require: CTL-formulas @,V in ENF

Ensure: ROBDD Bsm(a(q, Uwy)

var N, P, B : ROBDD;
N := bddSat(¥);
P := Const(0);
B := bddSat(®);
while (N # P) do
P:=N;{T}}
N := Rename(N,X1,...,Xp, X1, . .., Xp);
N := Apply(A,B,,N); {Pre(T;)}
N := Abstract(N, x],...,x;);
N := Apply(A, N, B); {Pre(T;) n Sat(®)}
N := Apply(v,P,N);{Tix1 =Tiu...... }
end while
return N



Symbolic CTL model checking: Possibly always

Require: CTL-formula ® in ENF
Ensure: ROBDD Bsm(EG )

var N, P, B : ROBDD;
B := bddSat(®);
N :=B;
P := Const(0);
while (N # P) do
P:=N;{T}}
N := Rename(N,X1,...,Xn, X1, . .., Xp);
N := Apply(A,B,,N); {Pre(T;)}
N := Abstract(N, x],...,x;);
N := Apply(A, N, B); {Pre(T;) n Sat(®)}
N := Apply(A,P,N); {Tix1 =Tin...... }
end while
return N



REVIEW: The GNBA of LTL-formula ¢

For LTL-formula ¢, let G, = (Q, 2P .5, Qo, F) where
» Q=all elementary sets B ¢ closure(¢) ,Qo={BcQ|¢peB}
» F = {{BeQ|p1Uga¢Borg,eB}|¢p1Ug;eclosure(p)}

» The transition relation 6 : Q x 247 - 2?is given by:
» IfA#BnAPthen §(B,A) = @
» 0(B,Bn AP) is the set of all elementary sets of formulas B’
satisfying:
(i) Forevery Xy e closure(¢):XyeB <« yeB' and
(ii) Forevery ¢q U ¢ € closure(¢):

pUgpreB < (92eBV (p1eB A gp1UgreB))



A symbolic representation of S® G_,

» variables Vu {vy |y € el(¢) \ AP}, where
» el(p) = {p}ifp e AP,
> el(-y) = el(y),
> el(yr Ay2) =el(yr) vel(y),
- el(Xy) = {Xy}uel(y),
> el(yr1Uys) = {ya Uy} uel(yq) uel(yr).
» initial condition 6 A ~¢A consistency, where
» p=pifpeAP,
2
T AY =Y AY,
» XY=y
g M = VW1 U vo!
and consistency = A\ (y2 ~ Vo, Uv/z) A (ﬁvw1 Uys VYV ).
(y1 Uyn)eel(p)



A symbolic representation of S® G_,, cont’d

» transition relation p:

consistency’ A )\ Xy<vy'

Xyeel(p)
A A viUp oy v(yirnUy)
1 Uyaeel(y)
» acceptance condition F = AN =R Fy, Uy, Where

y1 U yseel(p)

FuUy, = (1Y) vy,



Symbolic Emptiness Check

The language of S® G, is nonempty
iff there exists a non-empty set Z of reachable states such that

for all states s € Z and for all y1 Uy, € el(g),

there is a path of length > 1 to a state in Zn Sat(Fw1 U l,/2).



Symbolic Emptiness Check

The language of S® G, is nonempty
iff there exists a non-empty set Z of reachable states such that

for all states s € Z and for all y1 Uy, € el(g),

there is a path of length > 1 to a stateinZn Sat(F% U W).

1. Compute Z as the greatest fixpoint of the equation

Z= (1  Sat(EXEF (aznF,yy,))
1 Uyaeel(p)

where ay is true iff a state is in Z.
2. Checkif the intersection of Z and the initial states is non-empty.



Bounded Model Checking



BDD vs. SAT based approaches

BDD-based approaches
» Approach used by many “industrial-strength” model checkers
» Hundreds of state variables
» Canonical representation = BDDs often too large

» Variable order uniform along all paths, selection of good order
very difficult

SAT-based approaches
» Avoid space explosion of BDDs
» Different split orders possible on different branches
» Very efficientimplementations available



Basic idea

Search for counterexamples of bounded length

There exists a counterexample of length k to the invariant AGp
iff the following formula is satisfiable:

fi(Vo ) Af (Vo, Vi ) AFL (Ve Vo)A o (Vi2, Vi) A (=poV=p1 V.. .V=Pk_1)



Example: two-bit counter

» Initial state: fj = (= A =r)
» Transition: £ (Lr,I',r")y = (r' < =r) A (I' = (I < =r))

» Property: AG (= v =r)

Counterexample of length 3?

ﬂlo N-lg AN <> g A I] <~ (Io > —|I’0)
N—_———
fi(Vo) f- (Vo,v1)

Ao Ao (ho-n) A(lorargvihanviparn)
—— —— N—
fo(V1,v2) —Po —p1 —-p2

unsatisfiable = no counterexample



Example: two-bit counter

» Initial state: fj = (=/ A =r)
» Transition: f_ (Lr,I',r")y = (r' < =r) A (I' & (I < =r))

» Property: AG (-/ v —r)

Counterexample of length 4?

ﬂlo/\—d’o NI <> g A I1 <~ (Io <> —|I’o) ATy <> =l A /2 <> (/1 <> —|I’1)
N———
fi(vo) £, (Vo,vn) o (V1,72)

Ar3o - Az (lhbo-n) A(loarovharnvibarvizars)
—_—— —  ~— —
o (V2,3) —Po -P1 —p2 —P3

satisfiable = counterexample!



SAT

Given a propositional formula y,
does there exist a variable assignment
under which y evaluates to true?

NP-complete
In practice, tremendous progress over the last years
Most solvers use Conjunctive Normal Form (CNF)

Arbitrary formulas can be transformed in polynomial time into
satisfiability equivalent formulas in CNF



Davis-Putnam-Logemann-Loveland (DPLL) algorithm

if preprocess() = CONFLICT then
return UNSAT;
while TRUE do
if not decide-next-branch() then
return SAT;
while deduce() = CONFLICT do
blevel := analyze-conflict();
if blevel=0 then
return UNSAT;
backtrack(blevel);
done;
done;



Conflict analysis using an implication graph

Clauses:

Cl1: x1’+ x2 + x6

C2: x2 +x3 +x7’°

C3: x3 + x4°+ x8

C4: x1’+ x6°+ x5’

C5: x6°+ x7+ x8’+ x9’°
C6: x5 +x9 +x10

C7: x9 + x10°

Conflict Clause C8:
xI’+ x2 +x3 + x8’

Due to conflict
(x10, x10°)

Implication Graph

Conflicting
Nodes

x10’

Prasad/Biere/Gupta: A Survey of Recent Advances in SAT-Based Formal Verification



Efficiency

» conflict learning: adding conflict clauses
» non-chronological backtracking

» heuristics for decisions

» efficient data structures

» incremental satisfiability



Bounded LTL model checking

Automata-based approach:
» Translate LTL formula —¢ to Biichi automaton
» Build product with transition system
» Encode all paths that start in initial state and are k steps long
» Require that path contains loop with accepting state

k-2 k-1 k-1
f/(\70) N /\f_,(\7i, V,‘H) A \/ ((\7,':\7/()/\ \/fF(VJ))
i=0 i=0 j=i

Formula size: O(k - |TS] - 2I¢))



Fixpoint-based translation

Y1 A 1//Io()p A [W]O

» y1s = fi(vo) A ACE (Vi Vier)
> Yioop* loop constraint, ensures the existence of exactly one
loop

» [¢]o: fixpoint formula, ensures that LTL formula holds

Formula size: O(k - (|TS| + |¢|))



Loop constraint

v

Yioop = AtLeastOnelLoop A AtMostOneLoop

» AtLeastOneLoop = N<Z(l = (Vi = Vk_1))
AtMostOneLoop = N2 (SmallerExists; = —I;
» SmallerExistsqy = false

v

» SmallerExists;,; = SmallerExists; v /i forO <ji< k- 1.



Fixpoint formula
Let ¢ be in PNF.

» [pli p,forl<k—1
[pli = V& Ap)) fori=k -1

> [ﬁp],—ﬁp,for/<k—1
[ﬂp]:= F(l;A-py)fori=k-1

> [O¢'i =[ ],+1 fori<k-2
[O¢']i = VEE(i A [9']) fori=k-2

> [ U‘PZ]/ [(02] vV ([@1]in[e1 U @a]ivr fori<k-1
[¢1 U<P2]:=ij0(//\( 1 U o)) fori=k—1

» [p1 R@2]i= [fpz] A([@1]i Vv [@1 R @2]isq fori< k-1
[¢1 R‘P2]1= (//\( 1 R ¢2)) fori=k-1

> {91 U g2)i = [fpz] V ([@1]in {1 U @a)ip fori<k -1
(91 U @,); = falsefori=k—1

» (91 R2)i=[92]in ([@1]i vV (@1 R @2)is1 fori < k—1
(p1 R @a)i =truefori=k -1



The Completeness Threshold

The bound k is increased incrementally until

» a counterexample is found, or
» the problem becomes intractable due to the complexity of the
SAT problem

» k reaches a precomputed threshold that guarantees that there
is no counterexample

— this threshold is called the completeness threshold CL.



The completeness threshold

» Computing CL is as hard as model checking

» ldea: Compute an overapproximation of CL based on the
graph structure

Basic notions:

» Diameter D: Longest shortest path between any two reachable
states

» Recurrence diameter RD: Longest loop-free path between any
two reachable states

» Initialized diameter D': Longest shortest path between some
initial state and some reachable state

» Initialized recurrence diameter RD': Longest loop-free path
between some initial state and some reachable state



